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Case-based Overhead Analysis 

• Day of incident 
– Would raise alarms for all 39,094 unique prefixes that had the 

specific signature associated with incorrect prefix announcements 
– Plus similar (normal) day-to-day overhead 
– Overhead quickly decrease again after the attack 
– Effectively handle increased load 

• Holders aggregate information and can sanity check claims 
• Only  holders communicate with owners of hijacked prefixes 
• Further overhead reductions by aggregating over ASes 
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Case-based Analysis 

• We use PrefiSec to identify suspicious and non-suspicious 
path inconsistencies 

• Evaluation using three public Routeviews servers and 
nearby public traceroute servers hosted by 
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– Telstra (Sydney, Australia) 

– Hurricane Electric (San Jose, CA) 
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•  sharing information across organizations 



Conclusion 

• Presented design and data-driven overhead analysis of 
PrefiSec, a collaborative distributed system 

• PrefiSec helps maintain information about the activity 
associated with prefixes and ASes 

• Using public wide-area BGP-announcements, 
traceroutes, and simulations, we show that system is 
scalable with limited overhead 

• Analysis is based on publicly available data and ASes 
are not required to share any sensitive information 



Conclusion 

• Presented design and data-driven overhead analysis of 
PrefiSec, a collaborative distributed system 

• PrefiSec helps maintain information about the activity 
associated with prefixes and ASes 

• Using public wide-area BGP-announcements, 
traceroutes, and simulations, we show that system is 
scalable with limited overhead 

• Analysis is based on publicly available data and ASes 
are not required to share any sensitive information 



Conclusion 

• Presented design and data-driven overhead analysis of 
PrefiSec, a collaborative distributed system 

• PrefiSec helps maintain information about the activity 
associated with prefixes and ASes 

• Using public wide-area BGP-announcements, 
traceroutes, and simulations, we show that system is 
scalable with limited overhead 

• Analysis is based on publicly available data and ASes 
are not required to share any sensitive information 



Conclusion 

• Presented design and data-driven overhead analysis of 
PrefiSec, a collaborative distributed system 

• PrefiSec helps maintain information about the activity 
associated with prefixes and ASes 

• Using public wide-area BGP-announcements, 
traceroutes, and simulations, we show that system is 
scalable with limited overhead 

• Analysis is based on publicly available data and ASes 
are not required to share any sensitive information 



Conclusion 

• Presented design and data-driven overhead analysis of 
PrefiSec, a collaborative distributed system 

• PrefiSec helps maintain information about the activity 
associated with prefixes and ASes 

• Using public wide-area BGP-announcements, 
traceroutes, and simulations, we show that system is 
scalable with limited overhead 

• Analysis is based on publicly available data and ASes 
are not required to share any sensitive information 



Conclusion 

• Presented design and data-driven overhead analysis of 
PrefiSec, a collaborative distributed system 

• PrefiSec helps maintain information about the activity 
associated with prefixes and ASes 

• Using public wide-area BGP-announcements, 
traceroutes, and simulations, we show that system is 
scalable with limited overhead 

• Analysis is based on publicly available data and ASes 
are not required to share any sensitive information 



 Questions? 

Rahul Hiran 

rahul.hiran@liu.se 

Linköping University 
 expanding reality 


