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A May not be acceptable for all B '
: — s iEnnge
A Also attacks and surveillance :

7
backdoors (e.g., NSA) " f

T:G%)%é

@SS’?O@




Clientside encryption (CSE)

A Confidential: Private, secret
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Clientside encryption (CSE)
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Clientside encryption (CSE)

However, CSE complicates some bandwidth saving feature
such as deduplicatony R RSf I Sy O2
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Contributions

Empirically investigatihe potential overhead penalty associatedth CSE
through comparisons of four CSEs and four-Q8Ets

1. Controlled experiments to compaend contrast thesecurity and
bandwidth saving featuresnplemented

2. Performance tests to comparen-traffic related clientside
overheads (e.g., CPU, diskemory)

3. Targeted example experiments to demonstrate soneaknesses in
existing delta encodingolutions

Tothe best ofour knowledge, this is the first research paper that focuse
on thedifference between CSE and rQSE supportingervices
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VS
macOS
campus LAN
- X 1. Startcloudstorageapplication
2. Capturenetwork traffic
e pg’[hOﬂ 3. Measure CPUmnemory, diskutilization
A netifaces /
A pcapy
A psutil
A numpy
KA SCipy j E. Bocchi, |I. Drago, and M. Mel

Benchmar ks and Comparison, 0o | EE
Computing, vol. 5, no. 4, pp. 7511 764, 2017.



Baseline methodology
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4. Placefile in sync folder
5. Wait for synchronizatiorto finish
6. Procesxapturefiles andmeasurements

E. Bocchi , | . Dr ago, and M. Me |
Benchmarks and Comparison, 0 | EE
Computing, vol. 5, no. 4, pp. 7511 764, 2017.



Performanceosts client overheads

A CPUmemory, disk, network traffic
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Basic security properties

-

A All services except Mega use HTTP®ega defaults to HTTP, but has HTITPS
A Mega andSpiderOaluse TLS 1.0; rest TLS 1.2

A All use reasonable signatures (e.g., SHA256+RSA or SHA256+ECC
encryption for transfer RSA 2048 + AES 128/256 (or corresponding E

An Nov. 2017, three ne€SEs (Dropbox, iCloud, and Google Drive)
supported SCT for certificate transparency (CT), but none of the CSE




