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Abstract—While much measurement research has highlighted
the increased adoption of HTTPS and better security practices,
the trustworthiness of a domain is not solely determined by the
security properties of its end-to-end connections. To separate and
highlight this distinction, we present a comprehensive analysis
of secure communication practices across different categories
of web domains, placing particular focus on the direct com-
parison of four classes of “malicious” domains (fake news,
spam, phishing, and malware) with domains selected along three
dimensions: domain popularity, service type, and geographical
registration. For each domain class, we present a high-level
characterization, focusing on fundamental aspects that influence
connection security. Through a comparative analysis of default
protocols, cipher suites, certificate authorities (CAs), certificate
classifications, and vulnerability susceptibility, we illuminate
disparities in the implementation of different domains’ secure
communications. OQur findings showcase several shortcomings
in safety standards among many ‘“benign” domains and show
that fake news and malware domains often resemble benign
domains in their security practices. In contrast, phishing domains
exhibit a higher level of security awareness, while spam domains
tend to employ weaker security measures. Overall, our findings
underscore the critical need to disentangle secure connections
from domain trustworthiness, advocating for clearer distinctions
to help safeguard Internet users and enhance Internet security.

I. INTRODUCTION

The World Wide Web consists of a myriad of domains,
serving different purposes and being operated by a wide range
of both legitimate and malicious actors. With modern browsers
pushing all websites to implement HTTPS and the relative
ease today of obtaining X.509 certificates, it is perhaps not
surprising that most domains today use HTTPS, regardless
of being considered trustworthy or not. This has resulted
in a trust dilemma, in which the least trustworthy websites
may implement more “secure” communication than the more
reputable websites.

In this paper, we present a comprehensive measurement-
based comparison of four classes of malicious domains (fake
news, malware, phishing, and spam) against various classes
of popular domains, each selected to provide clear reference
points and allow insights to be drawn with regard to their
relative differences and similarities in their selection of various
security related features (e.g., cipher suites, private key prop-
erties, and vulnerability to various known attacks). First, our
selection of malicious domains is based on data from reputable
sources (e.g., FakeNewsNet [1], URLhaus [2], PhishTank [3],
and Wein [4]) and our selection of representative benign
domains is defined to capture comparisons along three dimen-

sions: continent-based splits, domain popularity, and service
category. Second, our data collection methodology involved
employing three distinct tools: a Selenium-based collection
tool, a site parser, and the testssl.sh [5] command line tool.
These tools enabled us to extract a multitude of connection-
related statistics, certificate information, and security-related
aspects from the visited domains.

Our analysis reveals intriguing patterns across different
domain categories. While fake news and malware domains
exhibit similarities to benign domains, phishing and spam do-
mains emerge as outliers, showcasing distinct security profiles.
Phishing domains, for instance, demonstrate a higher level
of security awareness, whereas spam domains exhibit laxer
security measures, despite certain outliers in both categories.

To further highlight the similarities and differences between
domain categories, we perform a principal component anal-
ysis (PCA). This analysis highlights the unique positioning
of phishing and spam domains as outliers, reinforcing their
distinct characteristics compared to other domains. Addition-
ally, we observe trends indicating similarities between certain
domain categories and less popular domains, underscoring the
nuanced relationships between domain types.

Overall, our measurement-based comparison offers valuable
insights into the diverse landscape of malicious and benign
domains. By analyzing security profiles, performance met-
rics, and behavioral patterns, we provide a comprehensive
understanding of the distinct characteristics exhibited by each
domain category. These findings act as a reminder of the
importance of separating the use of secure communication
practices from the trustworthiness of a domain. Furthermore,
by showcasing differences between the different categories,
including that untrustworthy domains often use up-to-date
security, we provide concrete examples highlighting that se-
curity measures alone should not be used as indicators of
trustworthiness. Building on these findings and examples, we
advocate for clearer distinctions to enhance user protection and
strengthen Internet security.

Outline: We next present our dataset and data collection
methodology (Section II), followed by a high-level, compar-
ative analysis (Section III) and a PCA-based analysis (Sec-
tion IV) to further visualize and compare observed category
differences and similarities. Finally, we present related works
(Section V) and our conclusions (Section VI).



II. DATASETS AND COLLECTION METHODOLOGY

For our analysis, we first collected data for four classes of
malicious domains (Section II-A) and many classes of popular
domains (Section II-B) using three different data collection
methodologies (Section II-C).

A. Malicious Domain Categories

We compare four classes of domain categories that we in
this paper consider malicious: (1) fake news, (2) malware,
(3) phishing, and (4) spam. While this is not an exhaustive
list of domain categories that can be considered “malicious”
or harmful (other examples would be illegal content, scams,
and pharming), we limit the scope to these four classes to
better highlight examples of such domains. To account for
differences in the availability of domains in each category and
allow a relatively balanced analysis, we selected 500 domains
for each class (slightly less than the maximum found for the
least prevalent class); resulting in a combined set of 2,000
malicious domains. For fake news domains, we selected the
first 500 domains listed on FakeNewsNet [1]. For malware
domains, we selected the first 500 active malware domains
from URLhaus [2]. For phishing domains, we selected the
top 500 domains using HTTPS reported on PhishTank [3]
that were active at the time of the study. Finally, for spam
domains, we selected the 500 most common email domains
listed by Wein [4] that were active at the time of the study. We
acknowledge that there may be overlaps between categories,
false positives [6], day-to-day variations [7], and compromised
(sub)domains [8], and that many other sources can be con-
sidered. However, since the domain lists are from reputable
sources, we use them as is for this study.

B. Popular Domain Categories

To provide several dimensions of comparison, we collected
domains and split categories along three dimensions: (1) the
most popular domains on each continent, (2) the global popu-
larity of each domain, and (3) the category of each domain. In
total, the different sets of “benign” domains combine to 6,080
domains.

Continent-based split: For each continent, we first select
the four largest countries by gross domestic product and then
up to 100 most visited website domains for each of these
countries, as measured and reported by Netcraft [9] (on March
8, 2022). For countries with fewer than 100 domains, we
include all available domains. Our continent dataset contains
1,530 domains with the following splits: Africa (AF) includes
Nigeria (4), Egypt (16), South Africa (59), and Algeria (5).
Europe (EU) includes Germany (100), United Kingdom (70),
France (100), and Italy (99). Asia (AS) includes China (100),
India (100), Japan (99), and Russia (100). North America (NA)
includes the United States (100), Canada (100), Mexico (41),
and Puerto Rico (3). South America (SA) includes Brazil (98),
Argentina (98), Colombia (97), and Venezuela (17). Finally,
Oceania (OC) includes Australia (99) and New Zealand (25).

Popularity-based comparisons: To compare with domains
of different popularity ranges, we used three of the most

popular top-1M lists (from March 22, 2022): (1) Tranco [10],
(2) Alexa [11], and (3) Majestic [11]. Specifically, for each
of the three top lists, we select the first 250 domains (ranks
1-250) and the last 250 domains from each magnitude sample
([*, z], i.e., ranks 751-1,000, 9,751-10,000, 99,751-100,000,
and 999,751-1,000,000), resulting in five popularity ranges
per list, or 3,750 domains in total. We note that the lists
(and hence domain selections) are assembled with different
and complementing methodologies, enabling complementing
comparisons of popular vs. non-popular domains (along the
different methods), for example.

Figure 1 provides an overview of the rank spans (using a
boxplot) for each domain category considered as per the three
rankings. While the rankings for the subsets using each of
the rankings themselves show a clear trend (as expected per
definition), there are bigger variations when comparing across
even the popularity-based selections. We also note that almost
none of the phishing and malware domains are on the top-1M
lists, while a noticeable subset (red areas in pie-charts) of the
fake news and spam domains are, where the subsets are the
largest for the Tranco and Majestic lists.

Category-based comparisons: Finally, we compare with
sets of domains that represent different service categories.
For this, we selected the top-50 domains from each of the
following Alexa top categories (obtained on September 21,
2020, and available until near the end of 2020): Adult, Arts,
Business, Computers, Games, Health, Home, Kids & Teens,
News, Recreation, Reference, Regional, Science, Shopping,
Society, and Sports. This results in an additional 800 domains.

C. Collection Methodology

For the data collection, we used three different tools: a self-
developed Selenium-based collection tool, a site parser tool,
and a TLS/SSL test tool.

Selenium-based tool: We used our Selenium-based tool to
extract various connection-related statistics, loading times, and
information about the negotiated ciphers and protocols used.
In total, the tool collects 38 pieces of information per domain
and visit. For our experiments, we use the tool together with
the Chrome browser and each domain was visited five times.

Site parser: The site parser tool, developed for revocation
analysis [12], collects certificate information, including the
issuing Certificate Authority (CA) and the certificate type
(e.g., DV, OV, or EV). The tool gathers certificates in .pem
format from the visited domains, converts them to a .txt
file per certificate, and then merges the certificates into one
file containing 23 columns of information per domain (and
certificate). To allow parallel processing, the site parser uses
GNU parallel [13] and OpenSSL [14]. We again visit each
domain five times.

Testssl.sh script, known vulnerabilities, and secu-
rity classifications: Finally, to gather more information on
security-related aspects of each domain, including negotiated
ciphers and protocols, and susceptibility to known vulnerabil-
ities, we used the testssl.sh command line tool [5]. This is a
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Fig. 1: Domain ranking for all considered domain categories, where the rankings are determined using each of the top-1M
lists. Here, for domains where we find a ranking, we show boxplots and pie charts contrasting ranked and total domains. The
interval L[*,z] denotes the 250 positions ending with = on the top-1M list L = {A, T, M }. To improve readability of labels,

one of the plots is made bigger.

free, open-source tool that allowed us to gather information
for about 900-1,300 different headers.

Using Ciphersuite [15], we classify the ciphers collected
by testssl.sh as Recommended, Secure, Weak, or Insecure,
where the Recommended category is the strongest and supports
perfect forward secrecy [16]. In addition to the cipher suites,
testssl.sh also analyzes the domains and determines whether
they are potentially susceptible to the attacks through known
vulnerabilities, of which we include some of the most recog-
nized ones: LUCKY13 [17], [18], BEAST [19], [20], POODLE
(SSL) [21], [22], BREACH [23], [24], DROWN [25], [26],
SWEET32 [27], [28], FREAK [29], and LOGJAM [30].

Using testssl.sh, we extract the key types employed by the
different domains. For domains in our dataset, we observe six

different key types: RSA-1024, RSA-2048, RSA-3072, RSA-
4096, ECDSA-256, and ECDSA-384. We use the security
strengths estimated by NIST [31] to classify their security
level as weak, okay, good, better, or best (limited to the
observed key types). RSA-1024 is classified as the least secure,
i.e., weak, and RSA-2048 as okay. Despite their different
bit sizes, RSA-3072 and ECDSA-256 are considered to offer
similar security, and both are classified as good. RSA-4096
is classified as better, and ECDSA-384, considered the most
secure key type, is classified as best.

III. HIGH-LEVEL COMPARISON

As an initial high-level comparison of the different domain
categories, Figure 2 shows a heatmap of some examples of
security-related properties (rows) for the different domain
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Fig. 2: A high-level comparison between domain categories using a heatmap of security-related properties (rows) across different

domain categories (columns).

categories (columns). Here, all values are normalized to fall
between 0 and 1, where O represents the smallest observed
value and 1 the biggest (for a given property; i.e., row).
With this choice, the blue cells represent the cases with the
lowest values in that specific category (i.e., normalized value
close to 0) and the red cells represent the highest value (i.e.,
normalized values close to 1).

Considering the different rows, we report the cipher suite
negotiated (as classified), the public key (including their clas-
sification), the certificate type, the domains’ vulnerability to
a number of different known attacks, and the TLS version
observed both with testssl.sh and our Selenium-based tool.

We note that both the fake news domain category and the
malware domain category look relatively similar to most of the
other domain categories (e.g., comparing these two columns
to those of the different Alexa rank categories reveals only
small differences). For malware this can in part be due to us
focusing on the subset of such domains that implement HTTPS
(as several such domains did not), whereas in the case of fake
news domains, we note that these domains may aim to appear
as much like benign domains as possible.

Outlier categories: We observe substantially bigger dif-
ferences for phishing and spam domains, but in opposite
directions. Perhaps the most obvious outlier is spam, which,
for example, has the highest value for TLS 1.0 (most other
domains have no value for TLS 1.0) and is the only category
with domains that were still vulnerable to LOGJAM. Other
vulnerabilities presented in spam but not considerably shown
in the other domain categories were FREAK and DROWN.
FREAK is present only in the Africa and spam categories,
while DROWN is present in the Europe, South Africa, and
spam categories. These observations all suggest that spam
domains put very little emphasis on security. However, spam

also stands out in the opposite direction, as it is the category
with the highest use of RSA-4096 (classified as better strength
keys). We note that the key strength most commonly used at
this time was RSA-2048 (classified as okay).

Phishing stands out in a different way, as it sometimes is
the most security-aware and up-to-date class. For example, it
has the highest use of recommended ciphers, lowest use of
insecure and weak ciphers, is the largest user of TLS 1.3, and
is not vulnerable to any of the tested vulnerabilities (except
LUCKY 13, for which it had the largest share of vulnerable
domains). The fact that phishing has none or the lowest values
for the vulnerabilities BEAST, SWEET32, and BREACH are
noteworthy, as almost all other categories have at least some
domains that are vulnerable to these attacks. These results may
capture that phishing domains due to their ephemeral nature
often use the latest recommendations. For example, to quickly
create new websites for their phishing campaign, the attackers
may use services/applications that use the latest security best
practices and likely do not consider backward compatibility.
Not surprisingly, we also note that this category has the largest
use of DV certificates; i.e., the validation type with the least
validation checks (and that can be obtained for free).

Correlation between properties: When interpreting the
property correlations in Figure 3, calculated using Pearson
correlation, we observe that some values are naturally corre-
lated. For example, since each connection negotiates only one
cipher suite with a domain, one would expect a category with
higher usage of insecure or weak ciphers (top two rows) to be
negatively correlated with the use of secure and recommended
ciphers (columns 3 and 4), as indicated by the red patterns for
these cells in the figure.

Similarly, domain categories with higher use of weak and
insecure ciphers (first two rows) are positively correlated
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Fig. 3: Correlation plot showing how the investigated aspects relate to each other.

TABLE I: Total number of domains per CA found.

Certificate Authority (CA) | Number of Domains
DigiCert Inc 1,481
Let’s Encrypt 1,428
Cloudflare, Inc. 782
Google Trust Services LLC 544
Sectigo Limited 533
GlobalSign nv-sa 486
Amazon 473
GEANT Vereniging 343
GoDaddy.com, Inc 220
Entrust, Inc. 176
Other 729

with being sensitive to most of the known vulnerabilities
tested (except LUCKY13), and the reverse holds for domain
categories with higher usage of secure and recommended
ciphers. As expected, we also observed positive correlations
between insecure/weak ciphers and TLS 1.0 usage but a
negative correlation with QUIC/TLS 1.3 (Selenium).
Certificate Authority (CA): Next, we look at the issuing
CAs. These results are summarized in Figure 4, where we
include the top-10 CAs observed in our dataset as well as an
“Other” category (aggregate of all other CAs). Table I shows
the total number of domains per CA (top 10) based on the
collection from the site parser. A few things stood out here.
First, the most commonly used CA was DigiCert, followed
by Let’s Encrypt, and Cloudflare. While at first it may be
surprising that Let’s Encrypt does not see a bigger share, we

note that this aligns with other studies showing a lower share
among the most popular domains (top 100/1K/10K) compared
to the top IM overall [32], [33]. Other studies might also
consider logged certificates, where numbers for Let’s Encrypt
are further inflated by their shorter 90-day validity times
than the typically longer-validity (often up to 398-day [34])
certificates issued by DigiCert, for example.

Second, we note that the most used CA, DigiCert, is much
less used for phishing and malware than for any of the
other categories. Instead, Google Trust Services (GTS) and
GEANT see much higher usage among these domain classes
(but less for the other domain categories). The low usage
of DigiCert does to some extent match the observation that
DigiCert typically is more frequently used for more popular
domains according to Alexa, Majestic, and Tranco. Therefore,
it is surprising that spam shows a relatively high usage of
DigiCert-issued certificates.

Third, phishing stands out, as it sees much less diversity
in CA usage (three dominant CAs: GTS, Let’s Encrypt, and
GEANT) than the other categories, with an exceptionally high
usage of GTS (75%). This may be because many phishing
domains are operated by the same organizations, resulting in
greater similarities between domains within this category. We
note that similar reuse has been observed with style sheets of
phishing domains [35].

Fourth, similar to the above analysis, the CA usage for fake
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Fig. 4: CA frequency for every domain category considered (split into two rows).

news and spam looks relatively similar to the various “benign”
domain categories, with the first resembling more that of less
popular domains and the second resembling more that of more
popular domains (e.g., based on DigiCert and Let’s Encrypt
usage).

Finally, we also note some patterns for the other categories.
For example, as perhaps expected, there is a relatively higher
usage of “Other” CAs for most of the non-American categories
AF, AS, EU, OC). This can be explained by a higher usage
of regional CAs. There are also some clear trends visible
across the three popularity rankings that extend from the shift
from DigiCert (most used among top-ranked domains) to Let’s
Encrypt (most used among the less popular domains), as also
Cloudflare and the “Other” category tend to see relatively
higher usage towards less popular domains, whereas GTS
primarily shows up among the top-ranked domains (making
the observation that GTS is highly used among the phishing
domains particularly interesting).

IV. PRINCIPAL COMPONENT ANALYSIS

To further visualize and compare the similarities and differ-
ences between the four malicious domain categories and the
other “benign” domain categories, we performed a principal
component analysis (PCA). A scree plot (omitted) revealed a
sharp knee after the second component: the first two principal
components were responsible for 44.1% of the variations
(23.6% and 20.5%, respectively), while the rest of the com-
ponents were each responsible for less than 10% (e.g., third
and fourth were responsible for 9.8% and 8.2%, respectively).

Motivated by this, Figure 5 shows a scatter plot of the
domain categories using the first two principal components.
Interestingly, phishing (blue diamond) and spam (blue square)
again stand out as two clear outliers. This is consistent with

what we have seen in the previous section, where these two
categories showed substantially different behaviors than many
of the other categories. The observation that they are at
different ends of the spectrum for principal component one
also matches what we observed regarding their adoption of
security-related properties (phishing scoring high and spam
scoring low). This suggests that this component may cap-
ture some of these aspects. A closer look at the individual
terms of the principal component confirms this (e.g., the top-
contributing terms of this component relate to the usage of
strong keys or negotiated cipher suites, with BREACH also
being a noticeable contributor).

In comparison, fake news and malware are relatively similar
to the less popular domains (e.g., closest to the last 250 of
the top-1M domains on the Alexa list). The placement of
these domains is also consistent with the observation that
the rank-based domains for the most part appear to have a
“roughly” downward trend moving from left to right in the
plot (regardless of the list) as we go from top-ranked (e.g.,
[1,250]) to less popular (e.g., [*,10°]).

Another interesting observation here is that Europe is much
further away from the top domains of Alexa, Tranco, and
Majestic, than where you would expect to find it given that
Europe contains many popular domains. Some of the biggest
differences between Europe and the top domains are that the
European domains have a larger number of ciphers classified
as weak, BREACH is also much higher for Europe than the
top domains of Alexa, Tranco, and Majestic. Here, it should be
noted that several of the other regional categories (for example,
Africa, South America, and Asia) can also be considered
outliers. They are all relatively closer to each other and further
away from the main clusters of domains.

Finally, we note that Adult is the furthermost to the right
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Fig. 5: PCA plot with all categories using the first two principal components.

(and only positive) among the 13 top-50 categories. Although
this category is not explicitly studied as a malicious domain
here, we note that this class still represents a special category
of domains, which makes it noteworthy that it emerged as an
outlier.

V. RELATED WORK

Previous research has examined domains [36], protocols
[37]-[41], vulnerabilities [42]—[45], and certificate authorities
[46]-[48], to identify risks and vulnerabilities. The cipher
suites and key types align with the protocols used. Springall
et al. [39] found that the key types DHE and ECDHE were
reused for the Alexa top-1M domains, leading to 38% of
the connections being vulnerable to attacks 24 hours after
implementation and 10% vulnerable 30 days after, regardless
of the cipher suite used. Alabduljabbar et al. [49] found in
their comparative study of SSL certificates on free content
websites that 36% had major weaknesses, with 17% being
invalid. ECDSA-256 was predominately used by 38% of
these websites, compared to 20% of sites requiring payment,
even though ECDSA offers greater security than the most
commonly used public key type RSA-2048. Only 15 months
after the TLS 1.3 standardization in 2018 [50], Holz et al. [37]
observed it to be used in 20% of the cases. For popular
domains, TLS 1.3 was used by 30%, while only 10% among
top-level domains.

Simos et al. [51] analyzed cipher suite recommendations,
finding that organizations recommend varying numbers of
cipher suites based on their security standards. NSA Suite B
recommended two cipher suites, the European Union Agency
for Network and Information Security (ENISA) recommended
24, the Federal Office for Information Security recommended
16, and Mozilla 22.

Passive and active measurements have been used to study
HTTPS connections and the web certificate ecosystem [52]-
[54], revealing poor certificate quality among top-ranked do-

mains [52], weak key types and certificate practices [53], and
more than 25% of monitored HTTPS sessions using weak
security [54].

Kim et al. [48] studied phishing attacks in combination
with CAs. They analyzed large numbers of phishing domains
that used HTTPS from the database eCrimeX and found
that around the same time Let’s Encrypt and began issuing
free certificates, the number of phishing URLs rose. Phishing
domains began using more CAs that were automated.

Several studies have examined phishing websites, compar-
ing compromised domains to malicious registration [8], [55],
[56], suggesting that more than 70% of phishing websites are
hosted on compromised domains [8], [55]. Bayer et al. [6] pro-
posed an enhancement to phishing blocklist accuracy, showing
that phishing blocklists contain a small fraction of benign
domains classified as malicious.

Other works have compared the security practices seen
across domain categories, including wildcard certificates [57],
ad-blocker performance [58], and many other aspects [11],
[59], [60]. However, none of these works compare the secu-
rity aspects of domain categories, especially “malicious” vs.
“benign” domains.

VI. CONCLUSION

In this paper, we have conducted a comprehensive
measurement-based comparison of various classes of mali-
cious domains alongside popular domains. First, after as-
sembling a diverse dataset that encompasses four classes of
malicious domains and numerous classes of popular domains,
we collected statistics using three complementary data collec-
tion methodologies. Second, facilitated by this unique dataset,
we conducted a detailed analysis of domain attributes that
provides notable observations and highlights the importance
of understanding domain types for bolstering cybersecurity
measures.



For example, our analysis revealed intriguing patterns across
domain categories, with fake news and malware domains
exhibiting similarities to popular domains, while phishing and
spam domains emerged as outliers. Here, phishing domains
showcased a higher level of security awareness, while spam
domains exhibited laxer security measures. Principal compo-
nent analysis (PCA) further elucidated the unique position-
ing of these two domain classes, emphasizing their distinct
characteristics compared to other domains. Additionally, we
observed trends indicating similarities between certain domain
categories and less popular domains, underscoring the nuanced
relationships between domain types.

Our measurement-based comparison captures the diverse
characteristics of malicious and benign domains. By analyzing
security profiles, performance metrics, and behavioral patterns,
we provide an improved understanding of the distinct traits
exhibited by each domain category. Our findings reinforce
the importance of separating secure communication practices
from domain trustworthiness, emphasizing that untrustwor-
thy domains often employ up-to-date security measures. By
highlighting these differences, our research underscores the
need for clearer distinctions and informed decision-making
to enhance user protection and strengthen Internet security
against evolving cyber threats.
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APPENDIX
Ethical Considerations

This paper does not raise any ethical concerns. First, for data
collection, we exclusively use public infrastructure and adhere
strictly to public protocols. Second, we report only aggregate
values and do not discuss vulnerabilities for specific domains.
Finally, our measurements contribute only to a small portion
of the overall server load.

Load Times and TTFB

Here, we report on the time to first byte (TTFB) and the
page load times, as calculated from when the Selenium tool
began its navigation until the DOM is complete. Figure 6
shows these results. As expected, comparing the regional
domain sets, given our measurement location (Europe), the
fastest load times (and TTFB times) are for the European
domains, followed by the North American domains. We also
see a clear trend in that more popular domains load faster and
have shorter TTFB than less popular domains (i.e., going from
ranks [1,250] to [#,10°] for the three rank categories). Part of
these differences are due to better infrastructure and higher
content replication (e.g., through the use of effective CDNs),
as well as more careful design of webpages. With the above
reference points, it is therefore interesting to consider the four
classes of malicious domains. Here, we note that phishing
domains have by far the lowest load times and TTFB of the
four classes, suggesting that their infrastructure may be close



by. However, we have also found these sites to be relatively
lighter (e.g., not as reliant on objects being delivered through
a long range of third-party domains), effectively reducing
their load times. With these domains—as seen in this paper—
more frequently being up-to-date with the latest TLS versions,
cipher suites, and good protection against known attacks, we
expect them to often be hosted on up-to-date infrastructure.
Finally, we note that these performance metrics are bi-
ased by server and testing location. While multi-perspective
measurements would help strengthen the significance of our
observations, we do not expect such measurements to affect
the high-level observations presented in the paper’s main part.
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