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Motivation and high-level problem

* Private and confidential communication important

- Billions of devices
- Millions of services

 Certification Authorities (CAs) issue certificates
* Proof of identity (signed with their private key)

E.g., HTTPS does HTTP over TLS
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Motivation and high-level problem

- However, mistakes happen ...

* E.g.,In Oct. 2015, Google discovered (using CT) that
Symantec had issued test certificates for 76 domains
that they did not own (including Google domains) and
another 2,458 unregistered domains ...

This is Google’s
public key ...

~N

v Symantec.
(Trusted CA) )

0 < E.g., HTTPS does HTTP over TLS > Some
rver
User need to trust Google’s public key is Google’s Serve




CT: Emerging trust-monitoring solution

+ Since then, Google has demanded that Symantec logs
all their certificates in public (append-only) CT logs

» Since Jan. 2015, the Chrome browser requires all EV
certificates be logged in 1 Google log and 1 other log

* Mozilla planning to make similar demands

- Both Chrome and Mozilla expected to implement policies
for DV certificates too ...
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CT: Emerging trust-monitoring solution

-

This is Google’s
public key ...

... and here|S
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proof that the cert
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CT: Emerging trust-monitoring solution

4 )
Signed Certificate
Timestamp (SCT)

fCertificate .\ N s/
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Signed Certificate Timestamps (SCTSs)

« SCTs delivered three different ways
« X.509v3 extension
* TLS extension
« OSCP stapling

* In this paper, we characterize and compare
- Server-side usage of these methods
» Client-side performance of these methods

Signed Certificate
Timestamp (SCT)

Cetrtificate

(Trusted CA)

A Symantec]

E.g., HTTPS does HTTP over TLS

< > Some
User need to trust Google's public key is Google’s server
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Certification of public keys

* Browsers have trust stores with root certs (of CAS)

* CAs use private key to sign certs for servers/domains
« Certs are proof that public key belongs to server/domain
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* Browsers have trust stores with root certs (of CAS)
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Certification of public keys

* Browsers have trust stores with root certs (of CAS)

* CAs use private key to sign certs for servers/domains
« Certs are proof that public key belongs to server/domain
« Signature of certs can be validated using keys in root store

4 ™
R CA
. y,
4 )
Browser Server

£\

R




Certification of public keys/
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Certification of public keys

Browsers have trust stores with root certs (of CASs)

CAs use private key to sign certs for servers/domains
Certs are proof that public key belongs to server/domain

Signature of certs can be validated using keys in root store
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Certification of public keys

* Browsers have trust stores with root certs (of CAS)

« CAs use private key to sign certs for servers/domains
« Certs are proof that public key belongs to server/domain
« Signature of certs can be validated using keys in root store

 In practice, many

* Many CAs, servers

N\
« Varying trust+security Rl— ;i
CA

=
V

4 )
Browser .

R|(IR|IR <
R| R < .

- J




Certification Transparency (CT)




Certification Transparency (CT)

l Log
« Append only (Merkle trees)
* Create SCTs = T :ijs

%E . S | Serve

* Logs
 Public record of certs




Certification Transparency (CT)

l Log
* Public record of certs
« Append only (Merkle trees)
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Certification Transparency (CT)

* Logs

 Public record of certs

* Append only (Merkle trees)
 Create SCTs

« SCTs
* Proof cert is logged




TLS handshake

Three SCT delivery methods

Client Server CA CT log(s)
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TLS handshake

Three SCT delivery methods

Client Server CA CT log(s)
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TLS handshake

Three SCT delivery methods

Client Server CA CT log(s)
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Three SCT delivery methods
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Dataset overview

May 31, 2017 Oct. 6, 2017
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 Method

» Alexa top-1M
« Two snapshots: May 31 (2017) and Oct. 6 (2017)

« Single machine, 600 parallel threads (approx. 4 hours)
- SCT usage increase across all methods
« X.509v3 dominates (easiest method for server domains)
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 RSA dominates all but TLS
* TLS include 65% ECDSA signed and Elliptic Curve (EC) keys
* Non-SCTs weaker signatures (and shorter keys)



Signatures (and keys)

| I | |
.1 —

ASA (total) [
ECDSA (total) —
MD2/MDS/SHAT =]
SHAZ56 o]

SHAZB4512 EX5d |

Percent certificates (%)

 RSA dominates all but TLS
« TLS include 65% ECDSA signed and Elliptic Curve (EC) keys
* Non-SCTs weaker signatures (and shorter keys)



Signatures (and keys)

— 100 — i B
& ASA (total) [

8 80 - ECDSA (total) —
o MD2/MDS/SHAT B

E 60 7 SHAZ56 o |
_E 40 SHA284512 B |
i}

§ 20 - -
('8

0
5&9 o ﬁc?"

 RSA dominates all but TLS
* TLS include 65% ECDSA signed and Elliptic Curve (EC) keys
 Non-SCTs weaker signatures (and shorter keys)



Signatures (and keys)

— 100 = u
& ASA (total) [

g 80 - ECDSA (total) =
] MD2/MDS/SHA1 E=]

E 60 7 SHAZ56 o |
'E 40 SHA284'512 B4 |
Liln]

§ - -
(4’8

0 m’
Sg -8 Csp Sor

 RSA dominates all but TLS
* TLS include 65% ECDSA signed and Elliptic Curve (EC) keys
* Non-SCTs weaker signatures (and shorter keys)



Handshake and delivery times

100 IF ol
£ a0 - il o
* TLS much faster than 2 |
the other methods e 607 |/ STCfdelvered X 509v3 ---- -
. ys | ' hake X.500v3 — |
« X.509v3 similar to E 40 STC delivered TLS -~ -
non-SCT E 20 - Handshake TLS —— |
| Handshake non-SCT ——
U‘ ! o LI T T T T T L
100 10 102 109 104 105

Time duration (ms)



Handshake and delivery times

100 = L
® pn- B
« TLS much faster than g

the other methods E 607 olrorod X.500¢3 -- -~ I~
. . - | andshake X.508w3 —— B

« X.509v3 similar to g 4 STC delivered TLS -~ - -
non-SCT 5 20- Handshake TLS —— |-

andshake non-SCT —

0 T T T T
100 1n:|:|-'jl 1l:|]4 108

Time dyfation (ms)



Handshake and delivery ti

|
i

« TLS much faster than
the other methods

e X.509v3 similar to
non-SCT

Percent domains (%)

m

100
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Byte overhead
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- The SCT bundles have negligible byte overhead

« Otherwise SCT byte differences mostly due to bundle sizes
and other differences dominated by the certificates
themselves (keys included)



Conclusions

- SCT analysis: current status and trend
« Two snapshots (May and Oct. 2017) of Alexa top-1M

- SCT usage Is highest among the very top domains,
hopefully pushing others to follow
- Majority of domains selects simplest solution (X.509v3)

« [Fastest delivery method (TLS) is used by organizations
(e.g., Google) that appear to provide much faster
connection establishment and handshake times

- SCT delivery has low overhead

* Positive and encouraging trends in the adoption
« Overall increase in use of SCTs

« Use of SCTs goes hand-in-hand with a reduced use of
weak signatures and public keys

* Big players such as Google are pushing the adoption



Thanks for listening!

—ia= eyl

37 ftgph%ﬂ D s
f! "! ng“ﬂgm E&ﬂ%ﬁ% %:!]{_4

_.

Server-side Adoption of Certificate Transparency

Carl Nykvist, Linus Sjostrom, Josef Gustafsson, Niklas Carlsson

HNK/OEE”S\II_?Y Niklas Carlsson (niklas.carlsson@liu.se)

www.ida.liu.se/~nikca/




