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Motivation and high-level problem

• Private and confidential communication important

• Billions of devices

• Millions of services

• Certification Authorities (CAs) issue certificates

• Proof of identity (signed with their private key)
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Motivation and high-level problem

• However, mistakes happen ...
• E.g., in Oct. 2015, Google discovered (using CT) that 

Symantec had issued test certificates for 76 domains 
that they did not own (including Google domains) and 
another 2,458 unregistered domains …

E.g., HTTPS does HTTP over TLS 

User need to trust Google’s public key is Google’s

Symantec

(Trusted CA)

This is Google’s 

public key …

Some 

server



CT: Emerging trust-monitoring solution

• Since then, Google has demanded that Symantec logs 
all their certificates in public (append-only) CT logs

• Since Jan. 2015, the Chrome browser requires all EV 
certificates be logged in 1 Google log and 1 other log

• Mozilla planning to make similar demands

• Both Chrome and Mozilla expected policies to DV 
certificates too … 
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all their certificates in public (append-only) CT logs

• Since Jan. 2015, the Chrome browser requires all EV 
certificates be logged in 1 Google log and 1 other log

• Mozilla planning to make similar demands

• Both Chrome and Mozilla expected policies to DV 
certificates too … 

• In this paper, we present the first large-scale 
characterization of the CT landscape
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Certification of public keys

• Browsers have trust stores with root certs (of CAs)

• CAs use private key to sign certs for servers/domains

• Certs are proof that public key belongs to server/domain

• Signature of certs can be validated using keys in root store

• In practice, many

• Many CAs, servers

• Varying trust+security

• Trust can be undermined

• Human error

• Intentional fraud

• Compromised CAs

• …



Trust landscape

• Delegation of trust to intermediates (Ii)

• Browsers trust that the servers that can present certs (Li) 
that map to (trusted) root certs are who they claim to be

• Impersonation

• Any trusted CA (Ri) or intermediate (Ii) can issue rogue certs

• Very difficult to know all certs issued in ones name
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• Campus measurements
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Basic log properties 

• All logs allow use of HTTPS

• Venafi uses RSA with SHA-256, rest use ECDSA over NIST P-256

• Google+Plausible many roots; most CA-operated use few roots

• Many roots included in many logs

• Most logs have significant compliance margin; i.e., UI+TTP << MMD
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Certificate analysis

113,674

• Three classes: Large, medium (CA-based), small (CA-based)

• Medium most EV certificates
• Both Digiicert (27.6%) and Symantec (56.2%) of EV sessions on campus 

• Large (crawl-based) fairly representative of the wild
• E.g., campus 4.9% EV, large logs all have 5% EV

• Small logs have large portion test certificates
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113,674

• Crawl-based (large) logs most weak key algorithms (1024 RSA) 
• And, see more Elliptic Curve (EC)  certificates

• Crawl-based (large) logs see more weak signatures (SHA1)

• SHA256 is taking over, but new SHA1 certificates are still being 
added to the logs  
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• Crawl-based (large) logs most weak key algorithms (1024 RSA) 
• And, log more Elliptic Curve (EC)  certificates

• Crawl-based (large) logs see many weak signatures (SHA1)
• Much more than large CA logs; Consistent with network numbers

• New/small CA logs see even more (... mostly test certificates!!)

• SHA256 is taking over, but new SHA1 certificates are still being 
added to the logs  
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• Crawl-based (large) logs most weak key algorithms (1024 RSA) 
• And, log more Elliptic Curve (EC)  certificates

• Crawl-based (large) logs see many weak signatures (SHA1)
• Much more than large CA logs; Consistent with network numbers

• Small/new CA logs (mostly test certificates!!) and old network even more

• SHA256 is taking over, but new SHA1 certificates are still being 
added to the logs  

Network (2013)

Small/new CA



• Crawl-based (large) logs most weak key algorithms (1024 RSA) 
• And, log more Elliptic Curve (EC)  certificates

• Crawl-based (large) logs see many weak signatures (SHA1)
• Much more than large CA logs; Consistent with network numbers

• Small/new CA logs (mostly test certificates!!) and old network even more

• SHA256 is taking over, but new SHA1 certificates are still being 
added to the logs

Example CDFs based on Pilot
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Validation test

• As we have seen, the small CA-based logs really stick out
• E.g., large number of SHA1 certs (mostly test certificates)

• These logs have many invalid certs (do not validate using Mozilla root store)

• Crawl-based logs consistent with what seen on network 

• Subset of invalid certs have expired roots (comparison even more similar …)
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Temporal analysis examples

• Pilot (first Google) log 
shows spike in EV around 
the time that Chromes EV 
policy took effect (Jan ‘15)

• Digicert started their log 
around the same time and 
have been adding EVs 
steadily ever since (spike 
in DVs after Symantec 
incident)

• Symantec: EV and DV 
goes more hand-in hand 
(again, Google requires 
Symantec to log all certs, 
due to their 2015 incident)
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Popularity-based analysis

• Popularity of domains based on campus sessions 
• Rank of domains + logarithmic sized buckets

• Most popular (e.g.,top-10) domains best log coverage 
• Visible in most (across cert types)

• Largest fraction of domains visible in at least one log (across cert types)

• Largest fraction of domains that fulfill Chrome’s EV policy (of course only 
applicable to domains with EV certs)  
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Conclusions 

• Characterized eleven CT logs with basic monitor

• All public at that time (3 Google, 7 CAs, Plausible)

• Complemented with passive campus measurements 

• Significant log differences based on operator; e.g.: 

• Google logs are crawl-based, use larger root stores, 
and are more representative of what is seen in the 
wild (e.g., by Chrome browser and campus users), 
including weaker keys, hashes, etc.

• CA-based logs appear to be focused on helping CAs 
comply to Chrome’s EV policy (and future DV 
extensions by Chrome and Firefox)
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