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China Telecom incident 

ÅThe incident occurred on 8th April 2010 

ÅThe congress report, 2010 in USA  mentions 
the incident 

ÅQuestions about what was done with the 
data, attack or accident 

ÅWe characterize this incident using only 
publicly available data (e.g., Routeviews and 
iPlane) 
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BGP routing policies: Business 
relationships 

ÅHeirarchical Internet 
structure 
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BGP routing policies: Business 
relationships 

ÅHeirarchical Internet 
structure 

ÅDifferent 
relationships 

ïCustomer-Provider 

ïPeer-Peer 

ÅPreference order 
ïCustomer route (high) 

ïPeer route  

ïProvider route (low) 

 

3/28/2013 16 

$$ 

$$ 

Transit ISP Transit ISP 

National ISP National ISP National ISP 

Local ISP Local ISP Local ISP Local ISP 

Local ISP 
Customer route 

Provider route 

Peer route 



Analysis outline 

ÅPrefix hijack analysis 

 Country-based analysis  

ÅSubprefix hijack analysis 

ÅInterception analysis 

 Reasons for interception 
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Country-based analysis 

ÅWas any country targeted? 

ÅGeographic distribution of prefixes 
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Country-based analysis 
 Distribution of hijacked prefixes do not deviate 

from global distribution of prefixes 
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Subprefix hijack analysis 

Å21% (9,082) prefixes longer than existing prefixes 
at all six Routeviews monitors 
Å95% of this prefixes belong to China Telecom 
Å<1% (86) prefixes subprefix hijacked excluding the 

top-3 ASes in table 
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Subprefix hijack analysis 

No evidence for intentional subprefix hijacking 
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How did interception occur? 

Two required routing decisions for traffic interception: 
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ÅIdentification of interception instances 

ÅUsed traceroute data from iPlane project 

Interception analysis 
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Interception analysis 
Reasons for neighbors not choosing 4134 
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Interception analysis: 
Reasons for neighbors not choosing 4134 

ÅRouting policies and business relationships 
resulted in interception 

ÅAccidental interception  possible 
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Conclusion and discussion 

ÅCharacterized the China Telecom incident 
ïAccidental interception possible 

ïSheds light on properties of announced prefixes 

ïSupports the conclusion  that incident was a leak 
of random prefixes 

ïHowever, it does not rule out malicious intent 

ÅOur study highlights 
ïChallenges of diagnosing routing incidents 

ïImportance of public and rich available data  
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