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Motivation

» Most of our news obtained online today

» The news we read can reveal much about us

» Users should be able to obtain independent news without adversary 

monitoring or control

» An adversary capable of extracting small fraction of our obtained news 

presents a privacy threat



Example: news bias
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Contributions

» Design and evaluation of lightweight framework
» Identify individual browsed news articles (internal pages) despite encryption

» Separate between articles delivered over same infrastructure (e.g., CDN)

» Demonstrate that naive use of HTTPS is not enough to protect users’ privacy
» X.509 certificate size (encrypted with TLS 1.3)

» Web document size

» Provide insights into why websites are more/less resilient to the attack

» Real-world scenario using Twitter

» Provide insights for websites and users to better protect their privacy



System overview
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» Application data: [0x17, 0x03, ma]
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TLS certificate extraction

» For each repeated connection, the certificate is delivered

» in similar TLS record index

» with similar TLS record size



Document size extraction

» Predictable patterns to reconstruct transfer size of main document

» Domain specific reconstruction process

» Sequence based

» Unbroken TLS records of size 𝐷𝑖 ∈ 𝐷

» Anchor based

» Anchor records 𝑇𝑠 and 𝑇𝑒



Document size extraction

» Predictable patterns to reconstruct transfer size of main document

» Domain specific reconstruction process

» Sequence based

» Unbroken TLS records of size 𝐷𝑖 ∈ 𝐷

» Anchor based

» Anchor records 𝑇𝑠 and 𝑇𝑒

Examples:

New York Times: 𝐷 = 1395, 1055, 202, 40

MSN:  𝑇𝑠 = 33 𝑇𝑒 = 33

NBC News:  𝑇𝑠 ∈ 72, 2907 𝑇𝑒 ∈ 843,… , 744



Identification: voting group system

𝐶 =ෑ
𝑖=2

𝑛
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𝐴1 + 𝐴𝑖
)



Performance testing

» Single-factor experiments

» Data extraction parameters

» Pages per domain

» Time window

» Score deviation

» Identification parameters

» Voting group size

» Confidence threshold

» Score threshold
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Example results: pages per domain
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Example results: pages per domain

Pages per domain

• Attacks performs well

• Only small drops

• High stability

• High metrics

• High stability

• Attack scales well
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Pages per domain

• Performance starts well

• Quickly drops

• Precision near 1

• Poor performance

• No clear TLS record size pattern

• Difficult to extract encrypted sizes



Example results: pages per domain

Pages per domain

• In general high results

• Decrease to ~0.5 for all 3 metrics

• For domains where attack worked 

we see similar but better results



Example results: voting group size

Voting group size

• Tradeoff between F1/recall and precision

• Stability for F1/recall smaller than for precision

• Stable regardless of voting group size

• High stability for all 3 metrics



Example results: voting group size

Voting group size

• High performance only

with small group size

• Again, poor performance

• Difficult to extract encrypted sizes

Voting group size



Example results: voting group size

Voting group size

• No significant performance gain 

when increasing group size

• Size near default value 10 

performs well



Transfer size analysis



Discussion: example attack

» High correlation between retweets and reads

» Reads at news websites are heavily skewed

» Top-10 of links account for 37% of reads/retweets

» Top-50 for 67%

» Top-100 for 78%

» News cycle typically changes daily



Discussion: example attack

» Conservative results of precision 𝑃𝐾 and recall 𝑅𝐾 when fingerprinting the 

top-K news articles 

» Recall 𝑅 on full set of articles observed is same as 𝑅𝐾

» 𝑃𝐿𝐵 = 𝑞𝐾𝑃𝐾
» 𝑞𝐾 is fraction of requests to

the top-K articles

» E.g., for a specific domain:  

𝑞10 = 0.37 𝑞50 = 0.67
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Discussion: example attack

» F1-score > 0.5 for half of domains even with conservative estimates
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Discussion: example attack

» F1-score > 0.5 for half of domains even with conservative estimates

» Top-50 to increase precision

» Top-10 to increase recall

» Recall > 0.9 for 6 domains



Conclusions

» Design and evaluation of lightweight framework
» Identify individual browsed news articles (internal pages) despite encryption

» Separate between articles delivered over same infrastructure (e.g., CDN)

» Demonstrate that naive use of HTTPS is not enough to protect users’ privacy
» X.509 certificate size (encrypted with TLS 1.3)

» Web document size

» Provide insights into why websites are more/less resilient to the attack

» Real-world scenario using Twitter

» Provide insights for websites and users to better protect their privacy
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