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Outline: 

• Tokenization

• Data Processing Pipeline



Language modelling

• Language modelling is the task of predicting which word comes 

next in a sequence of words.

• More formally, given a sequence of words 𝑤1, … , 𝑤𝑡 we want to 

know the probability of the next word, 𝑤𝑡+1:

• We are assuming that 𝑤𝑡+1 comes from a finite vocabulary 𝑉.

language models = classifiers
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Neurla Language Models
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Neural Language Models
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To process words using neural networks, we need to represent them as vectors

of numerical values.

Compared to one-hot vectors, word embeddings

• are shorter but dense

• support a useful notion of similarity

• can be learned from data

Word embeddings

Kim

# dimensions

hates

# dimensions

broccoli

# dimensions
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Tokenisation



What is tokenisation?

• Tokenisation is the task of taking text (or code or music) and turning it into 

a sequence of discrete items, such as words or characters, called tokens.

• Tokenisation simplifies natural language processing by reducing 

unstructured text to more useful units.

• Tokenisation is the first step in mapping text to a numerical representation

that computers can process.
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Words provide important signals
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Whitespace tokenisation

# Tokenise text by splitting at whitespace def 

tokenize(text: str) -> list[str]:

return text.split()

# Create a vocabulary

vocab: set[str] = set(tokenize(text))

# {'cannot', 'huge', 'column', 'that', 'is', …}

# Create a string-to-ID mapping

stoid: dict[str, int] = {s: i for i, s in enumerate(vocab)}

# {'cannot': 0, 'huge': 1, 'column': 2, 'that': 3, 'is': 4, …}
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single letters 

followed by a period

whole words, incl. 

hyphenated words

genitives ('s) and 

contractions ('ve)

punctuation, other 

non-word characters

Regex-based tokenisation

The gorgeously elaborate 

continuation of “ The Lord of 

the Rings ” trilogy is so huge 

that a column of words 

cannot adequately describe 

co-writer / director Peter 

Jackson ’sexpanded vision of

J. R. R. Tolkien ’sMiddle-earth .

Whitespace tokenisation

The gorgeously elaborate

continuation of “The Lord of the

Rings” trilogy is so huge that a

column of words

cannot adequately describe 

co-writer/director Peter

Jackson’s expanded vision of

J.R.R. Tolkien’s Middle-earth.

re.findall(r"[A-Za-z]\.|\w+(?:-\w+)*|'\w+|[^\w\s]+", text)
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Textnormalisation

• Text normalisation refers to the process of converting text into a more useful, standard

form.

• Standard techniques include case normalisation, harmonisation of spelling variants,

lemmatisation, and removing punctuation.

Harmonisation: color →colour. Lemmatization: runs, ran, running →run

• Text normalisation was once a critical step in NLP tasks but is no longer as widely used

today.
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Thechallenge ofunknown words – Heaps’ law
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Dealing with unknown words

• Step 1: Build the vocabulary as usual.

often combined with a frequency threshold

• Step 2: Augment the vocabulary with a special token, such as 

[UNK] to represent unknown words.

• Step 3: When processing new text, replace any out-of-

vocabulary (oov) word with the special [UNK] token.

The quokka is adorable. →The [UNK] is adorable. (Assuming quokka is oov.)

By Ena Music – Own work,CCBY-SA 4.0, Link
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But what is a word,anyway?

• There are many languages that do not adhere to the same concept of a “word” as English

and Swedish.

• Chinese is written without spaces between characters. Identifying word boundaries is

challenging.

姚明进⼊总决赛 – “Yao Ming reaches the finals.”

• Inuktitut allows entire sentences to be expressed as single words by combining multiple

morphemes.

tusaatsiarunnanngittualuujunga – “I cannot hear very well.”
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Tokenization is language dependent
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Targetrepresentations for tokenisation

• Option 1: Tokenise into words
But: concept of “word” not universal; unknown words

• Option 2: Tokenise into individual characters
But: may be too small a unit for learning

• Option 3: Tokenise into subwords
Intuition: words are composed of morphemes

Let’s tokenize: “A hippopotamus ate my homework.”

2026-03-16LLM - VT26 - Fredrik Heintz - LE3 Data Processing - Work in progress (based on slides from M. Kuhlmann (LiU), M. Naik (UPenn), and D. Ippolito (CMU))



2026-03-16LLM - VT26 - Fredrik Heintz - LE3 Data Processing - Work in progress (based on slides from M. Kuhlmann (LiU), M. Naik (UPenn), and D. Ippolito (CMU))



2026-03-16LLM - VT26 - Fredrik Heintz - LE3 Data Processing - Work in progress (based on slides from M. Kuhlmann (LiU), M. Naik (UPenn), and D. Ippolito (CMU))



2026-03-16LLM - VT26 - Fredrik Heintz - LE3 Data Processing - Work in progress (based on slides from M. Kuhlmann (LiU), M. Naik (UPenn), and D. Ippolito (CMU))



Byte-PairEncoding (BPE) [Gage 1994]

• Byte Pair Encoding (BPE) is an algorithm for learning subword tokens from text.

• Step 1: Encode the text into a sequence of bytes. Initialise the token vocabulary with

all single bytes.

• Step 2: Create a new token by merging the most frequent pair of consecutive tokens.

Add the new token to the vocabulary.

• Repeat the previous step as long as the token vocabulary does not exceed a predefined

maximum size.

Sennrich et al. (2016)
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TheUnicodeStandard

• Unicode is a text encoding standard designed to support text from all the world’s

writing systems (that can be digitised).

• Version 16.0 supports 154,998 characters from 168 scripts.

• For backwards compatibility, the first 128 codepoints of Unicode are the same as

ASCII.
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Encoding text into bytes

• Encoding all (more than 1 million) Unicode characters into bytes requires more than

one byte per character.

• UTF-8 (8-bit Unicode Transformation Format) is the most widely used encoding

scheme for Unicode.

• It uses a variable-width encoding of 1-4 bytes per character.

The first byte indicates how many additional bytes are part of the character.

2026-03-16LLM - VT26 - Fredrik Heintz - LE3 Data Processing - Work in progress (based on slides from M. Kuhlmann (LiU), M. Naik (UPenn), and D. Ippolito (CMU))



Encoding text into bytes
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The North Wind and the Sun were disputing which was the stronger, 

when a traveler came along wrapped in a warm cloak. They agreed that 

the one who first succeeded in making the traveler take his cloak 

off should be considered stronger than the other.

Byte-Pair Encoding – Example
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Th[e ]North Wind and th[e ]Sun wer[e ]disputing which was th[e ]stronger, 
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Some comments on BPE

• The tokens obtained using BPE match varying spans of source text, from single

characters to whole words and beyond.

• The tokens are not guaranteed to have any apparent linguistic meaning, but often

resemble words or morphemes.

BPE = “poor man’s morphology”

• BPE solves the problem with unknown words: Every text can be tokenised; in the worst

case, it is tokenised as bytes.
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Tokenisation in language models
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Tokenisation Comparison for Germanic Languages
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Tokenisation – Not only Text
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Turning Discrete Tokens into Continuous Vectors
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Decoder Inputs and Outputs
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Data Processing Pipeline



Data for LLM pretraining

• Training modern LLMs demands vast amounts of data. This data is often sourced from

the Internet.

• While abundant, Internet data is unstructured, noisy, and biased, making it an

imperfect representation of language.

• Internet text data requires extensive postprocessing and quality filtering to enhance

relevance and diversity.
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Data and Large Language Model Training
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Pre-training Data Reality

• Web data is plentiful, but canbe challenging to work with.

● Copyright and usage constraints can get extremely complicated

● Data is noisy, dirty, and biased

● Data is contaminated with auto-generated text

○ Not just from LLM usage, but also tons of templated text.
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The Web Data Pipeline

1.Content is posted to the web.

2.Webcrawlers identify and download a portion of this content.

3.The data is filtered and cleaned.
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1. Content is posted to the internet.

Challenges

• Biases in what’s available:

• Recency bias

• Demographic biases

• Language biases

• Web is much more dynamic than static HTML 

pages

• CSS, JavaScript, interactivity, etc.

• Responsive design

• Many HTML pages involves 20+ secondary URLs, 

iframes, etc.

• What counts as content?

• Ads, recommendation, navigation, etc.

• Multimedia: images, videos, tables, etc.

• Spam

Goal:
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1. Content is posted to the internet.

Content extraction from webpages is a well-studied problem in industry.

● Can be very engineering and resource heavy to do well.

● Existing toolkits is a strategic advantage of some proprietary LLMs

Figure 8: A Content Extraction Pipeline from Bing Used for ClueWeb22
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The Web Data Pipeline
1. Content is posted to the web.

2. Webcrawlers identify and download a portion of this

content.

3. The data is filtered and cleaned.
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2. Webcrawlers identify and download a portion of this content.

General Idea

1. Start with a set of seed websites

2. Explore outward by following all hyperlinks on the webpage.

3. Systematically download each webpage and extract the raw text.

Explore
Seed URLs Target URLs

HTML

Contents
Raw Texts

Crawl Scrape
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2. Webcrawlers identify and download a portion of this content.

General Idea

1. Start with a set of seed websites

2. Explore outward by following all hyperlinks on the webpage.

3. Systematically download each webpage and extract the raw text.

Explore
Seed URLs Target URLs

HTML

Contents
Raw Texts

Crawl Scrape

Challenges

● How to harvest a large number of seed URLs efficiently

● How to select “high quality” URLs and skip over “bad” URLs

○ Some cases are clear cut: spammy, unsafe, etc.

○ Some are hard to detect or up to debate: certain biases.

● How to keep the crawl up-to-date

○ Given a fixed compute budget each month, is it better to crawl new webpages, or recrawl old ones that might’ve changed?
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3. The data is filtered and cleaned.
Remove noisy, spammy, templated, and and fragmented texts

● These portions lack the content needed to meet pretraining goals.

Select higher quality texts from a massive candidate pool

● Given a limited pretraining compute budget, we’d like pretrain on better texts

Avoid toxic and biased content

● NSFW content

● Texts with strong biases

2026-03-16LLM - VT26 - Fredrik Heintz - LE3 Data Processing - Work in progress (based on slides from M. Kuhlmann (LiU), M. Naik (UPenn), and D. Ippolito (CMU))



3. The data is filtered and cleaned.
Methods to identify high-quality content:

● Rule-based heuristics for quality

○ You’ll be implementing a bunch of these in the homework

● Proximity to known high-quality indicators

○ E.g. a website that was highly upvoted on Reddit, or a website that was included as a reference on Wikipedia

● Classifiers

○ Trained quality and toxicity classifiers are common.

○ E.g. train a classifier with Wikipeida as the positive examples and random web pages as the negative examples
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3. The data is filtered and cleaned.
Example: Rule-based filtering in C4(pre-training dataset for T5model)

1. Start from Common Crawl’s official extracted texts from HTML

2. Only keep text lines ended with a terminal punctuation mark

3. Discard pages with fewer than 5 sentences

4. Only keep lines with at least 3 words

5. Remove any line with the word “Javascript”

6. Remove any page

1. with any words in a toxic word dictionary

2. with the phrase “lorem ipsum”

3. With “{“

7. De-dup at three-sentence span level
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3. The data is filtered and cleaned.
Challenges

● At what granularity should filtering be performed?

○ Word-level, sentence-level, paragraph-level, document level?

● What constitutes “high quality” or “non-toxic”?

● Are our filters/classifiers multilingual? Even within English, do they treat all groups equally?

● It is very expensive to ablate pre-training dataset decisions.
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Case Study: CommonCrawl
Common Crawl: commoncrawl.org

• Non-profit organization provides open access to 

large scale web crawls

• Petabytes of web pages available

• Monthly crawls and dumps

○ Re-crawled web pages and fresh dumps 

(bi)monthly

○ Recent dumps are ~3 billion pages

○ Date back to past 10 years

■ “220 billion web pages (HTML) captured 

2008 – 2021”
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Case Study: CommonCrawl
Web exploration approach

● Start from a set of seed URLs: popular, high-quality, and trustworthy websites

○ Gov, Edu, etc.

○ Top web domains

● Traverse the web to obtain a candidate set of URLs

○ Around 500 billion links discovered per month crawl

○ About 25+ billion unique ones

● Prioritizes a subset (~3 billion) of URLs to crawl and include in the dump

○ Does this to make the best use of crawling budget.
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Case Study: CommonCrawl
Which URLsto crawl?

● 2008-2012: CC’s in-house Page Rank

● 2012-2015: Added ranking and metadata of 22 billion pages donated from web search engine blekko

● 2016-2018: Occasional seed URL donations, ~400 million URLs

● 2016: Alexa and Common Search Rankings

● 2017-Now: CC’s in-house web graph based rankings (page rank and centrality)

○ Importance score calculated based on past three-month dumps

○ Steer the crawler for next three month

○ Capped # of URLs per domain
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Case Study: CommonCrawl
Pros

● The one and the only public web crawl at this scale

○ Still far away from commercial search engines, but the closest we have

● 10 years of crawl dumps have enabled various data subsamples

● Accumulation of low resource languages

○ One can combine low resources languages from years of dumps to pair with English texts from one month

Cons

Each crawl is ~3billion documents, still limited coverage of the massive web

● Crawls every month restart from the seed URLs

○ Crawls never grow above ~3B documents

● URL distributions skewed by crawling prioritization, per domain URL cap, and physical location of the 

crawling machines (and people)
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”15 trillion tokens of the finest data the web has to offer”

Source
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TheFineWebpipeline

URL

Filtering

Text 

Extraction

Language 

Filtering

Gopher 

Filtering

PII

Removal

Custom 

Filtering
C4

Filtering

MinHash 

Dedup

Penedo etal. (2024)
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Basic filtering

• URL filtering using blocklists
Examples: adult content, malware, phishing sites

• Language filtering
Uses fastText; keep only English text with a score≥65%

• Heuristic filtering
Filter for length, symbol-to-word ratio, common/uncommon words, etc.
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Impactof filtering
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Textextraction

Linköping University (LiU;Swedish: 

Linköpings universitet) is a public research 

universitybased in Linköping, Sweden.

Originally established in 1969, it was 

granted full university status in 1975 and is 

one of Sweden's largest academic 

institutions.[5]

Linköpings universitet ||

|Type |Public research university |

|---|---|

FineWebuses Trafilatura.
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Data Formats (WARC, WAT, WET)

• WARC (Web ARChive), industry standard for web archiving.

• Can store multiple resources, similar to ARC, but with more capabilities. This 
includes the ability to store request and response headers, additional metadata, 
and new record types like resource revisit, metadata, and conversion.

• WAT (Web ARChive Timestamp). 

• Focus on the metadata associated with the crawled web pages. Contain parsed data 
from the HTTP response headers, links extracted from HTML pages, and other 
metadata. This can include information like server response codes, content types, 
languages, and more.

• WET (Web Extracted Text). 

• Contain extracted plain text from web content, the body text of web pages, 
extracted from the HTML and excluding any HTML code, images, or other media.  
This makes them useful for text analysis and natural language processing (NLP) 
tasks.
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Relevance oftextextraction
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Deduplication

• Large-scale web datasets contain significant amounts of duplicate content, which can

lead to overfitting.

• Deduplication leads to a more diverse dataset and reduces computational cost.

• Deduplicating massive datasets requires efficient similarity detection techniques

or other fuzzy approaches.

embedding-based similarity or MinHash
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De-duplication
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FineWeband FineWeb-EDU

• Design choices were validated through training data ablation studies and evaluated

on downstream task benchmarks.

• The authors released a 1.3T-token filtered subset of FineWeb, focusing on high-

quality educational web pages.

• FineWeb-EDU was built using an educational quality classifier, trained on labels

generated by Llama (1.71B).

linear regression on top of an embedding model

• Penedo et al. (2024
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Below is an extract froma webpage. Evaluatewhether thepage has a high educational valueand couldbe

useful in an educational setting for teaching fromprimaryschool tograde school levels using theadditive5-

point scoring systemdescribedbelow.Pointsareaccumulated based onthesatisfactionofeachcriterion:

-Add 1 point if theextractprovides somebasic information relevanttoeducational topics,even if it includes

some irrelevantornon-academiccontentlikeadvertisements andpromotional material.

-Add anotherpoint if theextract addresses certainelementspertinenttoeducationbutdoes notalign

closely with educational standards. Itmight mixeducational content with non-educationalmaterial, offering

a superficial overviewofpotentially useful topics, or presenting information in a disorganizedmannerand 

incoherent writing style.

-Awarda thirdpoint if theextract is appropriate foreducational use and introduceskeyconcepts relevant to 

school curricula. It is coherent though itmaynotbecomprehensiveorcould includesomeextraneous 

information. Itmayresemble an introductory section ofa textbookora basic tutorial that is suitable for

learning buthas notable limitations liketreating concepts thatare toocomplex for grade school students.

-Granta fourthpoint if theextract highly relevantandbeneficial foreducational purposes fora level not

higher thangrade school,exhibitinga clearandconsistentwriting style. It couldbesimilar toa chapter froma 

textbookor a tutorial,offering substantial educational content, includingexercises and solutions,with

minimal irrelevant information,and theconceptsaren’t tooadvancedforgrade school students.Thecontent

is coherent, focused, andvaluable for structured learning.

-Bestowa fifth point if theextract is outstanding in its educational value,perfectly suited for teaching either

at primary school or grade school. It follows detailed reasoning, thewriting style is easy to follow andoffers 

profoundand thorough insights intothesubjectmatter,devoidofanynon-educationalor complex content.

Theextract:<EXAMPLE>.Afterexamining theextract:

-Briefly justifyyour total score,up to100 words.

-Concludewith thescoreusing theformat:"Educational score:<total points>"
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Impactof high-quality data
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The Nordic Pile: A 1.2TB Nordic Dataset
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The Impact of Copyrighted Material on LLMs: A Norwegian Perspective
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The Impact of Copyrighted Material on Large Language Models: A Norwegian Perspective.
De la Rosa, etal. 2025. https://arxiv.org/abs/2412.09460v1
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TrustLLM Data Processing



Data Sources - JUDAC

• Other
TrustLLM Training Data (data_v2) — All Sources

Dataset Size Tokens (GPT-OSS) Primary Language

tdm/fineweb-edu 738 GB 157.6 BT English

tdm_not_checked/fineweb
-edu

1.8 TB 384.3 BT English

tdm/fineweb2 888 GB 225.6 BT
Mixed Germanic (55% deu, 
20% nld, 9% nor, 8% swe, 
8% dan)

tdm_not_checked/fineweb
2

183 GB 44.9 BT German

common_corpus 1.2 TB 252.8 BT
Mixed (85% eng, 13% deu, 
2% other)

code 851 GB 309.1 BT Code (358 languages)

hplt2/HPLT3 628 GB 158.8 BT
Mixed (69% deu, 13% nld, 
10% swe, 4% dan, 4% nor)

curated 270 GB 60.9 BT
Mixed (83% eng, 6% deu, 
5% swe, 4% isl, 2% other)

finemath 140 GB 29.9 BT English

fao_last_minute 77 MB 26 MT Faroese

Total ~6.7 TB ~1.62 TT 8 Germanic + Code
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Data Sources –  MultiSynt
Dataset Size Tokens Primary Language

finepdfs-summaries 318 GB 72.8 BT
Mixed (51% eng, 47% deu, 2% other 
Germanic)

MT-HPLT2c 502 GB 121.4 BT Mixed (40% eng, 31% deu, 28% swe)

MT-Nemotron-CC 
(parallel)

1.3 TB 338.2 BT
Multi-Germanic (21% deu, 20% swe, 19% 
nor, 10% nld)

MT-Reasoning 89 GB 20.5 BT Mixed (53% deu, 47% eng)

MT-Reasoning-Prompts 10 GB 2.6 BT Mixed (34% deu, 33% nld, 32% dan)

Total (training data) ~2.2 TB ~555 BT Germanic + English

Excluded ~6.6 TB —

French, Spanish, Italian, Portuguese, 
Polish, Romanian, Hungarian, Czech, 
Finnish, Ukrainian (no compression 
ratios)
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Data Sources – Nemotron-Pretraining-Specialized-v1

Dataset Size Tokens Content Type

Nemotron-Pretraining-
RQA

172 GB 36.7 BT English (Q&A)

Nemotron-Pretraining-
STEM-SFT

91 GB 19.4 BT English (STEM)

Nemotron-Pretraining-
Math-Textbooks

29 GB 6.2 BT English (Math)

Nemotron-Pretraining-
InfiniByte-Reasoning

27 GB 5.8 BT English (Reasoning)

Nemotron-Pretraining-
Wiki-Rewrite

9.3 GB 2.0 BT English (Wiki)

Nemotron-Pretraining-
Scientific-Coding

524 MB 0.2 BT Code

Total ~329 GB ~70 BT English + Code
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Data Sources –  Nemotron-CC-Math-v1

Dataset Size Tokens Content Type

3 101 GB 21.6 BT Math (quality level 3)

4plus_MIND 85 GB 18.1 BT
Math (quality 4+ 
MIND)

4plus 58 GB 12.4 BT Math (quality level 4+)

Total 244 GB 52 BT English (Math)
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Data Sources – Dolma 3

• allenai/dolma3_mix-6T

• allenai/dolma3_dolmino_mix-100B-1025

• allenai/dolma3_longmino_mix-50B-1025

• Total tokens

o~8.384TT = data_v2(1.62TT) + multisynt (0.555TT) + nemotron-
pretrained-specialized-v1(0.007TT) + nemotron-cc-math-v1(0.052TT) + 
mix(6TT) + dolmino_mix(0.1TT) + longmino_mix(0.05TT)
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TrustLLM Currently Curated Training Dataset (6.4TB)
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TrustLLM Dataset Language Distribution
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Data Sources – language ratio

Category Token %

German 32.52%

English 25.92%

Norwegian 18.83%

Swedish 14.41%

Dutch 7.42%

Danish 0.83%

Icelandic 0.08%

MultiSynt (2.2 TB Training Data)

Category Token %

English 92.60%

Math 7.11%

Code 0.29%

Nemotron-Pretraining-Specialized-v1 (329 GB)

Nemotron-CC-Math-v1 (244 GB)

Category Token %

Math 100%
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Pipeline (TrustLLM)
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Pipeline - TrustLLM

Component Tool Purpose

Language ID FastText (GloTLID)
Classify 30+ Germanic language 
variants

Text processing Polars + polars-textproc
Streaming DataFrame
operations

MinHash polars-textproc.minhash
14-bucket locality-sensitive 
hashing

PII detection pii-regexp
Country-specific regex (dan, 
deu, eng, fao, isl, nld, nor, swe)

Orchestration waluigi + submitit
DAG scheduling on SLURM 
HPC
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PII & Article 9 handling

• Propella is an open-source ML document annotation model (ellamind) that produces structured metadata 
across 18 properties per document.

o https://huggingface.co/ellamind/propella-1-4b

o Document-level quality, safety, and compliance classification

o PII presence detection (ML-based, complements regex)

o Content safety scoring (safe / sensitive / nsfw / illegal)

o Domain and audience classification for curriculum design

o Supports 64K token context window

• Existing Resource: 3.27B row annotation dataset already published by OpenEuroLLM on HuggingFace

o (FineWeb-2, FinePDFs, HPLT3.0, finewiki, PleIAs/SYNTH, Nemotron-CC(subset), nemotron-cc-10K-
sample, German Commons)
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PII & Article 9 Handling
Category Property Example Values
Core Content content_integrity intact, partial, corrupted

text_code_ratio text_heavy, balanced, code_heavy

word_count_category <100, 100-500, 500-2000, 2000-10000, >10000

Classification description Free-text summary (max 100 chars)

document_type article, documentation, forum, academic, other

business_sector technology, legal, medical, finance, general

technical_depth basic, intermediate, advanced, expert

Quality & Value quality excellent, good, acceptable, poor, unacceptable

information_density very_dense, dense, moderate, sparse

educational_value high, medium, low, none

reasoning_content substantial, moderate, minimal, none

Audience & Purpose audience_level general, educated, professional, expert

commercial_bias advertorial, sponsored, neutral, independent

time_sensitivity evergreen, recent, dated, obsolete

Safety & Compliance content_safety safe, sensitive, nsfw, illegal

pii_presence no_pii, pii, uncertain

Geographic regional_relevance global, regional, local

country_relevance ISO country code or "global"
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PII & Article 9 Handling
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PII & Article 9 Handling
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Signal Source Strength Weakness

Regex PII count
pii-regexp (TrustLLM) or PrivateAI
(GPT-NL)

High precision on structured PII 
(IBANs, phone numbers, SSNs)

Misses contextual PII (names in 
sentences, implied identities)

Propella pii_presence ML model (document-level)
Catches contextual PII, understands 
document semantics

Document-level only (not token-level), 
binary signal

Propella business_sector ML model
Flags high-risk domains (medical, legal, 
finance)

Indirect signal, not PII-specific

Propella content_safety ML model Identifies sensitive/nsfw/illegal content Broad categories, not PII-specific

Regex Count Propella PII Flag Article 9 Risk Decision
0 no_pii < 0.7 CLEAN -- pass through

0 pii or uncertain < 0.7 REDACT -- apply PII removal

> 0 no_pii < 0.7
FLAG -- likely false positive, redact 
conservatively

> 0 pii < 0.7
REDACT -- confirmed PII, apply full 
redaction

any any >= 0.7
REVIEW -- route to human compliance 
review

any any illegal/nsfw QUARANTINE -- exclude from training



Privacy-preserving synthetic data generation
[R. Ramachandranpillai, Md F. Sikder, D. Bergström]
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1. Learn a generative model that captures the probability distribution of the 
sensitive data

2. Create a synthetic data set from the generative model that both captures the 
salient features of the original data set and is non-sensitive

3. Methods for verifying that the synthetic data set is accurate enough

4. Methods for verifying that the synthetic data set is non-sensitive

Sensitive 
Data Learning

Non-sensitive data 
preserving relevant 

properties

Generative 
Model

Sampling

Fair Latent Deep Generative Models (FLDGMs) for Syntax-Agnostic and Fair Synthetic Data Generation, Resmi 
Ramachandranpillai*, Md Fahim Sikder*, Fredrik Heintz, ECAI23
Bt-GAN: Generating Fair Synthetic Healthdata via Bias-transforming Generative Adversarial Networks, Resmi 
Ramachandranpillai, Md Fahim Sikder, David Bergström, Fredrik Heintz, Accepted to JAIR.



Model Collapse Using Only Synthetic Data
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Model Collapse Using Only Synthetic Data
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Data Mixture
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Data Order
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Data Masking
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Data Scale Matters
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Pre-Training Data Quality Reduces Compute Needs
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• LAIM LE3 VT2026:
Tokenization

Data Processing Pipeline

www.ida.liu.se/~frehe08/llm
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