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Abstract— Security is a paramount requirement in any 

modern technology. This also applies to wireless sensor networks 

(WSNs), where sensor nodes have severe resources scarcity. 

Recently the presence of mobile object (e.g., moving robot, 

vehicle, etc) has shown their great impact on WSNs. However, as 

the low-cost sensor networks become wide-spread, secret key 

distribution to the sensor nodes is a challenging task in such 

unattended WSNs. In this regards, this paper presents a mobile 

object-based secret key distribution scheme for resource hungry 

sensor nodes. The key idea is that a mobile object should visit all 

the sensor nodes along its pre-defined path and distribute secret 

keys within its broadcasting range. The proposed scheme exploits 

the symmetric cryptographic approach.  The feasibility of 

proposed scheme is advocated using real testbed experiments. 

The analysis reveals that the proposed scheme attains high 

efficiency (in terms of computation and communication costs), 

and provides strong security.  

Keywords— Authentication, key distribution, mobile object,   

and wireless sensor networks 

I.  INTRODUCTION  

Wireless sensor networks (WSNs) are collections of 
distributed tiny-nodes, which are resource constraint in nature. 
Tiny sensors are used to monitor given field of interests and 
collectively sense the various environmental parameters and 
relay sensed data to a sink device.  In general, most of 
traditional WSNs are stationary wireless sensor networks 
(SWSNs).  Recently, the involvement of moving objects 
(moving robots, vehicle, animal, etc) have shown that how a 
mobile object can potentially improve the network 
performance in terms of network lifetime, network coverage 
and network connectivity, and manage the resources at sensor 
side [1][2]. Moreover, numbers of mobile object-based 
research interests have been shown in [3]-[6]. In [3] authors 
have proposed a network-assisted sink navigation (i.e., mobile 
sink) scheme that collects data from static nodes using a single 
hop communication.  Mikhaylov and Tervonen have suggested 
and evaluated different approaches for collecting the data from 
isolated (static) sensors using a mobile ferry [4]. Using a 
mobile object, a different (sensor) data collection approach has 
been proposed in urban scenarios [5]. In this case, it is assumed 
that static sensors are deployed at a bus stop or anywhere along 
a road side street or a park, whereas the mobile object (e.g., a 
person) walking along the street and collects data from static 
sensors [5]. Moreover, in [6] and [7] authors have presented 
detailed studies on recently proposed mobile WSNs. 

The smooth and secure network coordination among tiny 
sensor nodes requires the security mechanisms. Whereas 
security in the dense SWSNs is always a prime concern due to 
the resource constraint nature of sensor nodes. Apparently, 
providing security to WSNs, the secret key should be shared 
between the communicating entities (i.e., static sensors and 
mobile objects). During the last decade, numbers of key 
management schemes [8]-[15] have been proposed for securing 
large scale SWSNs. Each scheme has pros and cons. However, 
high computation and communication costs, keys storage 
overhead, and (security) protocols design weaknesses are 
always vulnerable to some kind of serious attacks or threats. 
Bechkit et al [8] presented a highly scalable key pre-
distribution scheme, where each sensor node is preloaded with 
(m+1) disjoint keys. In [9], authors proposed a key 
management scheme for heterogeneous sensor networks. In the 
scheme, Du et al suggested M keys to each high-end sensor and 
L keys to each low-end sensor. In one hand, the high number of 
keys (as in [8]-[10][14] [15]) can affect the schemes due to the 
various adversary attacks, e.g., a node compromise attack. On 
the other hand, all the preloaded keys are generally not used 
throughout the network lifetime and hence the huge storage 
overhead at the sensors side.  

In addition, Chatzigiannakis et al proposed an agent-based 
distributed group key establishment scheme in WSN where a 
mobile agent (i.e., software, mobile code) traverse the network 
[23]. In [24], Nehra and Patel developed a similar research to 
Chatzigiannakis et al. However, the security is in fact a 
significant concern with a mobile (software) agent, for 
instance, as a sensor node receiving a mobile (software) agent 
for execution, it may require strong authentication. In another 
research [11], authors proposed a simple mobile assisted key 
distribution scheme, which is easy and efficient to implement 
in real WSN. However, we have pointed out some practical 
issues, as analyzed in the next Section-II. Thus, efficient secret 
key distribution schemes are still need to be designed for the 
real-time WSNs.  

This paper proposes a mobile object-based secret key 
distribution scheme with efficient use of resources such as, a 
small number of message transmissions (secret key 
broadcasting). The proposed scheme exploits the symmetric 
cryptography, as in [11]. Each low-cost static sensor shares a 
master key with the mobile object.  The idea of proposed 
scheme is straight-forward, i.e., a mobile object broadcasts 
secret keys to the static sensor nodes within its broadcasting 
range. Upon receiving the mobile object message, sensor nodes 
authenticate to the mobile object and retrieve the secret key. 
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The proposed scheme regards the entity authentication (i.e., 
mobile object) and message authentication through the 
implementation on Telos B wireless sensor nodes. In addition, 
the analysis shows how a single broadcast message can 
significantly reduce the communication cost between the 
mobile object and the sensor nodes.  

The rest of the paper is structured as follows. Section - II 
briefly reviews the Tas and Tosun’s scheme. Section - III 
presents the proposed secret key distribution scheme.  Section -
IV demonstrates the security and performance analysis of the 
proposed scheme. Conclusions are drawn in Section - V. 

II. BRIEF REVIEW OF TAS AND TOSUN’S SCHEME 

This section briefly reviews and analyzes the work 
presented in [11]. Tas and Tosun presented a mobile assisted 
key distribution scheme, where a mobile element (ME) 
broadcasts secret key messages within its broadcasting range 
(*r) and distributes the secret key to the static sensor nodes. 
The route of the ME and secret key broadcast locations are pre-
defined. A master key (KM) is shared between the static sensor 
nodes and the mobile element.  Authors assume that the mobile 
element travels to sensors terrain and broadcasts the secret keys 
to the static nodes. It broadcasts two messages: (1) secret key 
broadcast message (SKBM); and (2) authenticated key 
disclosure message (AKDM).  

SKBM: ME       *r: EKM (KS||SN), MAC (KA, EKM (KS||SN)). 
Here, E is an encryption using key (KM), KS is a new secret key, 
SN is a sequence number, and KA is an authentication 
disclosure key.  

AKDM: ME         *r+ɛ: EKM (KA||SN).  

In this scheme, each SKBM is followed by the 
corresponding AKDM, i.e., message authentication codes 
(MACs) are followed by its disclosure/verification key.  A 
sensor first buffers the SKBM message and then upon 
receiving the corresponding AKDM, it verifies the authenticity 
of ME. If it holds then it decrypts SKBM and retrieves the 
secret key (KS) from the buffered message (i.e., DKM (KS||SN)). 
In addition the broadcasting range (*r+ɛ) of AKDM is higher 
than the SKBM. The corresponding AKDM of a SKBM should 
be broadcast after the ME moves on its route ɛ unit, so that all 
the sensors receive corresponding key disclosure broadcasts.   

Analysis:  Assumed that a mobile adversary (Tom) can 
follow to a ME. Tom has full control over the wireless 
channels, such as he can replay the old messages, block the 
messages, and may create delay in broadcasting order.    

Generally sensor nodes have two modes (sleep and active) 
for saving energy. In Tas and Tosun’s scheme, a sensor first 
buffers the SKBM and then it waits for the AKDM (i.e., 
disclosure key message). In the real practice, it is possible that 
after receiving the SKBM at the sensor side, Tom can make 
delay or block corresponding AKDM.  Consequently sensor 
can go into sleep mode and never receive the corresponding 
AKDM broadcasts.  By doing so, SKBM cannot be verified 
without the key disclosure message    (i.e., AKDM) and Tom 
can easily pose the denial-of-service threat to the application. 
In addition, it is very practical that if the disclosure key 

message (i.e., AKDM) received before the SKBM, then a 
message forgery is possible by using the AKDM (i.e., 
disclosure key). To apply possible message forgery attack, 
refer to [13].  Therefore, Tas and Tosun’s scheme could have 
some practical issues for the real-time applications.   

III. PROPOSED SECRET-KEY DISTRIBUITION SCHEME  

This section first describes the overview of the system 
model and later presents the proposed scheme.   

A. System model 

In this model, we consider that a WSN consists of large (P) 
number of static sensor nodes, which are deployed over the 
interest of field for continuously monitoring the environment.  
As shown in figure 1, a deployed sensors region is divided into 
Voronoi cells (i.e., a,b,c,…, and so on) using [16]-[18]. A 
mobile object (MO) roams/visits to the sensor networks and 
collects the sensor data. The MO’s visits (e.g., i

th
) would be 

defined by the gateway/remote server or applications specific. 
However, the aim of mobile object is to distribute the new 
secret keys (for every i

th
 visit) to the static nodes [11] and 

collect the sensed data from nodes [1]. In order to accomplish 
the task, MO needs to route through the center of the Voronoi 
cells. In addition, it can detect the misbehavior of malicious 
nodes or compromised keys using [25] and revoke them. Note 
that, for the security purposes, we consider that nodes in one 
cell cannot directly communicate with the other cells’ nodes.  

 

Fig. 1. System Model: a network is divided into N cells (e.g., a, b, c ….).  

We make few network assumptions for the proposed 
scheme, as follows: 

 MO is a trusted node and the locations of static nodes are 
known by MO. It is a resource-rich node, and can 
compute complex operations. 

 Each Voronoi cell (e.g., cell a in fig 1.) has an unique 
master key (MKey), which is shared between the mobile 
object and the members of a cell. 

 MO secret-key broadcasting locations (i.e., center of each 
cell in our scheme) and routes are pre-defined, as in [11].  



 

Fig. 2. Secret key distribution using a mobile object. 

The notations used now onwards in this paper are listed in 
Table-I. 

TABLE I.  LIST OF NOTATIONS AND DESCRIPTIONS 

Notations Description 

MOid Mobile object identity 

SN Static sensor node  

MKey Master key 

KSi New secret key for MO’s ith visit, here i = 1,2,3…n 

MAC Message authentication code  

KAi MAC disclosure key for MO’s ith visit, here i = 1,2,…n 

N True nonce 

EK[x] Encrypt message x using symmetric key K 

DK[x] Decrypt message x using symmetric key K 

MAC(K, m) Message authentication code (MAC) using symmetric 

key K on message m  

||  concatenation operation 

B. Proposed scheme 

As shown in figure 1, the mobile object should route 
through the center of each cell and broadcast the new secret 
keys to member nodes for its i

th
 visit.  To illustrate overall 

scheme, a mobile object performs as following: 

 Generates:  KSi, N, and KAi here KSi is a new secret key for 
MO’s i

th
 visit, N is a random number, and KAi is an 

authentication disclosure key. 

 Computes: EMKey[KSi|| N||KAi] and MAC [ KAi, EMKey[[KSi 
|| N||KAi]|| MOid]. 

 Generates a message, i.e., SKM = {MOid, N, EMKey [KSi || 
N||KAi|| MOid], MAC[KAi, EMKey[[KSi || N|| KAi]|| MOid]} 

Now, it broadcasts the secret key message (SKM) from its 
predefined location (i.e., through cell center) to the cell’s 
nodes, as follows: 

                             MO          SNs: SKM 

Upon receiving the message (SKM), the static sensor node 
performs the followings: 

 It decrypts the sub-message (i.e., DMKey[KSi || N || KAi || 
MOid])  using shared master key (MKey) and obtains KSi*,  
N*, KAi*, and MOid*.  

 Now SN’s verifies MOid= MOid* and N=N*, if it holds then 
MO is an authentic object and the received message is 
fresh; otherwise, it terminates the system.  

    In order to check the message authenticity and integrity of 
SKM, SN’s computes MAC using authenticator disclosure 
key (KAi*) and verifies it. If it holds then received SKM is 
an authentic message; otherwise, it aborts the whole 
system.  

Finally, upon receiving the new secret key, i.e., KSi, cell’s 
nodes have to delete their shared master key (MKey) and the 
new secret key, KSi, will be used as a master key for the next    
(i.e., i+1

th
) visit of MO’s. Figure 2 depicts the flow of proposed 

scheme. 

By doing so, a mobile object can securely achieve the 
fundamental network security goals (e.g., confidentiality, 
strong authentication, integrity, and message freshness) [12]. 

IV. SECURITY  AND PERFORMANCE ANALYSIS   

A. Security Analysis 

It is assumed that an attacker (Tom) can overhear on 
wireless messages, intercept messages, inject new messages, 
and delay or block the wireless messages. Moreover, Tom can 
physically capture the node and extract all the secrets. Under 
this attack model, the proposed scheme offers strong security 
services at minimal computation and communication cost. 

 Message Confidentiality:  Assuming that Tom eavesdrops 
on SKM (i.e., MOid, N, EMKey [KSi || N||KAi||MOid], MAC [KAi, 
EMKey[[KSi || N|| KAi]|| MOid])and tries to extract some secret 
information. However, Tom will not succeed in this operation, 
since all the secrets are confidential using master key, which is 
only shared between the legitimate entities (mobile object and 
sensor nodes). Hence the proposed scheme achieves 
confidentiality.  



Strong Authenticity and Integrity: In the proposed scheme, 
MO’s secret key message (SKM) is strongly authenticated by 
each static sensor. Assume that mobile Tom broadcasts some 
altered messages to static nodes. However, in the proposed 
scheme the authenticity and integrity of each message is 
verified using message authentication code (i.e.,   MAC* = 
MAC [KAi*, EMKey [[KSi || N|| KAi] ||MOid]), it is computed 
over the KAi, which is known to only the legal static nodes and 
the mobile object. Moreover, MAC itself ensures the message 
integrity. Hence, the proposed scheme retains strong 
authentication and integrity.    

Message Freshness:  In the proposed scheme, each new 
secret key broadcast’s (i.e., SKM) freshness is verified using 
true nonce (i.e., N = N*), hence Tom cannot succeed in 
replaying the previously broadcasted SKM to the static nodes.  

Mobile object impersonation attack: In real-time it is very 
practical that Tom tries to impersonate as a legal mobile object 
(with MOidTOM) to the static sensors. However, Tom cannot 
impersonate as a legal MO in the proposed scheme, since the 
message SKM contains original MA’s identity (MOid), which is 
encrypted with MKey. Therefore, sensors will not verify 
MOidTOM (MOidTOM  ≠  MOid) and discards the message.  

Resilience against node capturing: It is possible that Tom 
can physically capture a static node and extract the secrets from 
the node. It is widely known that if a node is compromised then 
there is no meaning for application security. However, in the 
proposed scheme each cell has a unique master key, which is 
only shared among its nodes. It is assuming that if a cell node 
is compromised with Tom then it does not affect to the rest of 
other cells nodes. Hence, the proposed scheme is resilient to 
some extent in the node capture attack.  

B. Performance Analysis 

  This subsection discusses the performance analysis of the 
proposed scheme. As shown in figure 3, we conducted 
experiments on a single-hop test-bed using TelosB nodes and 
evaluated the performance measurements including the code 
size and the running time at sensors side, only.    

 

Fig. 3. Experimental setup with TelosB sensor motes 

Implementation: As shown in figure 3, the experimental setup 
consists of five TelosB sensor nodes [20], with IEEE 802.15.4 
compliant RF transceivers.  The hardware includes 8 MHz, 16-

bit MCU with 10 Kbyte RAM and 48 Kbyte ROM.  More 
details of TelosB mote are shown in Table –II. 

TABLE II.  TELOSB SPECIFICATION 

ITEMs DESCRIPTIONs 

Processor 16-bit RISC 

Internal memory 10-Kbytes RAM 

Flash memory 48-Kbytes ROM 

Multi-channel radio 2.4-GHz(CC2420) 

Data rate 250kbps 

Interface UART 

Sensors Temperature, humidity, light, etc. 

 The proposed scheme is implemented at both the sender (i.e., 
mobile object) and the receiver sides with the respective roles 
of the mobile object and the sensor nodes. At the mobile object 
side programs are running on a local base station, which is 
serially connected to a 2.50GHz laptop. Due to the high 
demand of resource saving at a sensor node side, we have 
presented the experimental results only at the receiver’s point 
of view. Whereas at MO’s side, it is assumed that MO’s is a 
resource rich device and it can compute complex 
(mathematical and cryptographic) operations efficiently. 
Therefore, we performed our measurements at sensors side, 
only.  The encryption and decryption operations (i.e., message 
confidentiality) performed using a non-optimized software-
based advanced encryption standard (AES) algorithm at 
sensors side [22]. For the sake of security comparisons 
purpose, we evaluated the authentication and integrity 
operations with three security mechanisms, namely, chaining 
block cipher-MAC (CBCMAC), SHA-1, and hashed message 
authentication code (HMAC). The proposed scheme is 
developed using NesC on TinyOS 2.x [21]. 

As figure 3 depicts, a mobile node (sender) broadcasts a 
secret key message (SKM = {MOid, N, EMKey [KSi || N||KA 
||MOid], MAC[KA, EMKey[[KSi|| N|| KA]|| MOid] }) and the 
receivers node 1, 2, 3, 4, and 5 can receive it. 

Computation overhead: In the experiments we have taken 
the memory consumption values and execution timing values 
for message decryption and verification (i.e., authentication 
and integrity) at the receiver side.  

For the sake of comparisons we have varied all the keys 
(i.e., master key (MKey), authentication key (KA), and new secret 
key (KSi)) sizes as 64 bits, 128 bits and 256 bits.  

The memory consumptions of proposed scheme are shown 
in Table-III.  For the 64 bits key size: AES+CBCMAC requires 
2.72KB of RAM and 14.5KB of ROM; AES+SHA-1 takes 
2.73KB of RAM and 15.6KB of ROM; and AES+HMAC 
requires 2.75KB of RAM and 16.3B of ROM.  For the 128 bits 
key size: AES+CBCMAC takes 3.11KB of RAM and 14.5KB 
of ROM; AES+SHA-1 requires 3.18KB of RAM and 15.7KB 
of ROM; and AES+HMAC incurs 3.20KB of RAM and 
16.4KB of ROM. Moreover, as we can see from table-III, the 
key size of 64bits key and 128bits key do not require much 
memory as compared to the key size of 256bits.   



TABLE III.  CODE SIZE OF PROPOSED SCHEME ( MEMORY USES) IN BYTES 

Key 
Size 

(Bits) 

AES+CBCMAC 

 

AES+SHA-1 

 

AES+HMAC 

 

RAM ROM RAM ROM RAM ROM 

64 2726 14572 2736 15672 2758 16382 

128 3110 14572 3184 15736 3206 16446 

256 3878 14572 4080 15864 4102 16574 

Likewise we have taken up execution timing values for 
AES+CBCMAC, AES+SHA-1, and AES+HMAC and, as 
shown in Table-IV.  For the 64 bits key size, AES+CBCMAC 
AES+SHA1, and AES+HMAC requires 4ms (milliseconds), 
24ms, and 57ms, respectively. For the 128 bits key size, 
AES+CBCMAC needs 4ms, AES+SHA-1 require 40ms, and 
AES+HMAC requires 57ms of time to execute the decryption, 
authentication and integrity of broadcasted message. Similarly 
for the 256 bits key size, AES+CBCMAC takes 4ms, AES+ 
SHA-1 takes 75ms and AES+HMAC takes 91ms of time for 
executing the cryptographic operations.   

TABLE IV.  IMPLEMENTATION RESULTS ( TIMING VALUES) IN 

MS(MILLISECONDS) 

Key Size 

(Bits) 

AES+CBCMAC 

 

AES+SHA-1  AES+HMAC       

64 4 24 41 

128 4 40 57 

256 4 75 91 

As shown in figure 4, one of the observations is that the 
execution time of AES+CBCMAC operation remains 
unchanged for 64 bits key, 128 bits key and 256 bits key.  
However the timing values for AES+SHA-1 and AES+HMAC 
operations are increasing, while extending the key size, with an 
equal ratio.  

 

Fig. 4. Execution time for different number of key size. 

It is obvious that increase in the key sizes at mobile object 
side also lengthens the storage (memory) and execution time at 
sensor side, as shown in Table-III and Table-IV.  In addition, it 
is justifiable that our proposed scheme provides more security 

in terms of strong authentication and integrity, confidentiality, 
and message freshness at reasonable costs. 

Communication cost: In order to compare the 
communication cost, we consider that how many broadcast 
messages are required to execute the whole protocol.    As 
shown in Table V, the proposed scheme requires only one 
broadcast message (i.e., SKM) whereas Tan and Tosun’s 
scheme requires two broadcast messages (SKBM and AKDM). 

TABLE V.  COMMUNICATION COST COMPARISON WITH [11] 

Scheme Number of broadcasts 

Tan and Tosun’s scheme [11] 2 

Proposed scheme 1 

  Hence, the proposed scheme requires the least secret key 
broadcast messages (i.e., only one).   

V. CONCLUSIONS AND FUTURE DIRECTIONS  

In this paper, we have proposed a mobile object based 
secret key distribution framework for WSNs. The proposed 
scheme exploits the symmetric cryptography and broadcasts 
symmetric secret keys to the static nodes.  We have 
investigated and implemented the proposed scheme on a real-
time test-bed. The experimental results show the additional 
security overhead and its feasibility to the real-world 
applications.    

We have not done the measurements on the authentication 
delay and total network overhead. However, the authentication 
delay depends on many factors such as mobility of MA, the 
distance between mobile agent and sensor nodes,   multi-hop, 
speed of mobile agent, link quality, etc. We will focus on the 
above mentioned issues and other security threats 
countermeasure in the future version of this paper.    
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