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ABSTRACT

The Host Identity Protocol (HIP) was introduced almost a decade ago. There are three interoperating
software implementations. HIP provides mobility and multi-homing in a secure way to the Internet hosts.
Several studies evaluated the duration of HIP association establishment and mobility updates. In this
paper, we perform stress testing of available HIP implementations on a multiprocessor server. When we
started, the best result was only 12 connections per second, but after providing feedback to the
developers, the stability of HIP implementations has improved and a new version is able to accept 112
connections per second. Moreover the number should increase up to 800 on an eight-core server by
introducing more efficient multithreading support to the HIP implementations. This would make HIP
performance comparable with current commercial SSL/TLS implementations.
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1. INTRODUCTION

Currently IP addresses serve both as end host identifiers and routing locators. This approach
was suitable before the wide adoption of portable devices, but with increasing host mobility the
existing Internet architecture needs a revision. There are various ongoing efforts to split host
identifiers and locators [1]. One of the approaches, the Host Identity Protocol was introduced in
1999 [2]. Its architecture was published as a Request-for-Comment in 2005 [3]. At the time of
writing, there are three active implementations running on several operating systems. Until now,
only measurements of the duration of HIP base exchange [4] or mobility updates [5] and a study
of HIP performance on lightweight hardware [6] were made.

HIP is used for several experimental as well as production environments. We suggested using
HIP as one of the authentication methods for the DNS updates [7, 8]. There are also ideas on
using HIP for Source Address Validation and Distributed Authentication [9]. Therefore, it is
topical to investigate the possible peak performance of a server host serving multiple HIP
clients.

The rest of the paper is organized as follows. We give a short overview of the protocol and
existing implementations in Section 2, then present the results of our experiments in Section 3,
and finish with conclusions in Section 4.



2. HOST IDENTITY PROTOCOL
2.1. Identifier/locator split architecture

The idea behind HIP is decoupling the network layer from the higher layers in the protocol
stack architecture (see Figure 1). HIP defines a new global name space, the Host Identity hame
space, thereby splitting the double meaning of the IP addresses. When HIP is used, upper layers
do not any more rely on IP addresses as host names. Instead, Host Identifiers are used in the
transport protocol headers for identifying hosts and establishing connections. IP addresses at the
same time act purely as locators and are responsible for routing packets towards the destination.
A Host Identifier is a public key of the host. For compatibility with IPv6 legacy applications, a
Host Identifier is further represented by a 128-bit long cryptographic hash, the Host Identity Tag
(HIT). HIP offers several benefits including end-to-end security, resistance to CPU and memory
exhausting denial-of-service (DoS) attacks, NAT traversal, mobility and multi-homing support.
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Figure 1. HIP architecture.

2.2. Base exchange

To start communicating through HIP, two hosts must establish a HIP association. This process
is known as the HIP Base Exchange (BE)[10, 11, 12] and it consists of four messages
transferred between the initiator and the responder. After BE is successfully completed, both
hosts are confident that private keys corresponding to Host Identifiers (public keys) are indeed
possessed by their peers. Another purpose of the HIP Base Exchange is to create a pair of IPSec
Encapsulated Security Payload (ESP) Security Associations (SAs), one for each direction. All
subsequent traffic between communicating parts is protected by IPSec. A new IPSec ESP mode,
Bound End-to-end Tunnel (BEET) [13] is used in HIP. The main advantage of BEET mode is
low overhead in contrast to the regular tunnel mode. Figure 1 illustrates the overall HIP
architecture including the BE. The initiator may retrieve the HI/HIT of the responder from a
DNS directory [14] by sending a FQDN in a DNS query. Instead of resolving the FQDN to an
IP address, the DNS server replies with an HI (FQDN->HI). Transport layer creates a packet
with the HI as the destination point identifier. During the next step, HI is mapped to an IP
address by the HIP daemon on the Host Identity layer. Finally, the packet is processed by the



network layer and delivered to the responder. As a result, the conventional 5-tuple socket
becomes (protocol, source HI, source port, destination HI, destination port).

2.3. HIP implementations

HIP for Linux. HIPL [15] utilizes the BEET IPsec mode in official Linux kernel starting from
the version 2.6.27. The HIP daemon can be executed right away on most modern Linux
distributions. We tested release 1.0.4 that runs as a non-threaded single process.

OpenHIP supports two modes. It can run entirely in the user-space (on Linux, Windows XP
and Mac OS X). This mode received most development attention and has more features [16].
The alternative mode on Linux is to patch the kernel and have data plane encryption in kernel-
space. We studied the user-space mode by creating a virtual interface to pick packets to HITSs,
process packets and forward further. There was OpenHIP-0.6_RC1 version available at the
moment of writing, it starts multiple threads.

HIP for inter.net This implementation provides the HIP daemon and system libraries for
FreeBSD [17]. The encryption and decryption of the user data is done using BEET mode of
IPsec in the kernel. Despite of FreeBSD 7.0 release in February 2008, one year later only
FreeBSD 5 and 6 were supported. Therefore we downloaded 2008.08.17 snapshot of HIP for
inter.net and installed it on FreeBSD 6.3-RELEASE-p2. The user is instructed to compile and
install a custom kernel as well as a custom system library (libc) enhanced with HIP functions to
use it.

PyHIP Although this implementation is mentioned on the IETF HIP working group page [18],
its last release is from year 2003 and we did not use it for the experiments.

3. EXPERIMENTAL RESULTS

3.1. Experiment setup

It is nearly impossible to start multiple HIP sessions from the same host; therefore we used a
kernel-based virtual machine [19] to run multiple independent clients on a few physical
machines. Our virtualized clients had identical file-systems generated using logical volume
manager [20] snapshots from one image. However the hosts get different IP addresses from the
DHCP server and generate their own Host Identities on the first boot. All hosts were in the same
local network with a typical packet round trip time of 1-2 milliseconds.

The clients ran a simple cycle: trigger a HIP base exchange, wait for one second, close the HIP
association, and wait for one more second. One such iteration takes a little over 2 seconds.
There were no transmissions on the data plane.

Additional clients could be started on PlanetLab [21], a distributed platform for research and
development of global network services. It allows creating Linux virtual hosts (slivers) on more
than 800 physical machines at over 200 sites. Users can install and run their own software with
root privileges, but there are some security restrictions, for example the safe version of raw
sockets supports only ICMP, TCP and UDP protocols, not HIP own protocol 139.

3.2. HIP for Linux

We used an HP ProLiant DL360 G4 server with two dual-core Intel Xeon 3GHz processors
running Linux i686 kernel 2.6.27.5 as a test server. In the first experiment, we started 14 clients
initiating about 6 connections per second to the server. Such activity caused approximately 50%
utilization of one processor in the server (Figure 2). The number of connections and processor



utilization were averaged over 10-second periods. As an example, 6 connections per second at
the 40" ten-second period means that 60 connections were established from second 400 to
second 409 of the experiment. The utilization is shown as the sum for all the processors and
could reach 400% on such a system.
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Figure 2. Number of base exchanges per second (top) and processor load (bottom) using HIPL
implementation and 1686 architecture at the server.

In the second experiment, we wanted to study the peak capacity. We increased the number of
clients until the number of incoming connections stopped growing as the HIP daemon utilized
one of the processors at 100%. The rate of incoming HIP connections and the corresponding
total processor load are shown in Figure 3. The processor utilization is more than 100% due to
Symmetric Multiprocessing (SMP) environment.

Since crypto-functions are executed much faster on x86_64 architecture, we performed the third
experiment. We used an HP ProLiant DL380 G5 server with two dual-core Intel Xeon 5130
2GHz processors running Linux x86_64 kernel 2.6.27.19 as a test server. The rate of incoming
HIP connections and the corresponding processor load are shown in Figure 4. In this case, we
did not have a sufficient number of virtual machines to reach 100% CPU utilization, but with
18.05% summary load at 4.7 base exchanges per second we can estimate the peak capacity to be
about 25-30 HIP connections per second.

We also tried to start clients on PlanetLab to reach the peak capacity, but only UDP
encapsulation was available due to the security restrictions of PlanetLab. Unfortunately the
implementation did not show good results in handling its UDP sockets, many packets were lost,
and the new connection rate did not exceed five-six base exchanges per second in this test. We
reported the issue to the developers.
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Figure 3. Number of base exchanges per second (top) and processor load (bottom) using HIPL
implementation and i686 architecture at the server.
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Figure 4. Number of base exchanges per second (top) and processor load (bottom) using HIPL
implementation and x86_64 architecture at the server.



3.3. OpenHIP

We used Intel Pentium 1V 3GHz desktop running Linux i686 kernel 2.6.24-23 as the server in
the first experiment. The clients ran on PlanetLab slivers after a few changes to the
configuration (UDP encapsulation) and minor alterations to the source code (to avoid using
netlink sockets). Figure 5 shows the average number of HIP base exchanges per second and the
corresponding processor utilization as the number of clients is increasing. The implementation
served 33 base exchanges per second using the basic hardware.

An HP ProLiant DL360 G5 server with two quad-core Intel Xeon E5440 2.83 GHz processors
running Linux x86_64 kernel 2.6.27.12 was the 64-bit architecture test server in the second
experiment. The rate of incoming HIP connections and the corresponding processor load are
shown in Figure 6. The implementation served 112 base exchanges per second when one of the
CPU cores was utilized at 100% and other processors were almost idle.

3.4. HIP for inter.net

Unfortunately we could not start the experiments with this implementation at the moment of
writing. After 10-30 iterations the HIP daemon at the server fails due to an internal error and
thus we were not able to collect any performance data. We reported results to the developers.

3. CONCLUSIONS

The Host Identity Protocol is suggested as one of the methods to authenticate hosts for DNS
Updates [7, 8], for use in mobile networks[22], and for validation of source IP
addresses [9, 23]. Unfortunately, the existing implementations did not allow providing services
to any significant number of clients using HIP when we started writing the paper. By providing
feedback to developers, we were able to improve the performance and stability of
implementations, when memory leaks in HIPL and dynamic allocation failures in OpenHIP
were fixed. However both implementations still do not benefit from multiple processors and
multiple cores common in the modern hardware. We suggest starting multiple worker threads to
improve the situation.

After profiling the HIPL implementation, we noticed that the RSA_sign function takes much
longer time than it should. It requires providing intermediate values for efficient calculations,
but those were not stored after generating the keys. We suggested a patch to developers and
hope the next HIPL version to serve about twice more connections per second. Another reason
for the performance difference is the approaches to handling the data packets. HIPL has to
update Linux kernel tables after every base exchange, while OpenHIP keeps the associations
only in the process internal data structures.

With a multi-threaded implementation using all the processors, we believe at least 800 HIP
connections per second should be served by an eight-core server running x86_64 Linux kernel.
It would be comparable to other similar technologies such as TLS [24] with 517 connections per
second on dual Pentium I11 at 933Mhz using 1024bit RSA keys [25].
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Figure 5. Number of base exchanges per second (top) and processor load (bottom) using
OpenHIP implementation and i686 architecture at the server.
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Figure 6. Number of base exchanges per second (top) and processor load (bottom) using
OpenHIP implementation and x86_64 architecture at the server.
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