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How can we measure the Internet?

• Active measurements

• Probes: Traceroute, ping, packet trains

• Application simulation

• Passive measurement

• Logs (WWW)

• Monitors, sniffers

• What is measured?

• Everything … 

“you can't manage what you can't measure” 

– quote claimed by many/several

• Where to measure? …



• Internet: “network of networks”

• Interconnected ISPs

The Internet: a “nuts and bolts” view
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▪ protocols are everywhere
• control sending, receiving of 

messages
• e.g., HTTP (Web), streaming video, 

Skype, TCP, IP, WiFi, 4G, Ethernet
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▪ Internet  standards
• RFC: Request for Comments

• IETF: Internet Engineering Task 
Force
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Internet structure: a “network of networks”

• hosts connect to Internet via 
access Internet Service Providers 
(ISPs)

• access ISPs in turn must be 
interconnected

• so that any two hosts (anywhere!) 
can send packets to each other

• resulting network of networks is 
very complex

• evolution driven by economics,
national policies
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Internet structure: a “network of networks”
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Internet structure: a “network of networks”
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… and content provider networks  (e.g., Google, Microsoft,  Akamai) may 
run their own network, to bring services, content close to end users
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Internet structure: a “network of networks”
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At “center”: small # of well-connected large networks

▪ “tier-1” commercial ISPs (e.g., Level 3, Sprint, AT&T, NTT), national & international coverage

▪ content provider networks (e.g., Google, Facebook): private network that connects its 
data centers to Internet, often bypassing tier-1, regional ISPs
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When should we measure the Internet?

• Diurnal and weekly traffic cycles

• Time scales depend on “what”, “how”, and “why”?

• Passive measurement are typically continuous

• Can generate huge datasets

• Log access problems

• Privacy concerns

• Active measurements are typically discrete

• Important characteristics can be missed

• Probes can be filtered and/or detected



Publishing Internet Measurement Studies

• All major networking + security conferences & journals accept 
measurement papers

• ACM SIGCOMM, IEEE INFOCOM, ACM SIGMETRICS

• ACM CCS, NDSS, IEEE S&P, Usenix Security

• IEEE/ACM ToN, IEEE TPDS 

• Dedicated meetings

• ACM Internet Measurement Conf. (IMC)

• Passive & Active Measurements Conf. (PAM)

• (TMA)



Why this paper?

What you liked most?

Main contributions?

Category and Context; e.g.,

• Type of measurements?

• Type of data?

• Type of analysis?

• Type of contribution?

Correctness and Clarity

• If not, why not? 

Carl Magnus



▪ subscriber requests content, service provider returns manifest

Content distribution networks (CDNs)

▪ CDN: stores copies of content (e.g. MADMEN) at CDN nodes 

where’s Madmen?

manifest file

• using manifest, client retrieves content at highest supportable rate

• may choose different rate or copy if network path congested

Application Layer: 2-11
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Philip

Why this paper?

What you liked most?

Main contributions?

Category and Context; e.g.,

• Type of measurements?

• Type of data?

• Type of analysis?

• Type of contribution?

Correctness and Clarity

• If not, why not? 



Man in the middle attack using rogue cert

Attacker proxies data between user and bank.   

Sees all traffic and can modify data at will.

bankattackerClientHello ClientHello

BankCertBadEntityCert

ServerCert (Bank)ServerCert (rogue)

GET https://bank.com

SSL key exchange SSL key exchange

k1 k1 k2 k2

HTTP data enc with k1 HTTP data enc with k2

(cert for Bank by a valid CA)
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Jacob W.

Why this paper?

What you liked most?

Main contributions?

Category and Context; e.g.,

• Type of measurements?

• Type of data?

• Type of analysis?

• Type of contribution?

Correctness and Clarity

• If not, why not? 

Recent survey overview of TLS interceptions: https://arxiv.org/pdf/2010.16388.pdf



Building block:   symmetric cipher

E, D:  cipher       k:  shared secret key (e.g., 128 bits)

m, c:  plaintext,  ciphertext            n:  nonce (non-repeating)

Alice

E
m, n E(k,m,n)=c

Bob

D
c, n D(k,c,n)=m

k k

nonce



TLS overview:  (1) DH key exchange

Anonymous key exchange secure against eavesdropping:

The Diffie-Hellman protocol in a group G = {1, g, g2, g3, …, gq-1}

Browser Alice Server Bob

a ⟵ {1,…,q} b ⟵ {1,…,q}

B = gb ∈ G

PreMasterSecret = gab =   (gb)a = Ba =     (ga)b = Ab

A = ga ∈ G

PMS = Ba PMS = Ab

Used to establish a shared secret

Group G is publicly known  
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Tommy

Why this paper?

What you liked most?

Main contributions?

Category and Context; e.g.,

• Type of measurements?

• Type of data?

• Type of analysis?

• Type of contribution?

Correctness and Clarity

• If not, why not? 



DNSSEC            vs           DNS over HTTPS

Focus on integrity (via trust and authentication) Focus on confidentiality



Adam

Why this paper?

What you liked most?

Main contributions?

Category and Context; e.g.,

• Type of measurements?

• Type of data?

• Type of analysis?

• Type of contribution?

Correctness and Clarity

• If not, why not? 



DoS attacks

Amplification                                                                                          Control lots of machines



Joakim

Why this paper?

What you liked most?

Main contributions?

Category and Context; e.g.,

• Type of measurements?

• Type of data?

• Type of analysis?

• Type of contribution?

Correctness and Clarity

• If not, why not? 



Jakob

Why this paper?

What you liked most?

Main contributions?

Category and Context; e.g.,

• Type of measurements?

• Type of data?

• Type of analysis?

• Type of contribution?

Correctness and Clarity

• If not, why not? 







Oceane

Why this paper?

What you liked most?

Main contributions?

Category and Context; e.g.,

• Type of measurements?

• Type of data?

• Type of analysis?

• Type of contribution?

Correctness and Clarity

• If not, why not? 



Internet structure: a “network of networks”
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At “center”: small # of well-connected large networks

▪ “tier-1” commercial ISPs (e.g., Level 3, Sprint, AT&T, NTT), national & international coverage

▪ content provider networks (e.g., Google, Facebook): private network that connects its 
data centers to Internet, often bypassing tier-1, regional ISPs
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David J

Why this paper?

What you liked most?

Main contributions?

Category and Context; e.g.,

• Type of measurements?

• Type of data?

• Type of analysis?

• Type of contribution?

Correctness and Clarity

• If not, why not? 



Elmedin

Why this paper?

What you liked most?

Main contributions?

Category and Context; e.g.,

• Type of measurements?

• Type of data?

• Type of analysis?

• Type of contribution?

Correctness and Clarity

• If not, why not? 



Rami

Why this paper?

What you liked most?

Main contributions?

Category and Context; e.g.,

• Type of measurements?

• Type of data?

• Type of analysis?

• Type of contribution?

Correctness and Clarity

• If not, why not? 



Competing satellite networks … 



Matteus

Why this paper?

What you liked most?

Main contributions?

Category and Context; e.g.,

• Type of measurements?

• Type of data?

• Type of analysis?

• Type of contribution?

Correctness and Clarity

• If not, why not? 



▪ subscriber requests content, service provider returns manifest

Content distribution networks (CDNs)

▪ CDN: stores copies of content (e.g. MADMEN) at CDN nodes 

where’s Madmen?

manifest file

• using manifest, client retrieves content at highest supportable rate

• may choose different rate or copy if network path congested

Application Layer: 2-32
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Robert

Why this paper?

What you liked most?

Main contributions?

Category and Context; e.g.,

• Type of measurements?

• Type of data?

• Type of analysis?

• Type of contribution?

Correctness and Clarity

• If not, why not? 



Alexander

Why this paper?

What you liked most?

Main contributions?

Category and Context; e.g.,

• Type of measurements?

• Type of data?

• Type of analysis?

• Type of contribution?

Correctness and Clarity

• If not, why not? 



Janos

Why this paper?

What you liked most?

Main contributions?

Category and Context; e.g.,

• Type of measurements?

• Type of data?

• Type of analysis?

• Type of contribution?

Correctness and Clarity

• If not, why not? 



Lukas

Why this paper?

What you liked most?

Main contributions?

Category and Context; e.g.,

• Type of measurements?

• Type of data?

• Type of analysis?

• Type of contribution?

Correctness and Clarity

• If not, why not? 



Extra slide …


