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Who we are

Pontus Sandberg

» R&D Manager in Security @ Development
Unit Networks

» Started my career at Ericsson Research,
followed by 4G development,
Operations to 5G Resilience, Capacity and
Security

* Global experience both from R&D and
Customer interaction

 M.Sc from LiU

Mats Gustafsson

Security and Privacy Advisor @ Development
Unit Networks

Worked with product security for 3G, 4G, and
5G base stations as well as with Ericsson’s
Network Management system

Current focus is security assurance
frameworks for products as well as
operations and internal environments

M.Sc. and Ph. Lic. from LiU
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Who are we

Joakim Aronius Magnus Oberg

Working with product security for 4G and 5G Ericsson Standardization Delegate in O-
base stations RAN Security Focus Group

Has worked with IPSec, IPv6, CMPv2 (certificate Security Champion @ Development Unit
management) etc Networks

Has previously worked at Saab with information Worked with product security for 3G, 4G,
security and security in JAS 39 Gripen. and 5G base stations.

M.Sc. from LiU, Computer Science and Current focus is security
Engineering assurance frameworks for products and
security standardization

M.Sc. and Ph. Lic. from LiU
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Agenda March 8th

Ericsson 5G Security introduction

Baseband

. . Standardization
auto Integration




5G brings new security challenges

N

Ever evolving
security threats

Critical infrastructure
concerns

Ov

Increasing regulatory
requirements (e.g., GDPR)

\\

&b

DevSecOps
accelerating cycles
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Billions of new
devices

>

Distributed Cloud -
specific challenges



Basebana
auto Integration




Network sites
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Network rollout...

* Preparations
— Radio Network planning
— Node Provisioning

 Install new node
— Physical installation
— Integration into network

Important considerations

» No node pre-configuration
« Timeonsite

« Complexity/Required skills
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Auto Integration Use Cases

Network Desig

Node in service: Steady
green LED light

Power on RBS
Node

 Node Int

ode Integration

Field Engineer

Network Provisioning

Node Provisioning

Node Commissioning

NodeUC.657
# Trusted and Untrusted network
* Configure Network Servers (DHCP, DNS and SecGW)

NodeUC.658:
* Create Node Configuration data (Common or Individual)

NodeUC.659

* Perform Node by node or Batch node Integration
* Create Node individual configuration data

NodeUC.640, NodeUC.641, NodeUC.642
* Download SW and configuration files

* Perform Initial SW Installation

« Perform Node Self Configuration

» Perform RAN Integration (MIB synch, activate TN and Radio planned areas and licenses)

Figure 3.4.1: Autolntegration - Use Case Diagram
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Network provisioning

Integration alternatives:

- zero-touch

- LMT (laptop)

-- On-site config or
automatic

Transport network alternatives:
-VLANs

- IPv4/1Pvé

- With or without IPsec

- Operator owned or leased

(<T))

Base-
band

‘Site basic’
config. file

Operator pre-conflgures
-Vendor Root Certificates
-Operator Root Certlficates

l

ISP DHCP\

Router

Return Data I
-QOuter IP Address
-Subnet Mask

-Default Gateway

-DNS

-Enroliment data (OC)

DHCP

DNS

(]

Security
Gateway

Cert enrollment

configuration

| Node configuration |

y

O

AIWS
server

Return Data

O

PKI
server

< -AIWS Address

pns | Operation and
Mgmnt Maintenance
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Radio Access Network

Return Data

-SecGW IP Address

Core Network
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)

. . . m Network Design Engineer —
Baseband node integration s . Z
/v: ’SG_Mainstre‘et/Z'//\‘— Node Provisioning
Mapping between
node ID and El @ M El
configuration AIWS PKI DNS Operotion and
SErver| [ server | |Mgmnt Maintenance

Download initial c:onflg <— Connect to Mgmnt syst, node sync

___________________

HW serial number:
123456789

Enroll certificat:Es

Setup IPsec tunnel

N P v B 1

/ MME
Site Technician Base- 0 )Security

band Router Gateway
=
=
O O ‘. S-GW
DNS |
DHCP E
VLAN Scan, : c » o
Request IP address onnect to core network nodes

Radio Access Network Core Network
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Download Configuration files,
HTTPS over IPsec

Authenticate to HTTPS server
using Vendor Credentials

\\

HTTPS \ HTTPS

IP - IP
IPSEC IPSEC 1 Ethernet
IP P P f IP IP
Ethernet - ‘\ Ethernet Ethernet Ethernet Ethernet Server
Baseband Router Security Gateway
Resolve IP address in DNS

Discover active VLANs - - and connect to server
Discover Security Gateway

and connect (Optional)

Request IP Configuration,
IPv4/DHCP
IPv6/DHCP/SLAAC
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Standardization

Base Station RA/CA
|

‘ 1. Discover RA/CA address ‘

‘ 2. Generate private/public key pair ‘

» Standardization needed as otherwise the T oew '() |

vendors will create proprietary solutions...

4. Initialization Request (ir)—————#

‘ 5. Authenticate Initialization Request (ir) ‘

‘ 6. Generate base station certificate ‘

* Transport protocols, IPv4, IPv6, IPsec etc | |() |
standardized by IETF.

[-«——— 8. Initialization Response (ip)j————

‘ 9. Authenticate Initialization Response (ip)

‘ 10. Sign Certificate confirm (certconf)

» 3GPP specifies profiles which parts of a standard

that must be supported, e.g. IPsec/IKEvZ2, TLS, [ 2 Attt e carcon
CMPV2 etc. I

‘ 13. Sign Confirmation (pkiconf) ‘

11. Certificate confirm (certconfy—————m{

[-¢———14. Confirmation (pkiconf)j———

15. Authenticate Confirmation (pkiconf)

CMPv2 certificate enrollment sequence
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Standardization




Why standards?

» Standards — “widely agreed ways of doing things*.
— Formal standards — developed by Standards Development Organizations (SDOs)

» Consensus built — generally agreed after negotiation among all involved stakeholders.

« Fair development process — regulated so all involved parties are able to express their views.

— De-facto standards — “standard in actuality”, something widely adopted
« Standardization — the work on defining a standard, ie agree on how something should be done.

— Consensus built — generally agreed after negotiation among all involved stakeholders.
— Fair development process — regulated so all involved parties are able to express their views.
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Standardization bodies

G

A GLOBAL INITIATIVE

i ansNgll International
Iso Organization for
N\ Zl Standardization

NST

National Institute of
Standards and Technology
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Security Standardization

» Functional — requirements on product functionality, eg
— Data in transit shall be confidentiality protected
— Data at rest shall be integrity protected
» Assurance — requirements on development processes, eg
— Source code shall be version controlled
— The product shall have a Software Bill of Materials
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3GPP TSG SAWG3 (SA3) - Security

Main objectives
« Defining security requirements

» Specifying the architectures and protocols for security and privacy in 3GPP systems.

Some publications

« TS 33.117 - Catalogue of general security assurance requirements

» TS 33.210 - Network Domain Security (NDS); IP network layer security

» TS 33.216 - Security Assurance Specification (SCAS) for the evolved Node B (eNB) network product class
» TS 33.310 - Network Domain Security (NDS); Authentication Framework (AF)

« TS 33.401 - 3GPP System Architecture Evolution (SAE); Security architecture

« TS 33.501 - Security architecture and procedures for 5G system

« TS 33.511 - Security Assurance Specification (SCAS) for the next generation Node B (gNodeB) network product class
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Telecom Networks

Operation and Management Interface

Management E%:l Core network of
< F> | ol ¥ other operator

Ji

Interconnect

O

=X

network

User equipment

5G Air Interface
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Access network ‘
Public networks

Transport network

Control signalling
— ) SET pOV'OOd
Management traffic

NG Interface
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Protocol stacks — 5G Air interface

* User Plane « Control Plane
— Service Data Adaptation Protocol (SDAP) — Non-Access-Stratum (NAS)
— Packet Data Convergence Protocol (PDCP) — Radio Resource Control (RRC)
— Radio Link Control (RLC) — Packet Data Convergence Protocol (PDCP)
— Medium Access Control (MAC) — Radio Link Control (RLC)
— Physical Layer (PHY) — Medium Access Control (MAC)
— Physical Layer (PHY)
- oNB UE oNB AVE
T | sowe | NAS NAS
[ Poce | POCP - RRC | RRC |
RIC s RLC t>roce | [ _Poce |
[ wac | | wac | [ Re ] | RC |
PHY PHY [ wac ] | wac |
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Protocol stacks — NG interface

» User Plane

GPRS Tunneling Protocol for User Plane (GTP-U)
User Datagram Protocol (UDP)
Internet Protocol (IP)

Data Link Layer

Physical Layer

User Plane PDUs -

'} _-

-
P
-
-

v 4
GTP-U

UDP

P

Data Link Layer

Physical Layer
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Control Plane

NG Application Protocol (NG-AP)

Stream Control Transmission Protocol (SCTP)
Internet Protocol (IP)

Data Link Layer

Physical Layer

Data Link Layer

Physical Layer
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Security Protocols for Operation and
Management

* TLS
* SSH

« SFTP ,
File transfer
« FTPES

e« HTTPS } Emergency access

* LDAPS } Authentication and Authorization

« CMPV2 } Certificate Management

« NTP } Time of Day — required to check that certificates are valid!

« SNMP } SNMP Traps - used to send alerts to the management system

} Configuration and Troubleshooting
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Physical Layer
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RAN Virtualization

* Open RAN is the industry’s generic * VRAN refers to the virtualization of * O-RAN refers to the Open RAN
term for an open radio access network RAN functions, particularly the higher standardized by the O-RAN Alliance.
architecture. An Open RAN has open layer and lower layer function of the The O-RAN Alliance has four main
interoperable interfaces, RAN baseband unit. objectives: Open Interfaces,
virtualization, and support for big 3GPP Release 15 CU-DU split Virtualization, Intelligence, and
data and AlI-enabled RAN. Providers architecture facilitated this journey to Interoperability.
deploying an Open RAN can choose begin by separating the centralized
between a 3GPP or O-RAN and distributed functions of RAN.

architecture.

Source: https://www.ericsson.com/en/security/security-considerations-of-open-ran
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3GPP Legacy vs 3GPP Split architecture

[ Manaied EIemen’j [ Manaied EIemen’j

[ Manaied Element vCU-CP
vCU-UP

\\

fManaged Elemem
RBS &

Proprietary

Radio

\_ J
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3GPP and O-RAN architectures

W\

3GPP O-RAN

3GPP-based Architecture O-RAN Architecture
(Rel 15 CU-DU Split)

to O-Cloud

ozT

Lower Layer Split (LLS) 7-2x

Service Management and Orchestration (e.g. ONAP)
Non-RT RIC

M-Plane

Management and Orchestration (e.g. ENM) (Optional for SMO)

Near-RT RIC

E2

E2

O-CU-CP 0-CU-uUpP

F1-C F1-U

Open Fronthaul

Selllfe-M =il lall  O-RAN introduces additional interfaces, functional splits and disaggregation
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O-RAN Alliance

)

%AT&T < PEED | | d5como & :P - Sl??h . SoftBank stc Jelefonica {

E ,ﬂairtel MI € Faen — TELUS
The O-RAN Alliance has since 2018 worked to define

|
standards for an open and intelligent RAN.

e%e
+ ne Rakuten : =
kt @Lcu YRy fashosk | | Singtel « 31 Operator members

* + 200 Contributors (Vendors and Academic)

:l: \101)] l(‘ ¥ US Cellular V&I’lZOﬂJ

al
=
=

}

((o

Ref: https://www.o-ran.org/
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Cloud Attack Vectors

Ericsson view of cloud security 2

External attacker through a
malicious Container escalates
privilege to gain administrator
rights to access the O-RAN
system and network data
processed in workloads

New trust relations require additional
security considerations:

SW decoupled from dedicated HW

Another organization may
share the same HW

External attack or
intrusion targets
Container

3-party organization may be
managing the infrastructure

Open source components may
have vulnerabilities

Compromised
Container accesses | ——
OS and

infrastructure

External attacker L
exploits known 1
vulnerabilities in
services, and
hardware
infrastructure

T
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=a Container

Container attacks
storage or data-at-
rest

Cross-Container
attack/intrusion over the
same hardware platform

Storage :
Container attacks

another hardware
platform

— //////

-

Docker
vulnerabilities
exploited for
~_—| broader attacks

Container

Docker Engine

Host OS

Infrastructure

Cross-Container
attack/intrusion through
the common Host OS
or common hardware
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Key takeaways

&+ 5G networks are critical infrastructure — Security is a must!

= Network rollout requires planning - with good preparations zero touch integration
=== can be performed securely!

Standardization enables interoperability - many standardization organizations
@  work with security!

Virtualization brings new security considerations - new attack vectors must

=
- be evaluated!
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