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3 The right technology/standard for the
problem/environment??



Wireless networks: edge and core networks

WiFi:

Internet
WLANT =~ Insfifuﬁonal@
a wired network




Data rate (Mbps)

Characteristics of selected wireless link
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Characteristics of selected wireless links

14 Gbps 802.11ax
10 Gbps 56
3.5 Gbps 822‘;1:‘5 802 11 af ah
600 Mbps o 46 LTE, 56 eMBB
R4 Mhne [802111q LEOS
11 Mbps | 802:11b
2 Mbps Bluetooth
Indoor Outdoor Midrange Longrange Space
outdoor outdoor (100's
10-30m 50-200m

200m-4Km 4Km-15km ©f Km)



Differences in bandwidths
primarily from ...

3 Physical layer
o Spectrum allocation (wave length)
O Frequency: channel width; time multiplexing
O Signal-to-Noise; BER; Error correction; etc.

3 MAC layer (sub-layer in data link layer)

O Multiple access techniques
O E.g.,, FDMA, TDMA, CDMA, SDMA, OFDMA,...



Frequency band spectrum

O spectrum allocated by global and national agencies

(Less sensitive to obstacles) (More sensi‘rive.’ro obstacles)
Low frequency High frequency
\
ELF (30-300Hz) Telephone; Visible light
AM broadcast (400-900THz)
Cell phone;
Satellite

Microwave links



Wireless radio spectrum:

= radio spectrum: national asset, owned by the nation
= national government determine how spectrum is used “locally”
= different spectrum use types:

licensed: shared: unlicensed:

= dedicated use, typically by = spectrum dynamically = open (free) for anyone
one “owner” (e.g., cellular shared among users to use, conforming to
carrier such as AT&T, = “incumbent” may get rules (e.g., power
Verizon) preferential access, transmission levels)

= of ten allocated by others "back of f" » 2.4GHz and 5 Ghz WiFi
spectrum auction = 3.56Hz "Private 56"

(aka CBRS)



most recently added
more than 250 configurable/selectable WiFi
channels of different transmission rates

More than 150(configurable/selectable WiFi 302.11

i issi /h/n/ac/
channels) of different transmission rates /n/oc/of

Divided into 11-14 channels, depending on
country

= other 802.11 WiFi spectrum bands, but not in widespread use



* No single, well-accepted ranges
for “low”, *mid" and “high"

DG spectrum: three spectrum bands™

26 GHz, 40 6Hz, 50 6Hz, 66 GHz bands popular 56
short distances (< mile), high speeds (<3 Gbps)
line of sight fransmission: poor penetration of trees, buildings, ...

balance distances (~5 miles ?) and 34-66Hz| | 26 A 46

transmission rates (100-900 Mbps)
1.8, 3.3 6Hz to 3.8 GHz, 6 GHz bands popular

1-2 6 GHz| 56 4636 | 26

covers longer distances (10's of miles), but
at lower speeds (50-250 Mbps)




Antennas MIMO: Multiple input
multiple outpu
antenna

Antennas both transmit and receive radio waves

single antenna: old school
multiple antenna: common now in wireless networks

= Gigabit LTE with 4x4
MIMO

= Wi-Fi 6 (802.11ax)
with 2x2 MIMO

MIMO External
Antennas
WAVEFORM

i
j




Multi-antenna (*slide from Ericsson)

Multi-Antenna Transmission Techniques

Diversity for improved Beam-forming for improved coverage
system peformance (lesscells to cover a given area)
SDMA for impro ved capacity Multi-layer transmisson ("MIMO")
(more users per cell) for higher data ratesin a given bandwidth

The multi-antenna technique to use depends on what to achieve

Encmm Corfd entad = M 0s 2 ERICSSON
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802.11 LAN architecture

7 Wireless host communicates

Internet with base station
O base station = access
a2 point (AP)
o
o C@? / hub, switch O Basic Service Set (BSS) (aka
g AP or router "cell) in infras’rr'uc‘rur'e
, mode contains:
BSS 1 (@\T O wireless hosts
‘% AP CR O access point (AP)
&M &M

o ad hoc mode: hosts only

BSS 2
15



802.11: Cells, channels, association

A 802.11b has 11 channels

A Channels 1, 6, and 11 are

hon-overlapping
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802.11: Cells, channels, association

O
O

O Each AP coverage area is
called a "cell”

7 Wireless nodes can roam
between cells

Channel
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802.11: Cells, channels, association

802.11b has 11 channels

Channels 1, 6, and 11 are
non-overlapping

O Each AP coverage area is
called a “cell”

3 Wireless nodes can roam
between cells

a 4

Channel
1 2345 67 8 910111213 14

3 AP admin chooses frequency
for AP

7 interference possible: channel "—22—,\,@* .
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can be same as that chosen by NPT
neighboring AP! T TS EeS
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802.11: Cells, channels, association

802.11b has 11 channels

Channels 1, 6, and 11 are
non-overlapping

O Each AP coverage area is
called a "cell”

3 Wireless nodes can roam
between cells

a 4

Channel
1 2345 67 8 910111213 14

3 AP admin chooses frequency
for AP

O interference possible: channel
can be same as that chosen by
heighboring AP! <
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802.11: Cells, channels, association

a u

Channel
1 2345 67 8 910111213 14

3 AP admin chooses frequency
for AP

O interference possible: channel *—wnz" Wi,
can be same as that chosen by — ——
neighboring AP! T TIILLIIN < 7

Channel Centre Frequency (GHz)



802.11: Cells, channels, association

3 AP admin chooses frequency
for AP

O interference possible: channel
can be same as that chosen by
neighboring AP!

21



802.11: Cells, channels, association

11

11 6

0 Graph abstraction and coloring ...

T A non-interfering solution exists if there exists a 3-
coloring of the neighbor graph

3 Of course. similar problems occurs in other wireless
networks (and their applications) ...

22



802.11: Channels, association

7 host: must associate with an AP

O scans channels, listening for beacon frames
containing AP's name (SSID) and MAC address

O selects AP to associate with
O may perform authentication
O typically run DHCP to get IP address in AP's subnet

23



802.11: passive/active scanning

BSS 1 BSS 2
& &

API‘ ‘Apz
%B‘/@)
by-<
H1

Passive Scanning:

(1) Beacon frames sent from APs

(2) Association Request frame sent:
H1 to selected AP

(3) Association Response frame sent:

selected AP to H1

BSS 1 BSS 2
(@ @2
AP 1 k<« (1) > & AP 2
A
Ly
H1

Active Scanning:

(1) Probe Request frame broadcast
from H1

(2)Probes response frame sent
from APs

(3) Association Request frame
sent: H1 to selected AP

(4) Association Response frame
sent: selected AP to H1

24



802.11 frame: addressing

2 2 6 6

{L

Address 1: MAC address
of wireless host or AP
to receive this frame

Address 2: MAC address
of wireless host or AP
transmitting this frame

6 2 6 0-2312 4

\Address 4: used only
in ad hoc mode

Address 3: MAC address
of router interface to
which AP is attached

25



802.11 frame: addressing

55 ]
55
dest. address source address

802.3 frame
55 55
[55 55]

address 1 address 2 address 3

802.11 frame
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802.11 frame: addressing

55
[55

&

&

&

g &7

H1

N-i

AAP

Internet
R1 router
—
.
55 55
[ R1 MAC addr | H1 MAC addr ]
S 55

dest. address

AP MAC addr

H1 MAC addr

%
R1 MAC addr ]
%

address 1

address 2

address 3

802.11 frame

source address

802.3 frame
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802.11: advanced capabilities

Rate Adaptation

3 base station, mobile
dynamically change
transmission rate

(physical layer modulation

technique) as mobile
moves, SNR varies

..... QAM256 (8 Mbps)
— = QAM16 (4 Mbps)
= BPSK (1 Mbps)

. operating point

BER

101 —
) \ K
10 2\\ .
103 \ .
\ )
10 \ ]
T
109 \ 1 4
107 \ ! ?
10 20 30 40
SNR(dB)

1. SNR decreases, BER increase
as node moves away from base
station

2. When BER becomes too high,
switch to lower transmission
rate but with lower BER
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802.11: advanced capabilities

Power Management

3 node-to-AP: "I am going to sleep until next beacon frame"
O AP knows not to tfransmit frames to this node
o node wakes up before next beacon frame

A beacon frame: contains list of mobiles with AP-to-mobile
frames waiting to be sent

o Every 100ms (250us wakeup time)

onode will stay awake if AP-to-mobile frames to be sent;
otherwise sleep again until next beacon frame

o Explicit pull request

Note: Nodes with nothing to send/receive can save 99% of energy

29
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Bluetooth (BT) overview

example of wireless ad hoc network: devices have no
“infrastructure” (e.g., access point, base station) to connect to

O BT devices must find other BT devices, organize themselves
into a network from scratchl
QO

ORNORNORNG®

An entirely new architecture and protocol stack (different from Internet) is
needed!



Bluetooth: overview

= Bluetooth network: piconet S0

= coverage: generally <10 m diameter P

= no more than 8 devices per piconet ) 4& o
 device initially forming network: central role - coverage
* up to 7 more devices: peripheral role

= communication only between central and ( P ©

peripheral node

* no direct peripheral-to-peripheral communication @® device with central role

= BT device has unique 48-bit address © device with peripheral role
= Operate in unlicensed ISM band: 2.4 GHz



Bluetooth basics: wireless channel

‘A
!

diameter of .
@ coverage
= BT channel: TDM, 625 usec slot length |
= channel access via polling: central device [P ©

advertises, grants channel access to
peripherals in its BT network

= uses frequency hopping (form of “spread
spectrum”) transmissions

A

G device with central role

G device with peripheral role



Bluetooth channel: frequency hopping

= senders in BT network “hop” among 79 Hopping pattern used by BT network 1
slot
frequencies/channels JTTET
* transmit on different frequency after each slot 2
* hopping pattern known by all BT devices in - 3 h
same piconet g .
= different BT piconets (with different hop £ —
patterns) can exist in same space 77
78
Q: Why hop? 79 ,
time

Hopping pattern used by BT network 2
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B
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A typical Bluetooth data frame

Bits

Bits

72

54

Access code

Header

-
#‘
3-7 4
-
-

8

Addr

Type

Checksum

The 18-bit header is repeated three
times for a total of 54 bits

40



Bluetooth Networking

Scatternets: Network formed by several

connected piconets

O A device may belong to different piconets
and may have a central role in one and a
peripheral role in other piconets
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Two Popular 2.4 GHz Standards:

7 IEEE 802.11 (WiFi) 0O Bluetooth

O Fast (11 Mbps) o Slow (1 Mbps)

O High power O Low power

O Long range o Short range

O Single-purpose O Flexible

O Typically channel 1, O Frequency hopping
6,o0r 11

O Ethernet O Cable replacement (e.q.,
replacement device-to-device)

O Easily available

@lEEE 9 Bluetooth™ 45



Frequency (GHz)

Example

3 What technology/device?
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Figures from:

Ex C(l’\'\ p I e A. Mahanti et al., “Ambient Interference Effects

in Wi-Fi Networks", Proc. IFIP Networking, 2010.

7 Many devices and technologies share the medium
. results in time varying interference

T 2.484 N 2484
T =k
© 2.467 AN O 2467
2 2.457 ) & 2457
C 2447 1 g c 2.447 1%
S 2437 8 2.437 {Htk
g 2.427 g 2.427 4
. 2.417 i 2.417 r,'.-,::,'..
2.400 2.400 M
0 20 40 60 80 100 120 140 160 180 0 20 40 60 80 100 120 140 160 180
Time (seconds) Time (seconds)

100 10 12 14 ] Channel

=oo | Microwave oven

& 60 |
e [

10 12

Bluetooth device

0

N

Duty C
N b
00O
K
Duty Cycle (%)
0 2 N W

QS 47




Example: Channel Utilization

7 Many devices and technologies share the medium
.. results in time varying interference

7 Channel utilization: The %

40— ) of time a fransmission is
e | It ; present from a known RF
S 80 - cnanne 1' . source, in a given channel
O Channel 6 ; / g
N 60 4 - e
= 1 O Channels 1 .and 6, utilization
— 40 l : pﬁakedI rﬁar 60%, whllg ggr
, E channel 11 it was over :

£ 20 : l Wl uﬂgil Miks o b - °
6 fﬁwﬁ.’ - it b "%ﬁﬂﬁt‘? ! i'ﬂ?; W ‘:itg‘ﬂ,.'!

0 ++—+—+——+—+—+——+—+—+——+——+1 [ Channel 11 spikes caused

10:00 12:00 1400 16:00 18:0¢ due to microwave ovens,
cordless phones, and other

Figure from: fixed-frequency devices.
A. Mahanti et al., "Ambient Interference Effects

in Wi-Fi Networks", Proc. IFIP Networking, 2010. 48
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802.16: WiMAX (MAN)

;I
==Y : i %
. i point-to-point M@
7 like 802.11 & cellular: 5
base station model

O transmissions to/from n
base station by hosts with 3/ « &

)
omnidirectional antenna "cﬂf'“o‘ & .
o base station-to-base g
station backhaul with point-to-multipoint

point-to-point antenna

. ' 4= Omnidirectional: broadcasts 360°

T unlike 802.11: |
O range ~ 6 miles ("city

rather than coffee shop")

Sector: broadcasts 60/90/120°

Panel: point-to-point

50



802.16: WiMAX: downlink, uplink scheduling

3 transmission frame
o down-link subframe: base station to node
O uplink subframe: node to base station

I | —rn + Y i 3 : : . N -:
£ ||DL- [fuUL- DL DL DL Initial | request
©
g MAP burst 1 burst 2 w burst n maint. | conn. SS#1)SS #2 SS #k
< N down!ink subframe > | < uplink subframe ——

base station tells nodes who will get to receive (DL map)
and who will get to send (UL map), and when

Repeat ...

7 WiMAX standard provide mechanism for
scheduling, but not scheduling algorithm

O Note: This separation between standardized
mechanisms and scheduling/optimization common
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Components of a 3G network

— cell
Q covers geographical
region

Q base station (BS)
analogous to 802.11 AP
Q mobile users attach
to network through BS
Q air-interface:
physical and link layer
protocol between
mobile and BS

arele s

006009

R0, 0500
820t 0%l
02 0020

820
a2e 0%

o9
826,z 252008
005 O e 8g
9200202028
903050 ,g.
e

— MSC

0 connects cells to wide area net
0 manages call setup (more laterl)
Q handles mobility (more later!)

Public Telephone
Network

Gateway Mobile
Switching Center

Mobile Switching
Center

\ Y sy Public
g st g — Internet
Radio Network

A Serving GPRS Gateway GPRS
;% Cantroias (INC) Support Node Support Node
Figure 7.20 ¢ 3G system architecture: supporting separate circuit-switched

voice service and packet-switched data service with the carrier’s
core network
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Components of a 4G network

Mobility
Management
Entity (MME)

Mobile device

Home
Subscriber
Service (HSS)

o
Internet

y

= Serving Gatewa
a g y

radio access «———all-IP Enhanced Packet Core (EPC)
network

Figure 7.17 ¢ Elements of the 4G LTE architecture
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Satellite applications

Sensing: Broadcast:

* environment: weather, " consumer: Direct to Home
land use, various TV/video, radio (Dish, SiriusXM)
human activity " business: content to many

= resolution: ~m/pixel cable head ends

= GPS

= |leverage broadcast: one
send reaches many users

——

Internet:

® connectivity to
unserved regions,
alternative to wired
Internet

= J]ow latency over long
distances

= access i/
| «

STARLINK
T

Fly-Fiz

e \iasat™



GEO and LEO satellites

GEO: /
LEO:

= geosynchonous: stationary with

respect to ground = Low Earth Orbit: satellite moves with
= 35,768 km above earth respect to ground: 27,000 km/hour
= ~800 msec RTT » within line of sight (LOS) of ground
= wide area coverage / satellite station for 5-15 mins

= 550- 1200 km above earth

= ~30 msec RTT in practice

D = smaller area coverage / satellite

 constellation (network) of multiple
LEO satellites to cover wide area

* inter-satellite links (ISL)

latency (ms)




Satellites: why all the fuss?

Lots of (LEOS) satellites being launched

«» 2500
g
= 2000
o
A 1500
=t
s = MEO
g 7 . # planned |ISL
‘E 500
g’ _glull] mGeo planned?
£ (o} Coo o m e e e mmEses e
S Ry aas8 28 PR
#* PPPRIR LIS NRR
Year

7,239 12,000 - VYes
42,000

648 716 - No

Oneweb 6,372

Kuipers 44 3,236 ?
Amazon
1

298 - 1671 Yes

N.Pachler et al., An Updated Comparison of Four Low Earth Orbit Satellite Constellation Systems to Provide Global Broadband; company literature

Sources: A. Raman, LEO Satellite Mega Constellations, networkingchannel.eu;



Components of a LEO satellite
network

/ intersatellite links (ISL)

LEO satellites in motion

satellite channel
= Broadcast (multicast) down

® unicast up

rural,
remote
communications

airborne,

maritime

vehicles

“footprint™———

Starlink satellite dish:
“Dishy McFlatface”

N!Ld _mmminals




Satellite networking: a link or a network?

links in the sky network in the sky:

= single satellite hop between base = multiple satellite hops between
stations base stations
= AKA “bent pipe” architecture = routing among satellites



Starlink

= April 2025: ~7,239 operational LEO satellites (planned:
12K, requested: 30K)
= first launches: 2019
= three low-Earth-orbit , at 525, 530, 535 km
= satellites: 500 — 2700 lbs

% “’& C oo
60 Starlink satellites stacked together before
deployment on 24 May 2019

= services:
= Internet service: 4M subscribers in Sept 2024 (residential US: $120/mo)
= service in Ukraine (terrestrial networks damaged)
= 2024: testing direct-to-smartphone tests would use cellular spectrum from
SpaceX’s U.S. mobile partner T-Mobile


https://en.wikipedia.org/wiki/Orbital_shell
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More slides (e.qg., if time)
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Other PAN example (even lower
energy): The ANT protocol stack

O Wireless sensor communications protocol stack
O 2.4 6Hz RF spectrum (i.e., the ISM band)

O Establishes rules for co-existence, data representation,
signaling, authentication, and error detection

3 Low computational overhead and high efficiency
O Low power consumption by the radios

J Targeted at the sports sector, particularly fitness
and cycling performance monitoring.

O Transceivers are embedded in equipment such as heart
rate belts, watches, cycle power and cadence meters, and
distance and speed monitors
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