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Chapter 1: introduction

Chapter goal:
ADSFS&EE ¢ aoA
Intfroduction to terminology

Amore depth, detailaterin
course

Overview/roadmap:

AIWhat (s theNdge mét?Whatis a
protocol?

A Network edgehosts, access network,
physical media

A Network corepacket/circuit switching,
Internet structure

A Performanceloss, delay, throughput
A Protocol layers, service models

A Security

A History
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Billions of connected
computingdevices
A hosts= end systems

A runningnetworkappsat o
LYUSNYySuQa aSRA3

Packet switchedorward
packets (chunks of data)

A routers switches

Q| d =2
content i< Ef,

Communication links provider
- ) ) = Network  gatacenter
A fiber, copper, radio, satellite @“@ network
A transmission ratebandwidth i T

g E

Networks &g H
. . ] enterprlse 1
A collection of devices, routers, network

links: managed by an organization
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Tweeta-watt:
monitor energy use

G Cdzy ¢ -toyneceNieddes

bikes

Pacemaker & Monitor

Amazon Echo Web-enabled toaster +

IP picture frame
weather forecaster

Internet
« W refrigerator ~
y Slingbox: remote
(ﬁs%,h ‘ _ control cable TV
: Security Camera

g

Gaming devices

AR devices

sensorized, scooters
bed

mattress OtherS?

Fitbit

Internet phones
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¢KS LYUSNYSayYy | &y dz

AL y L] é M»lg ﬁ lfé ? N\Q 2 1 y é l:l Ao a énational or global ISP

AlInterconnected ISPs sg’@
A protocolsare everywhere PN eaming
A control sending, receiving of L
messages = ST
Ae.g., HTTP (Web), streaming video, @@ @!‘
IFI NP —
Skype, TCP, IP, WiFI, 4G, Ethernet home network BT
3 = EE \‘
HTTP__ o i
Alnternet standards b =

Ethernet

network
= T e=my \

ARFC: Request for Comments e B
. . == L «= P2
AIETF: Internet Engineering Task 2 d e TeP
Force rﬁ)etwork \ r 1
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¢ KS LYGSNYySGY | &aSNI
Alnfrastructurethat provides mobile network
services to applications: &6
AWeb, streaming video, multimedia

teleconferencing, email, games, e \
commerce, social media, inter Skypt%l C video

Pal e Vd Pa o

O2YyYSOUSR |LILX AlFYyOS Qn X oo™ o

Aprovidesprogramming interface iz 3> reg'°” “"
to distributed applications: rome network = _ i
AaK2214¢ ff26Ay3 aASYyRAY L, ﬁ“kdtceera
apps to connect to, use Internet “@ &
transport service 3 =g
Aprovides service options, analogous —d g

I enterprise i
to postal service prise b -
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2 KFGQa | LINR(G202f K

Human protocols: Network protocols:
AGGKE GQa GKS G AAXEnsuers (devices) rather than humans
AdL KIF @S | | dzS aaalikc@myhiunication activity in Internet

A introductions governed by protocols

Ru'ef’ fO“A ] } _| Protocoldefine theformat, order of
X aLISOATAO YSaakh@dssaged Shthnd receivaniong
u

X aLISOAFTAO | A h¥dtdvorld énlitied’ andictions taken

when message received, _
or other events on message transmission, recelp.

S
O
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LINR 1202f K

A human protocol and a computer network protocol:

= ‘.-:' "I,
%ﬁ;\ I;_-:__..:.-:__al 'Eff:‘

—— Got the

time

Q:other human protocols?

g\ TCP connection

request —, =

TCP connectlon =
+<— response

\
G E-|F1ttp://gaia.cs.umass.ed u/kurose_ross
-~
<file>
/
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Chapter 1: roadmap

ANetwork edgehosts, access network,
physical media
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A closer look at Internet structure

Network edge:
Ahosts: clients and servers
Aservers often in data centers

Introduction: :10



A closer look at Internet structure

Access networks, physical media:
Awired, wireless communication links

Introduction: :11



A closer look at Internet structure

ational or global ISR

local or @

region @'

Network core:
Ainterconnected routers
Anetwork of networks



Access networks and physical media

Q: How to connect end systems

to edge router?

A residential access nets

A institutional access networks (school,
company)

A mobile access networks (WiFi, 4G/5G)
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Access networks: cabbmsed access

cable h’eadend

"’" > : D !
q—.—- i E
- cable splitter DIJ CI]J }
modem ‘

=
2

—

oOmo —<

© |[ImFOH4Z200

P 1 OmMmO —<
N OmMmo —<
w Omo—-—<
> lomo-<
© 1OmoO—<
~N | >H4>0

o | >-H>0

5
Channels

frequency division multiplexing (FDMifferent channels transmitted In
different frequency bands
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Access networks: cabbmsed access

cable h’eadend

= cable splitter EIJ ZI]J - cable modem
modem =l e CMTS termination system

data, TV transmitted at different ==
N

frequencies over shared cable >
distribution network N

AHFC: hybrid fiber coax

Aasymmetric: up to 40 Mbps 1.2 Gbps downstream transmission rate;BI0 Mbps
upstream transmission rate

A network of cable, fiber attaches homes to ISP router
Ahomesshare access netwot& cable headend
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Access networks: home networks

Wireless and wired
devices “<3}°

G (@EP

to/from headend or
central office

often combined | 777" =T
in single box ‘
cable or DSL modem
WiFI wireless access router, firewall, NAT

point (54, 450 Mbps) wired Ethernet (1 Gbps)
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Wireless access networks

Sharedwirelessaccess network connects end system to router
Avia base stationakd OOSaa LI2ZAY (¢

Wireless local area networks Wide-area cellular access networks
~ (WLANS) Aprovided by mobile, cellular network
A typicallywithin or around 2 LISNI sBmNJ 6 mn Q
 building (~100 1) AmMnQa aolJ
A 802.11b/g/n (WiFI): 11, 54, 450 A 4G cellular networks (5G coming)

Mbps transmission rate

(g 2D

o« 2 /
@ 7> é A-
@ to Internet

to Internet

\Naa
VAS%
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Access networks: enterprise network

Enterprise link to

. ISP (Internet
— S B institutiona rou%er

Ethernet 1 El institutional mail,
switch B Bl web servers

A companies, universities, etc.

A mix of wired, wireless link technologies, connecting a mix of switches
androutersd 6 SQft t O20SNJ RAFFSNBYOSa &aK2NJI
A Ethernet: wired access at 100Mbps, 1Gbps, 10Gbps
AWiFi: wireless access pointskt, 54, 450 Mbps

Introduction: :19



Access networks: data center networks

A high-bandwidth links (10s to 100s
Gbps) connect hundreds to thousands
of servers together, and to Internet

CourtesyMassachusetts Green High Performance Computing

Center (mghpcc.org)
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Host: sendpacketsf data

host sending function:
Atakes application message

Abreaks into smaller chunks, / ‘/ two packets,

known aspackets of lengthL bits Lbits each
Atransmits packet into access “ >

network attransmission rate R \2 : ===

Alink transmission rate, aka link st \

capacity, aka link bandwidth R:link transmission rate
packet  time needed to L (bits)
transmission = transmitl-bit = —

delay  packetinto link R (vits/sec)
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Links: physical media

Abit: propagates between Twisted pair (TP
transmitter/receiver pairs c _
Atwo insulated copper wires

A phySICa| ImkWha_t lies A Category 5: 100 Mbps, 1 Gbps Ethernet
between transmitter & A Category 6: 10Gbps Ethernet

receiver
A guided media:
Asignals propagate in solid
media. copper, fiber, coax
A unguided media:

Asignals propagate freely,
e.g., radio
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Links: physical media

Coaxial cable: Fiber optic cable:
Atwo concentric copper conductors A glass fiber carrying light pulses, each

Abidirectional pulse a bit
\pldirectiona A highspeed operation:
Abroadband: Ahigh-speed poinito-point
A multiple frequency channels on cable 0 NJ vV ayYAsvaiaegQa obvonld

Arepeaters spaced far apart
Aimmune to electromagnetic noise
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Links: physical media

Wireless radio Radio link types:

Asignal carried in various _ _ AWireless LANWIFi)  _
ao6lyRae AY St SORMIMNIGY 28 AMPT wna

_Spectrum . ~ Awide-area(e.g., 4G cellular)

Ay z LIK@aNBEt « AMnQa aoll 20SN) 9w

A0 N2 | ROI-RdelJf K4 fABJuetooth:cable replacement

A(srender t?['rerc;eel\;le\;i)ronment A short distances, limited rates
propagatio Aterrestrial microwave

effects: _ |
Areflection A point-to-point; 45 Mbps channels
Aobstruction by objects Asatellite

Alnterference/noise Aup to 45 Mbps per channel

A270 msec engnd delay
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Chapter 1: roadmap

ANetwork core:packet/circuit
switching, internet structure

Introduction: :25



The network core

A mesh of interconnected routers

Apac
app
pac

Ketswitching:hosts break
icationrlayer messages into

Kets

Anetwork forwardspacketsfrom one
router to the next, across links on
path fromsource to destination

ational or global ISR
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Two key networcore functions

routing algorithm Ro uting:
Forwarding ' local forwarding table A glibal a.Cthn:
A1 F &6 A (] GREsrE etermine source
Alocal action destination paths
ocalaction: taken by packets

move arriving
packets from

NE dzlipddhk
to appropriate
router output link

Arouting algorithms

destination address in arriving
LI O % Hedder
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Packetswitching: storeandforward

L bits
per packet

3 L
Source—_ J = destination
-  Rbps S Rbps %\@

A packet transmissiodelay:takesl/ Rseconds to Onehop numerical example:
transmit (push out)-bit packet into link aRbps  A| = 10 Kbits

A store and forwardentire packet must arrive at  AR= 100 Mbps

router before it can be transmitted on next link  Aone-hop transmission delay
= 0.1 msec
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Packetswitching: queueing

R= 100 Mb/s ./

gueueof packets
waiting for transmission
over output link

Queueingoccurs when work arrives faster than it can be serviced:

Introduction: :31



Packetswitching: queueing

= 100 Mb/s

gueueof packets
waiting for transmission
over output link

Packet queuing and logsarrival rate (in bps) to link exceeds
transmission rate (bps) of link for someriod of time

Apackets will qgueue, waiting to be transmitted on output link
Apackets can be dropped (lost) if memory (buffer) in router fills up

Introduction: 32



Alternative to packeswitching:circuit switching

end-end resources allocated to, | -

NB & SNIASR (72 Nd Sl 6 SSy 2 dNDS &

and destination T

Ain diagram, each link has four circuits. = S
Acall gets 2 circuit in top link and % I

circuit in right link.

Adedicated resources: no sharing

Acircuit-like (guaranteed) performance

~ ] ] ] ] ’ \ _—\
Acircuit segment idle if not used by céailo 1

sharing) H
Acommonly used in traditional telephone networks g[

* Check out the online interactive exercises for more examples: http://gaia.cs.umass.edu/kurose_ross/interactive troduction: 133



Circuit switching: FDM and TDM

4 users® []

>

Rrequency Division Multiplexin@gDM)

Aoptical, electromagnetic frequencies
divided into (narrow) frequency bands

frequency

>

TimeDivision MultiplexingTDM)
Atime divided into slots

frequency

>

time
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Packet switching versus circuit switching

example:

A1l Gb/s link ~

Aeach user: : |
w100 Mb/s wherd | O (i A &5 1 Gbps link
wactive 10% of time ——

Q:how many users can use this network under cirswitching and packet switching?

Acircuitswitching:10 users

Apacketswitching: with 35 users,

probability > 10 active at same time
IS less than .0004 *

* Check out the online interactive exercises for more examples: http:/gaia.cs.umass.edu/kurose_ross/interactive
Introduction: 236



Packet switching versus circuit switching
La LI O1SGatBXURHEYNYISGAY YSNE K
AINBI 0 T2 NcédandimBsihas flataRd-sénl, but at other times not

Aresource sharing
Asimpler, no call setup

A excessive congestion possibbacket delay and loss due to buffer overflow
Aprotocols needed for reliable data transfer, congestion control
A Q:How to provide circuitike behavior with packeswitching?
AdLUQa O2YLX AOFUuSR®¢ 2SQfft aiddzRe I N
Ao AUOKAY A AllEBca®dAaNIMaB Aol SO
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LY adSNYySIi 0 NHZOG dzNB Y |

A hosts connect to Internet viaccess W o
Internet Service Providers (ISPS) = %) == @’@

A access ISPs in turn must be

Interconnected
Aso thatanytwo hosts(anywhere!) QIQ ocallr b T 1
~can send packets to each other = 5 = @‘
A resulting network of networks is rome network content 3 {|
e e

very complex :
Aevo_lution driven byeconomics, enterprise ,g -
national policies network ¥ ¥ “Ne=

[ Ssdake a stepwise approach to describe current Internet structure
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Questiongivenmillionsof access ISPs, how to connect them together?

e =

e =
= o
e

e
S Lo



LYGSNYSUO &iadNHzOU dzNBY

Questiongivenmillionsof access ISPs, how to connect them together?

NS

N
3 57t Sy

connecting each access ISP
each otherdirecthR 2 S a y Q
O(N?) connections.

=~

\
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LYUSNYSU altNHzOUdzZNBY |
Option:connect each access ISP to one global transit ISP?
Customeland providerlSPs have economic agreement.

lobal &=
global ==
ISP &= &2
=<

-—

-

e
e

-
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.dzi AF 2yS 3Ft 201t L{t

want to be connected

A0NHZOGdzZNBY |
Ad OAlofS 0dza

Internet exchange point
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LYUSNYSU auNHzOU dzNBY
X YR O2yiSYyd LINRPYARSNI ySig2N] a
run their own network, to bring services, content close to end users

| ,\ 'S;f_g ==
/ \ ==

\ =
regional ISP

-
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V 4 AN o V 4 V 4

LYGSNYSU &adNHzOU dzNBY

Tier 1 ISP Tier 1 ISP
“ e \
IXP XPY | R

Regional ISP Regional ISP

VAR RN /]

access  access  access  access  access  access  access — access
ISP ISP ISP ISP ISP ISP ISP ISP

1 0 aOSy US NE Xonm@eddd tafge netwa2k¥ ¢ St €
AG UMSENIO2 YYS (W5 Lkebelf3, Sgrir, AT&T, NTRtional & international coverage

A content provider networkge.g., Google, FacebooRtivate network that connects its
data centers to Internet, often bypassing ti&yr regional ISPs

Introduction: :49



Chapter 1: roadmap

APerformance: loss, delay, throughput

Introduction: 50



How do packet delay and loss occur?

A packetsqueuein router buffers, waiting for turn for transmission
A queue length grows when arrival rate to link (temporarily) exceeds output link capac

A packetlossoccurs when memory to hold queued packets fills up

packet being transmittediransmission delay)

packets in bufferggueueing delay)

free (available) buffers: arriving packets
dropped (0s9 if no free buffers

Introduction: 51



Packet delay: four sources

transmission

Ag — <— propagation— @
- 3
B ,l/'/
«g nodal |
processing queueing

dnodal = proc T dqueue T dtrans T dprop
dyroc: NOdal processing Oyeue queueing delay
Acheck bit errors Atime waiting at output link for

transmission

Adepends on congestion level of
router

Adetermine output link
Atypically< microsecs

Introduction; :52



transmission

Agﬁ

Packet delay: four sources
B\

«— propagation— @
i L]
[N

«g‘/ nodal

processing queueing

dnodal = proc T dqueue T dtrans T dprop

di.ne transmission delay: dorop: Propagation delay:
AL packet length (bits) Ad: length of physical link
AR linktransmission rate (bps) As. propagation speed (~2x4f/sec)
/6Ad =dls
\d andd e

trans prop

verydifferent
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Packet queueing delay (revisited)

Aa: average packet arrival rate
AL:packet length (bits)
AR:link bandwidth (bit transmission rate)

(

méverage gueueing delay

L-a. arrival rate of bits AONI FFA
R  servicerateofbits A Y G Sy &A i

——

traffic intensity /La/R 1

ALa/R~ 0: avg. queueing delay small
ALa/R-> 1: avg. queueing delay large
ALa/RH MY GY2NUEBE & NNA GA Y
morethan can be serviced average

delay infinite!
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awStté LYGSNYSG RSt @
Ag K ONRREf & LYUSNYSG RSflFé o
Atraceroute program:provides delay measurement from

source to router along endnd Internet path towards

destination. For all

Asends three packets that will reach rouiesn path towards
destination (with timeto-live field value of)

Arouter i will return packets to sender
Asender measures time interval between transmission and reply

Introduction: 57



Real Internet delays and routes

traceroute:gaia.cs.umass.edu to www.eurecom.fr
3 delay measurements from

gaia.cs.umass.ed csgw.cs.umass.edu

jnl-at1-0-0-19.wor.vbns.net (204.147.132.129) 16 ms 11 ms 13 ms
jn1-so07-0-0-0.wae.vbns.net (204.147.136.136) 21 ms 18 ms 18 ms
abilene-vbns.abilene.ucaid.edu (198.32.11.9) 22 ms 18 ms 22 ms

62.40.103.253 (62.40.103.253) 104 ms 109 ms 106 ms
de2-1.del.de.geant.net (62.40.96.129) 109 ms 102 ms 104 ms

10 de.frl.fr.geant.net (62.40.96.50) 113 ms 121 ms 114 ms

11 renater-gw.frl.fr.geant.net (62.40.103.54) 112 ms 114 ms 112 ms

OCO~NOUITRARWNE

13 nice.cssi.renater.fr (195.220.98.102) 123 ms 125 ms 124 ms

14 r3t2-nice.cssi.renater.fr (195.220.98.110) 126 ms 126 ms 124 ms
15 eurecom-valbonne.r3t2.ft.net (193.48.50.54) 135 ms 128 ms 133 ms
16 194.214.211.25 (194.214.211.25) 126 ms 128 ms 126 ms

17 ***‘

18 ** " * means no response (probe lost, router not replying)

19 fantasia.eurecom.fr (193.55.113.142) 132 ms 128 ms 136 ms

* Do some traceroutes from exotic countries at www.traceroute.org

nycm-wash.abilene.ucaid.edu (198.32.8.46) 22 ms 22 ms 22 ms ) trans-oceanic link

looks like delays
-
12 nio-n2.cssi.renater.fr (193.51.206.13) 111 ms 114 ms 116 ms decreasé€Why?

cs-gw (128.119.240.254) 1 ms 1 ms 2 ms
borderl-rt-fa5-1-0.gw.umass.edu (128.119.3.145) 1 ms 1 ms 2 ms <&be|%y mee]tcsurements
cht-vbns.gw.umass.edu (128.119.3.130) 6 ms 5 ms 5 ms 1o borderl-rt-fa5-1-0.gw.umass.edu
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Packet loss

A queue (aka buffer) preceding link in buffer has finite capacity
A packet arriving to full queue dropped (aka lost)

Alost packet may be retransmitted by previous node, by source end
system, or not at all

buffer _ _
(waiting area) Packet being transmitted

N EE N
\packet arriving to

full buffer islost

F / KSO1l 2dzi G6KS W@l LIWXSG F2NI LYy AYUSNI OUAG@S |
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Throughput

Athroughput:rate (bits/time unit) at which bits are being sent from
sender to receiver

Ainstantaneousrate at given point in time
Aaverage:rate over longeperiod of time

™~ »
| 4 |
‘ pipe that can carry pipe that can carry
, fluid at rate fluid at rate
server sends bit . .
(ﬂUld) into plpe (Rsb":S/SEC) (F{;bltS/S@C)

t
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Throughput

R.< R What is average enrdnd throughput?

Rbits/sec @w R.bits/sec

R.> R What is average endnd throughput?

R.bits/sec )fw R.bits/sec ):’Q

— bottleneck link

»e

Ao

link on endend path that constrains erend throughput
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Throughput: network scenario

10 connections (fairly) share
backbone bottleneck linRbits/sec

A per-connection end
end throughput:
min(R,R,R/10)

Ain practice:R. or R;is
often bottleneck

* Check out the online interactive exercises for more
examples: http://gaia.cs.umass.edu/kurose_ross/
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Chapter 1: roadmap

ASecurity
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Network security

Alnternet not originally designed with (much) security in mind
Aorlglnal visionoa group of mutually trusting users attached to a

UNJ YVaLI NBYUI ySig2N] €

Alnternet protocol designers playiriggatch-dzL Jé
Asecurity considerations in all layers!

AWe now need to think about:

A
A
A

now bad entities can attack computer networks
now we can defend networks against attacks

now to design architectures that are immune to attacks

Introduction: 164



Bad entities: packet interception

LI OB FF A Y IEY
Abroadcast media (shared Ethernet, wireless)

Apromiscuous network interface reads/records all packets (e.g.,
iIncluding passwords!) passing by

‘B load ‘
=< src payloa -

B

Wireshark software used for our eraf-chapter labs is a (free) packshiffer
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Bad entities: fake identity

IP spoofinginjection of packet with false source address

Introduction: 166



Bad entities: denial of service

Denial of Service (Do@jtackers make resources (server,
bandwidth) unavailable to legitimate traffic by
overwhelming resource with bogus traffic

1. select target

2. break into hosts
around the network

(see botnet)
3. send packets to target

from compromised
hosts

Introduction: 67



Lines of defense;

Aauthentication:proving you are who you say you are

Acellular networks provides hardware identity via SIM card; no such
hardware assist Iin traditional Internet

Aconfidentiality:via encryption
Aintegrity checksdigital signatures prevent/detect tampering
Aaccess restrictionspasswordprotected VPNSs
Afirewalls:a LISOAF f AT SR GYARRE S02ES
Aoff-by-default: filter incoming packets to restrict senders, receiver:
applications

Adetecting/reacting to DOS attacks

X f20a8 Y2NB 2y a4SOdz2NAGeé 6 0KNER dZ3
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Chapter 1: roadmap

AProtocol layers, service models

Introduction: 69



t NP 2O065NAEf F YR NBFSNI

Networks are complex, Questionis there any
GAGK NK§OSaé yhope oforganizing
Ahosts structure of network?
Arouters Aand/or ourdiscussion
Alinks of various media Of Networks?
Aapplications
Aprotocols

Ahardware, software
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Example: organization of air travel

endto-end transfer of person plus baggage

ticket (purchase) ticket (complain)
baggage (check) baggage (claim)
gates (load) gates (unload)
runway takeoff runway landing
airplane routing ailrplane routing

airplane routing

How would youwdefine/discusshe systemof airline travel?
A a series of steps, involving many services

Introduction: 71



Example: organization of air travel

ticket (purchase) ticket (complain)
baggage (check) baggage (claim)

gates (load) gates (unload)
runway takeoff runway landing
airplane routing airplane routing

layers:each layer implements a service
Avia its own internalayer actions
Arelying on services provided by layer below

Introduction: 272



Why layering?
Approach to designing/discussing complex systems:

A explicit structure allows identification, o
NEf FUAZ2ZyaKpdeksz2T aeauSYQ
A layeredreference modefor discussion

A modularization eases maintenance,
updating of system

A change in layes serviceamplementation
transparent to rest of system

A e.g., change in gate procedure do@sn
affect rest of system
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Layered Internet protocol stack

Aapplication:supporting network applications

AHTTP, IMAP, SMTP, DNS
Atransport: processprocess data transfer

ATCP, UDP

Anetwork: routing of datagrams from source to

destination
AIP, routing protocols

Alink: data transfer between neighboring

network elements

AEthernet, 802.11 (WiFi), PPP

Aphysicalo A & §

a KS

g A NB &

application
transport

network

link

physical
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Services, Layering and Encapsulation

< M >
applica’[ion Applicationexchangesnessageso implement some applica’[ion
application service usinggrviceof transport layer

< Hi| M >
transport Transportlayerprotocol transfers M (e.g., reliably) from transport

one procesdo another, using services of network layer

network A transportlayer protocolencapsulates network

applicationrlayer message, M, with
link transportlayerlayer header Ho create a link
transportlayersegment

. AH, used by transport layer protocol to
@ physical implement its service

destination

physical

source
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Services, Layering and Encapsulation

application application

< Hi| M >
transport Transportlayerprotocol transfers M (e.g., reliably) from transport

one procesdo another, using services of network layer

HplHy| M > network

Network-layerprotocol transfers transportayer segment
[H; | M] from one hostto another, using link layer services

A

network

link ) link
A network-layer protocolencapsulates

_ transportlayer segmentH, | M] with

w physical network layerlayer header Hto create a
g‘, network-layerdatagram

source AH, used by network layer protocol to destination

Implement its service

physical
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Services, Layering and Encapsulation

< M >
application application
< H M >
transport t transport
network | < Hp[Hi | M > network
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