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Chapter 1: introduction

Chapter goal: 
ÁDŜǘ άŦŜŜƭΣέ άōƛƎ ǇƛŎǘǳǊŜΣέ 

introduction to terminology

Åmore depth, detail later in 
course

Overview/roadmap:
ÁWhat is the Internet? What is a 

protocol?

ÁNetwork edge: hosts, access network, 
physical media

ÁNetwork core: packet/circuit switching, 
internet structure

ÁPerformance: loss, delay, throughput

ÁProtocol layers, service models

ÁSecurity

ÁHistory
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Internet

¢ƘŜ LƴǘŜǊƴŜǘΥ ŀ άƴǳǘǎ ŀƴŘ ōƻƭǘǎέ ǾƛŜǿ

mobile network

home network

enterprise
          network

national or global ISP

local or 
regional ISP

datacenter 
network

content 
provider 
network

Packet switches: forward 
packets (chunks of data)
Árouters, switches

Communication links
Áfiber, copper, radio, satellite

Átransmission rate: bandwidth

Billions of connected 
computing devices: 
Áhosts = end systems 

Árunning network apps at 
LƴǘŜǊƴŜǘΩǎ άŜŘƎŜέ

Networks
Ácollection of devices, routers, 

links: managed by an organization
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άCǳƴέ LƴǘŜǊƴŜǘ-connected devices

Web-enabled toaster +
weather forecaster

Internet phones

Slingbox: remote
control cable TV

Security Camera

IP picture frame

Internet 
refrigerator

Tweet-a-watt: 
monitor energy use

sensorized,
bed
mattress

Amazon Echo

Others?

Pacemaker & Monitor

AR devices

Fitbit
Gaming devices

cars

scooters

bikes
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ÁLƴǘŜǊƴŜǘΥ άƴŜǘǿƻǊƪ ƻŦ ƴŜǘǿƻǊƪǎέ
ÅInterconnected ISPs

¢ƘŜ LƴǘŜǊƴŜǘΥ ŀ άƴǳǘǎ ŀƴŘ ōƻƭǘǎέ ǾƛŜǿ
mobile network

home network

enterprise
          network

national or global ISP

local or 
regional ISP

datacenter 
network

content 
provider 
network

Áprotocols are everywhere
Åcontrol sending, receiving of 

messages
Åe.g., HTTP (Web), streaming video, 

Skype, TCP, IP, WiFi, 4G, Ethernet

Ethernet

HTTP

Skype
IP

WiFi

4G

TCP

Streaming
video

ÁInternet  standards
ÅRFC: Request for Comments

ÅIETF: Internet Engineering Task 
Force
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ÁInfrastructure that provides 
services to applications:
ÅWeb, streaming video, multimedia 

teleconferencing, email, games, e-
commerce, social media, inter-
ŎƻƴƴŜŎǘŜŘ ŀǇǇƭƛŀƴŎŜǎΣ Χ

¢ƘŜ LƴǘŜǊƴŜǘΥ ŀ άǎŜǊǾƛŎŜǎέ ǾƛŜǿ
mobile network

home network

enterprise
          network

national or global ISP

local or 
regional ISP

datacenter 
network

content 
provider 
networkHTTP

Skype

Streaming
video

Áprovides programming interface 
to distributed applications:
ÅάƘƻƻƪǎέ ŀƭƭƻǿƛƴƎ ǎŜƴŘƛƴƎκǊŜŎŜƛǾƛƴƎ  

apps to connect  to, use  Internet 
transport service

Åprovides service options, analogous 
to postal service
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²ƘŀǘΩǎ ŀ ǇǊƻǘƻŎƻƭΚ

Human protocols:
ÁάǿƘŀǘΩǎ ǘƘŜ ǘƛƳŜΚέ

ÁάL ƘŀǾŜ ŀ ǉǳŜǎǘƛƻƴέ

Áintroductions

Network protocols:
Ácomputers (devices) rather than humans

Áall communication activity in Internet 
governed by protocols

Protocols define the format, order of 
messages sent and received among 
network entities, and actions taken 
on message transmission, receipt 

Rules for:

Χ ǎǇŜŎƛŦƛŎ ƳŜǎǎŀƎŜǎ ǎŜƴǘ

Χ ǎǇŜŎƛŦƛŎ ŀŎǘƛƻƴǎ ǘŀƪŜƴ 
when message received, 
or other events
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²ƘŀǘΩǎ ŀ ǇǊƻǘƻŎƻƭΚ
A human protocol and a computer network protocol:

Q: other human protocols? 

Hi

Hi

Got the
time?

2:00

time

TCP connection
response

<file>

TCP connection
request

GET http://gaia.cs.umass.edu/kurose_ross
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Chapter 1: roadmap
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ÁWhat is the Internet?

ÁWhat is a protocol?

ÁNetwork edge: hosts, access network, 
physical media

ÁNetwork core: packet/circuit 
switching, internet structure

ÁPerformance: loss, delay, throughput

ÁSecurity

ÁProtocol layers, service models

ÁHistory



A closer look at Internet structure
mobile network

home network

enterprise
          network

national or global ISP

local or 
regional ISP

datacenter 
network

content 
provider 
network

Network edge:

Áhosts: clients and servers

Áservers often in data centers
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A closer look at Internet structure
mobile network

home network

enterprise
          network

national or global ISP

local or 
regional ISP

datacenter 
network

content 
provider 
network

Network edge:

Áhosts: clients and servers

Áservers often in data centers

Access networks, physical media:

Áwired, wireless communication links 
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A closer look at Internet structure

Network edge:

Áhosts: clients and servers

Áservers often in data centers

Access networks, physical media:

Áwired, wireless communication links 

Network core: 
Áinterconnected routers
Ánetwork of networks

mobile network

home network

enterprise
          network

national or global ISP

local or 
regional ISP

datacenter 
network

content 
provider 
network
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Access networks and physical media

mobile network

home network

enterprise
          network

national or global ISP

local or 
regional ISP

datacenter 
network

content 
provider 
network

Q: How to connect end systems 
to edge router?
Áresidential access nets

Áinstitutional access networks (school, 
company)

Ámobile access networks (WiFi, 4G/5G)
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Access networks: cable-based access

cable
modem

splitter

é

cable headend

Channels
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frequency division multiplexing (FDM): different channels transmitted in 
different frequency bands
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Access networks: cable-based access

cable
modem

splitter

é

cable headend

data, TV transmitted at different 
frequencies over shared cable 

distribution network

ÁHFC: hybrid fiber coax
Åasymmetric: up to 40 Mbps ς 1.2 Gbps downstream transmission rate, 30-100 Mbps 

upstream transmission rate

Ánetwork of cable, fiber attaches homes to ISP router
Åhomes share access network to cable headend 

cable modem
termination systemCMTS

ISP
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Access networks: home networks

to/from headend or 
central office

cable or DSL modem

router, firewall, NAT

wired Ethernet (1 Gbps)

WiFi wireless access 
point (54, 450 Mbps)

Wireless and wired
devices

often combined 
in single box
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Wireless access networks
Shared wireless access network connects end system to router

Ávia base station aka άŀŎŎŜǎǎ Ǉƻƛƴǘέ

Wireless local area networks 
(WLANs)

Átypically within or around 
building (~100 ft)

Á802.11b/g/n (WiFi): 11, 54, 450 
Mbps transmission rate

to Internet
to Internet

Wide-area cellular access networks
Áprovided by mobile, cellular network 
ƻǇŜǊŀǘƻǊ όмлΩs km)

ÁмлΩǎ aōǇǎ 

Á4G cellular networks (5G coming)
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Access networks: enterprise networks

Ácompanies, universities, etc.

Ámix of wired, wireless link technologies, connecting a mix of switches 
and routers όǿŜΩƭƭ ŎƻǾŜǊ ŘƛŦŦŜǊŜƴŎŜǎ ǎƘƻǊǘƭȅύ

ÁEthernet: wired access at 100Mbps, 1Gbps, 10Gbps 

ÁWiFi: wireless access points at 11, 54, 450 Mbps 

Ethernet 
switch

institutional mail,
web servers

institutional router

Enterprise link to 
ISP (Internet)
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Access networks: data center networks

Áhigh-bandwidth links (10s to 100s 
Gbps) connect hundreds to thousands 
of servers together, and to Internet

mobile network

home network

enterprise
          network

national or global ISP

local or 
regional ISP

datacenter 
network

content 
provider 
network

Courtesy: Massachusetts Green High Performance Computing 
Center (mghpcc.org)
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Host: sends packets of data
host sending function:

Átakes application message

Ábreaks into smaller chunks, 
known as packets, of length L bits

Átransmits packet into access 
network at transmission rate R

Ålink transmission rate, aka link 
capacity, aka link bandwidth R: link transmission rate

host

12

two packets, 
L bits each

packet
transmission

delay

time needed to
transmit L-bit

packet into link

L (bits)

R (bits/sec)
= =
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Links: physical media

Ábit: propagates between
transmitter/receiver pairs

Áphysical link: what lies 
between transmitter & 
receiver

Águided media: 
Åsignals propagate in solid 

media: copper, fiber, coax

Áunguided media: 
Åsignals propagate freely, 

e.g., radio

Twisted pair (TP)
Átwo insulated copper wires
ÅCategory 5: 100 Mbps, 1 Gbps Ethernet

ÅCategory 6: 10Gbps Ethernet
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Links: physical media
Coaxial cable:
Átwo concentric copper conductors

Ábidirectional

Ábroadband:
Åmultiple frequency channels on cable

ÅмллΩǎ aōǇǎ ǇŜǊ ŎƘŀƴƴŜƭ

Fiber optic cable:
Áglass fiber carrying light pulses, each 

pulse a bit

Áhigh-speed operation:

Åhigh-speed point-to-point 
ǘǊŀƴǎƳƛǎǎƛƻƴ όмлΩs-мллΩǎ DōǇǎύ

Á low error rate: 

Årepeaters spaced far apart 

Åimmune to electromagnetic noise
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Links: physical media
Wireless radio
Ásignal carried in various 
άōŀƴŘǎέ ƛƴ ŜƭŜŎǘǊƻƳŀƎƴŜǘƛŎ 
spectrum

Áƴƻ ǇƘȅǎƛŎŀƭ άǿƛǊŜέ

ÁōǊƻŀŘŎŀǎǘΣ άƘŀƭŦ-ŘǳǇƭŜȄέ 
(sender to receiver)

Ápropagation environment 
effects:
Åreflection 
Åobstruction by objects
ÅInterference/noise

Radio link types:
ÁWireless LAN (WiFi)
Å10-мллΩǎ aōǇǎΤ млΩǎ ƻŦ ƳŜǘŜǊǎ

Áwide-area (e.g., 4G cellular)
ÅмлΩǎ aōǇǎ ƻǾŜǊ Ϥмл YƳ 

ÁBluetooth: cable replacement
Åshort distances, limited rates

Áterrestrial  microwave
Åpoint-to-point; 45 Mbps channels

Ásatellite
Åup to 45 Mbps per channel

Å270 msec end-end delay
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Chapter 1: roadmap
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ÁWhat is the Internet?

ÁWhat is a protocol?

ÁNetwork edge: hosts, access network, 
physical media

ÁNetwork core: packet/circuit 
switching, internet structure

ÁPerformance: loss, delay, throughput

ÁSecurity

ÁProtocol layers, service models

ÁHistory



The network core

Ámesh of interconnected routers

Ápacket-switching: hosts break 
application-layer messages into 
packets

Ånetwork forwards packets from one 
router to the next, across links on 
path from source to destination

mobile network

home network

enterprise
          network

national or global ISP

local or 
regional ISP

datacenter 
network

content 
provider 
network
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Two key network-core functions

1

23

destination address in arriving
ǇŀŎƪŜǘΩs header

routing algorithm

header value output link

0100

0101

0111

1001

3

2

2

1

local forwarding tableForwarding: 

Áŀƪŀ άǎǿƛǘŎƘƛƴƎέ

Álocal action: 
move arriving 
packets from 
ǊƻǳǘŜǊΩs input link 
to appropriate 
router output link

local forwarding table

Routing: 

Áglobal action: 
determine source-
destination paths 
taken by packets

Árouting algorithms

routing algorithm
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Packet-switching: store-and-forward

Ápacket transmission delay: takes L/R seconds to 
transmit (push out) L-bit packet into link at R bps

Ástore and forward: entire packet must  arrive at 
router before it can be transmitted on next link

source
R bps

destination
123

L bits
per packet

R bps

One-hop numerical example:
ÁL = 10 Kbits
ÁR = 100 Mbps
Áone-hop transmission delay 

= 0.1 msec
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Packet-switching: queueing

A

B

C
R = 100 Mb/s

R = 1.5 Mb/s
D

E

queue of packets
waiting for transmission 

over output link

Queueing occurs when work arrives faster than it can be serviced:
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Packet-switching: queueing

A

B

C
R = 100 Mb/s

R = 1.5 Mb/s
D

E

queue of packets
waiting for transmission 

over output link

Packet queuing and loss: if arrival rate (in bps) to link exceeds 
transmission rate (bps) of link for some period of time:

Ápackets will queue, waiting to be transmitted on output link 

Ápackets can be dropped (lost) if memory (buffer) in router fills up
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Alternative to packet switching: circuit switching

end-end resources allocated to, 
ǊŜǎŜǊǾŜŘ ŦƻǊ άŎŀƭƭέ ōŜǘǿŜŜƴ ǎƻǳǊŎŜ 
and destination

Áin diagram, each link has four circuits. 

Åcall gets 2nd circuit in top link and 1st 
circuit in right link.

Ádedicated resources: no sharing

Åcircuit-like (guaranteed) performance

Ácircuit segment idle if not used by call (no 
sharing)

* Check out the online interactive exercises for more examples: http://gaia.cs.umass.edu/kurose_ross/interactive

Ácommonly used in traditional telephone networks
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Circuit switching: FDM and TDM

fr
e

q
u

e
n

cy

time

fr
e

q
u

e
n

cy

time

4 users
Frequency Division Multiplexing (FDM)

Áoptical, electromagnetic frequencies 
divided into (narrow) frequency bands

Time Division Multiplexing (TDM)

Átime divided into slots
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Packet switching versus circuit switching

example:
Á1 Gb/s link
Áeach user: 
ω100 Mb/s when άŀŎǘƛǾŜέ

ωactive 10% of time

Q: how many users can use this network under circuit-switching and packet switching?

* Check out the online interactive exercises for more examples: http://gaia.cs.umass.edu/kurose_ross/interactive

N 
users 1 Gbps link

Ácircuit-switching: 10 users

Ápacket switching:  with 35 users, 
probability > 10 active at same time 
is less than .0004 *
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Packet switching versus circuit switching

ÁƎǊŜŀǘ ŦƻǊ άōǳǊǎǘȅέ Řŀǘŀ ς sometimes has data to send, but at other times not

Åresource sharing

Åsimpler, no call setup

Áexcessive congestion possible: packet delay and loss due to buffer overflow

Åprotocols needed for reliable data transfer, congestion control

ÁQ: How to provide circuit-like behavior with packet-switching?

ÅάLǘΩǎ ŎƻƳǇƭƛŎŀǘŜŘΦέ ²ŜΩƭƭ ǎǘǳŘȅ ǾŀǊƛƻǳǎ ǘŜŎƘƴƛǉǳŜǎ ǘƘŀǘ ǘǊȅ ǘƻ ƳŀƪŜ ǇŀŎƪŜǘ 
ǎǿƛǘŎƘƛƴƎ ŀǎ άŎƛǊŎǳƛǘ-ƭƛƪŜέ ŀǎ ǇƻǎǎƛōƭŜΦ

Lǎ ǇŀŎƪŜǘ ǎǿƛǘŎƘƛƴƎ ŀ άǎƭŀƳ Řǳƴƪ ǿƛƴƴŜǊέΚ
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LƴǘŜǊƴŜǘ ǎǘǊǳŎǘǳǊŜΥ ŀ άƴŜǘǿƻǊƪ ƻŦ ƴŜǘǿƻǊƪǎέ

Áhosts connect to Internet via access 
Internet Service Providers (ISPs)

Áaccess ISPs in turn must be 
interconnected
Åso that any two hosts (anywhere!) 

can send packets to each other

Áresulting network of networks is 
very complex
Åevolution driven by economics, 

national policies

[ŜǘΩs take a stepwise approach to describe current Internet structure

mobile network

home network

enterprise
          network

national or global ISP

local or 
regional ISP

datacenter 
network

content 
provider 
network



LƴǘŜǊƴŜǘ ǎǘǊǳŎǘǳǊŜΥ ŀ άƴŜǘǿƻǊƪ ƻŦ ƴŜǘǿƻǊƪǎέ
Question: given millions of access ISPs, how to connect them together?

access
net

access
net

access
net

access
net

access
net

access
net

access
net

access
net

access
net

access
net

access
net

access
net

access
net

access
netaccess

net

access
net
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LƴǘŜǊƴŜǘ ǎǘǊǳŎǘǳǊŜΥ ŀ άƴŜǘǿƻǊƪ ƻŦ ƴŜǘǿƻǊƪǎέ
Question: given millions of access ISPs, how to connect them together?

access
net

access
net

access
net

access
net

access
net

access
net

access
net

access
net

access
net

access
net

access
net

access
net

access
net

access
netaccess

net

access
net

connecting each access ISP to 
each other directly ŘƻŜǎƴΩǘ ǎŎŀƭŜΥ 

O(N2) connections.
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LƴǘŜǊƴŜǘ ǎǘǊǳŎǘǳǊŜΥ ŀ άƴŜǘǿƻǊƪ ƻŦ ƴŜǘǿƻǊƪǎέ
Option: connect each access ISP to one global transit ISP? 

Customer and provider ISPs have economic agreement.

global
ISP

access
net

access
net

access
net

access
net

access
net

access
net

access
net

access
net

access
net

access
net

access
net

access
net

access
net

access
netaccess

net

access
net
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ISP A

ISP C

ISP B

LƴǘŜǊƴŜǘ ǎǘǊǳŎǘǳǊŜΥ ŀ άƴŜǘǿƻǊƪ ƻŦ ƴŜǘǿƻǊƪǎέ

access
net

access
net

access
net

access
net

access
net

access
net

access
net

access
net

access
net

access
net

access
net

access
net

access
net

access
netaccess

net

access
net

.ǳǘ ƛŦ ƻƴŜ Ǝƭƻōŀƭ L{t ƛǎ ǾƛŀōƭŜ ōǳǎƛƴŜǎǎΣ ǘƘŜǊŜ ǿƛƭƭ ōŜ ŎƻƳǇŜǘƛǘƻǊǎ ΧΦ
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ISP A

ISP C

ISP B

LƴǘŜǊƴŜǘ ǎǘǊǳŎǘǳǊŜΥ ŀ άƴŜǘǿƻǊƪ ƻŦ ƴŜǘǿƻǊƪǎέ

access
net

access
net

access
net

access
net

access
net

access
net

access
net

access
net

access
net

access
net

access
net

access
net

access
net

access
netaccess

net

access
net

.ǳǘ ƛŦ ƻƴŜ Ǝƭƻōŀƭ L{t ƛǎ ǾƛŀōƭŜ ōǳǎƛƴŜǎǎΣ ǘƘŜǊŜ ǿƛƭƭ ōŜ ŎƻƳǇŜǘƛǘƻǊǎ ΧΦ ǿƘƻ ǿƛƭƭ 
want to be connected

IXP

peering link

Internet exchange point 

IXP
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ISP A

ISP C

ISP B

LƴǘŜǊƴŜǘ ǎǘǊǳŎǘǳǊŜΥ ŀ άƴŜǘǿƻǊƪ ƻŦ ƴŜǘǿƻǊƪǎέ

access
net

access
net

access
net

access
net

access
net

access
net

access
net

access
net

access
net

access
net

access
net

Χ ŀƴŘ ǊŜƎƛƻƴŀƭ ƴŜǘǿƻǊƪǎ Ƴŀȅ ŀǊƛǎŜ ǘƻ ŎƻƴƴŜŎǘ ŀŎŎŜǎǎ ƴŜǘǎ ǘƻ L{tǎ 

IXP

IXP

access
net

access
net

regional ISP
access

net access
net

access
net
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ISP A

ISP C

ISP B

LƴǘŜǊƴŜǘ ǎǘǊǳŎǘǳǊŜΥ ŀ άƴŜǘǿƻǊƪ ƻŦ ƴŜǘǿƻǊƪǎέ

access
net

access
net

access
net

access
net

access
net

access
net

access
net

access
net

access
net

access
net

access
net

Χ ŀƴŘ ŎƻƴǘŜƴǘ ǇǊƻǾƛŘŜǊ ƴŜǘǿƻǊƪǎ  όŜΦƎΦΣ DƻƻƎƭŜΣ aƛŎǊƻǎƻŦǘΣ  !ƪŀƳŀƛύ Ƴŀȅ 
run their own network, to bring services, content close to end users

IXP

IXP

access
net

access
net

access
net access

net

access
net

Content provider network

regional ISP
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LƴǘŜǊƴŜǘ ǎǘǊǳŎǘǳǊŜΥ ŀ άƴŜǘǿƻǊƪ ƻŦ ƴŜǘǿƻǊƪǎέ

access
ISP

access
ISP

access
ISP

access
ISP

access
ISP

access
ISP

access
ISP

access
ISP

!ǘ άŎŜƴǘŜǊέΥ ǎƳŀƭƭ І ƻŦ ǿŜƭƭ-connected large networks

ÁάǘƛŜǊ-мέ ŎƻƳƳŜǊŎƛŀƭ L{tǎ (e.g., Level 3, Sprint, AT&T, NTT), national & international coverage

Ácontent provider networks (e.g., Google, Facebook): private network that connects its 
data centers to Internet, often bypassing tier-1, regional ISPs

Regional ISP Regional ISP

Tier 1 ISP Tier 1 ISP

IXP

Google

IXPIXP
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Chapter 1: roadmap

Introduction: 1-50

ÁWhat is the Internet?

ÁWhat is a protocol?

ÁNetwork edge: hosts, access network, 
physical media

ÁNetwork core: packet/circuit 
switching, internet structure

ÁPerformance: loss, delay, throughput

ÁSecurity

ÁProtocol layers, service models

ÁHistory



How do packet delay and loss occur?
Á packets queue in router buffers, waiting for turn for transmission
Áqueue length grows when arrival rate to link (temporarily) exceeds output link capacity 

Ápacket loss occurs when memory to hold queued packets fills up

A

B

packet being transmitted (transmission delay)

packets in buffers (queueing delay)

free (available) buffers: arriving packets 
dropped (loss) if no free buffers
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Packet delay: four sources

dproc: nodal processing 
Ácheck bit errors

Ádetermine output link

Átypically < microsecs

dqueue: queueing delay
Átime waiting at output link for 

transmission 

Ádepends on congestion level of 
router

propagation

nodal
processing queueing

dnodal = dproc + dqueue + dtrans +  dprop

A

B

transmission
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Packet delay: four sources

propagation

nodal
processing queueing

dnodal = dproc + dqueue + dtrans +  dprop

A

B

transmission

dtrans: transmission delay:
ÁL: packet length (bits) 

ÁR: link transmission rate (bps)

Ádtrans = L/R

dprop: propagation delay:
Ád: length of physical link

Ás: propagation speed (~2x108 m/sec)

Ádprop = d/s
dtrans and dprop

very different
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Packet queueing delay (revisited)

Áa: average packet arrival rate

ÁL: packet length (bits)

ÁR: link bandwidth (bit transmission rate)

ÁLa/R ~ 0: avg. queueing delay small

ÁLa/R -> 1: avg. queueing delay large

ÁLa/R Ҕ мΥ ƳƻǊŜ άǿƻǊƪέ ŀǊǊƛǾƛƴƎ  ƛǎ 
more than can be serviced -  average 
delay infinite!

La/R ~ 0

La/R -> 1

traffic intensity = La/R

a
ve

ra
g

e
  

q
u

e
u

e
in

g
 d

e
la

y

1
service rate of bitsR

arrival rate of bitsL a. : άǘǊŀŦŦƛŎ 
ƛƴǘŜƴǎƛǘȅέ
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άwŜŀƭέ LƴǘŜǊƴŜǘ ŘŜƭŀȅǎ ŀƴŘ ǊƻǳǘŜǎ

ÁǿƘŀǘ Řƻ άǊŜŀƭέ LƴǘŜǊƴŜǘ ŘŜƭŀȅ ϧ ƭƻǎǎ ƭƻƻƪ ƭƛƪŜΚ 

Átraceroute program: provides delay measurement from 
source to router along end-end Internet path towards 
destination.  For all i:

3 probes

3 probes

3 probes

Åsends three packets that will reach router i on path towards 
destination (with time-to-live field value of i)
Årouter i will return packets to sender
Åsender measures time interval between transmission and reply
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Real Internet delays and routes

1  cs-gw (128.119.240.254)  1 ms  1 ms  2 ms
2  border1-rt-fa5-1-0.gw.umass.edu (128.119.3.145)  1 ms  1 ms  2 ms
3  cht-vbns.gw.umass.edu (128.119.3.130)  6 ms 5 ms 5 ms
4  jn1-at1-0-0-19.wor.vbns.net (204.147.132.129)  16 ms 11 ms 13 ms 
5  jn1-so7-0-0-0.wae.vbns.net (204.147.136.136)  21 ms 18 ms 18 ms 
6  abilene-vbns.abilene.ucaid.edu (198.32.11.9)  22 ms  18 ms  22 ms
7  nycm-wash.abilene.ucaid.edu (198.32.8.46)  22 ms  22 ms  22 ms
8  62.40.103.253 (62.40.103.253)  104 ms 109 ms 106 ms
9  de2-1.de1.de.geant.net (62.40.96.129)  109 ms 102 ms 104 ms
10  de.fr1.fr.geant.net (62.40.96.50)  113 ms 121 ms 114 ms
11  renater-gw.fr1.fr.geant.net (62.40.103.54)  112 ms  114 ms  112 ms
12  nio-n2.cssi.renater.fr (193.51.206.13)  111 ms  114 ms  116 ms
13  nice.cssi.renater.fr (195.220.98.102)  123 ms  125 ms  124 ms
14  r3t2-nice.cssi.renater.fr (195.220.98.110)  126 ms  126 ms  124 ms
15  eurecom-valbonne.r3t2.ft.net (193.48.50.54)  135 ms  128 ms  133 ms
16  194.214.211.25 (194.214.211.25)  126 ms  128 ms  126 ms
17  * * *
18  * * *

19  fantasia.eurecom.fr (193.55.113.142)  132 ms  128 ms  136 ms

traceroute: gaia.cs.umass.edu to www.eurecom.fr

* Do some traceroutes from exotic countries at www.traceroute.org

* means no response (probe lost, router not replying)

3 delay measurements from 
gaia.cs.umass.edu to cs-gw.cs.umass.edu 

3 delay measurements
to border1-rt-fa5-1-0.gw.umass.edu 

looks like delays 
decrease! Why?

trans-oceanic link
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Packet loss

Áqueue (aka buffer) preceding link in buffer has finite capacity

A

B

packet being transmitted
buffer 

(waiting area)

ϝ /ƘŜŎƪ ƻǳǘ ǘƘŜ WŀǾŀ ŀǇǇƭŜǘ ŦƻǊ ŀƴ ƛƴǘŜǊŀŎǘƛǾŜ ŀƴƛƳŀǘƛƻƴ όƻƴ ǇǳōƭƛǎƘŜǊΩǎ ǿŜōǎƛǘŜύ ƻŦ ǉǳŜǳƛƴƎ ŀƴŘ ƭƻǎǎ

packet arriving to
full buffer is lost

Ápacket arriving to full queue dropped (aka lost)

Álost packet may be retransmitted by previous node, by source end 
system, or not at all
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Throughput

Áthroughput: rate (bits/time unit) at which bits are being sent from 
sender to receiver

Åinstantaneous: rate at given point in time

Åaverage: rate over longer period of time

server, with
file of F bits 

to send to client

link capacity
 Rs bits/sec

link capacity
 Rc bits/sec

server sends bits 
(fluid) into pipe

pipe that can carry
fluid at rate
 (Rs bits/sec)

pipe that can carry
fluid at rate
 (Rc bits/sec)

Introduction: 1-60



Throughput

Rs < Rc  What is average end-end throughput?

Rs bits/sec Rc bits/sec

Rs > Rc  What is average end-end throughput?

link on end-end path that constrains  end-end throughput

bottleneck link

Rs bits/sec Rc bits/sec
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Throughput: network scenario

10 connections (fairly) share 
backbone bottleneck link R bits/sec

Rs

Rs

Rs

Rc

Rc

Rc

R

Áper-connection end-
end throughput: 
min(Rc,Rs,R/10)

Áin practice: Rc or Rs is 
often bottleneck

* Check out the online interactive exercises for more 

examples: http://gaia.cs.umass.edu/kurose_ross/
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Chapter 1: roadmap
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ÁWhat is the Internet?

ÁWhat is a protocol?

ÁNetwork edge: hosts, access network, 
physical media

ÁNetwork core: packet/circuit 
switching, internet structure

ÁPerformance: loss, delay, throughput

ÁSecurity

ÁProtocol layers, service models

ÁHistory



Network security

ÁInternet not originally designed with (much) security in mind
Åoriginal vision: άa group of mutually trusting users attached to a 
ǘǊŀƴǎǇŀǊŜƴǘ ƴŜǘǿƻǊƪέ J

ÅInternet protocol designers playing άcatch-ǳǇέ

Åsecurity considerations in all layers!

ÁWe now need to think about:
Åhow bad entities can attack computer networks

Åhow we can defend networks against attacks

Åhow to design architectures that are immune to attacks
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Bad entities: packet interception

ǇŀŎƪŜǘ άǎƴƛŦŦƛƴƎέΥ 

Ábroadcast media (shared Ethernet, wireless)

Ápromiscuous network interface reads/records all packets (e.g., 
including passwords!) passing by

A

B

C

src:B dest:A     payload

Wireshark software used for our end-of-chapter labs is a (free) packet-sniffer
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Bad entities:  fake identity

IP spoofing: injection of packet with false source address

A

B

C

src:B dest:A     payload
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Bad entities: denial of service

target

Denial of Service (DoS): attackers make resources (server, 
bandwidth) unavailable to legitimate traffic by 
overwhelming resource with bogus traffic

1. select target

2. break into hosts 
around the network 
(see botnet)

3. send packets to target 
from compromised 
hosts
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Lines of defense:

Áauthentication: proving you are who you say you are
Åcellular networks provides hardware identity via SIM card; no such 

hardware assist in traditional Internet

Áconfidentiality: via encryption

Áintegrity checks: digital signatures prevent/detect tampering

Áaccess restrictions:  password-protected VPNs

Áfirewalls: ǎǇŜŎƛŀƭƛȊŜŘ άƳƛŘŘƭŜōƻȄŜǎέ ƛƴ ŀŎŎŜǎǎ ŀƴŘ ŎƻǊŜ ƴŜǘǿƻǊƪǎΥ
Áoff-by-default: filter incoming packets to restrict senders, receivers, 

applications 
Ádetecting/reacting to DOS attacks

Χ ƭƻǘǎ ƳƻǊŜ ƻƴ ǎŜŎǳǊƛǘȅ όǘƘǊƻǳƎƘƻǳǘΣ /ƘŀǇǘŜǊ уύ
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Chapter 1: roadmap
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ÁWhat is the Internet?

ÁWhat is a protocol?

ÁNetwork edge: hosts, access network, 
physical media

ÁNetwork core: packet/circuit 
switching, internet structure

ÁPerformance: loss, delay, throughput

ÁSecurity

ÁProtocol layers, service models

ÁHistory



tǊƻǘƻŎƻƭ άƭŀȅŜǊǎέ ŀƴŘ ǊŜŦŜǊŜƴŎŜ ƳƻŘŜƭǎ

Networks are complex,
ǿƛǘƘ Ƴŀƴȅ άǇƛŜŎŜǎέΥ
Áhosts
Árouters
Álinks of various media
Áapplications
Áprotocols
Áhardware, software

Question:is there any 
hope of organizing 
structure of network?

Áand/or our discussion 
of networks?

Introduction: 1-70



Example: organization of air travel

Á a series of steps, involving many services

ticket (purchase)

baggage (check)

gates (load)

runway takeoff

airplane routing

ticket (complain)

baggage (claim)

gates (unload)

runway landing

airplane routing

airplane routing

How would you define/discuss the system of airline travel?

end-to-end transfer of person plus baggage
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Example: organization of air travel

ticket (purchase)

baggage (check)

gates (load)

runway takeoff

airplane routing

ticket (complain)

baggage (claim)

gates (unload)

runway landing

airplane routingairplane routing

ticketing service

baggage service

gate service

runway service

routing service

layers: each layer implements a service
Ávia its own internal-layer actions

Árelying on services provided by layer below
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Why layering?

Approach to designing/discussing complex systems:

Áexplicit structure allows identification, 
ǊŜƭŀǘƛƻƴǎƘƛǇ ƻŦ ǎȅǎǘŜƳΩs pieces
Ålayered reference model for discussion

Ámodularization eases maintenance, 
updating of system
Åchange in layer's service implementation: 

transparent to rest of system

Åe.g., change in gate procedure doesnΩt 
affect rest of system
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Layered Internet protocol stack

Áapplication: supporting network applications
ÅHTTP, IMAP, SMTP, DNS

Átransport: process-process data transfer
ÅTCP, UDP

Ánetwork: routing of datagrams from source to 
destination
ÅIP, routing protocols

Álink: data transfer between neighboring  
network elements
ÅEthernet, 802.11 (WiFi), PPP

Áphysical: ōƛǘǎ άƻƴ ǘƘŜ ǿƛǊŜέ

link

application

network

transport

physical

application

transport

network

link

physical
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Services, Layering and Encapsulation

source

Átransport-layer protocol encapsulates 
application-layer message, M, with 
transport layer-layer header Ht to create a 
transport-layer segment
ÅHt used by transport layer protocol to 

implement its service

application

transport

network

link

physical

destination

application

transport

network

link

physical

Transport-layer protocol transfers M (e.g., reliably) from 
one process to another, using services of network layer

Ht M

Application exchanges messages to implement some 
application service using services of transport layer

M
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Services, Layering and Encapsulation

source

Transport-layer protocol transfers M (e.g., reliably) from 
one process to another, using services of network layer

Ht M

Ánetwork-layer protocol encapsulates 
transport-layer segment  [Ht | M] with 
network layer-layer header Hn to create a 
network-layer datagram 
ÅHn used by network layer protocol to 

implement its service

application

transport

network

link

physical

destination

M

application

transport

network

link

physical

MHtHn

Network-layer protocol transfers transport-layer segment 
[Ht | M] from one host to another, using link layer services
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Services, Layering and Encapsulation

source

Ht M

Álink-layer protocol encapsulates network 
datagram [Hn| [H t |M], with link-layer header 
Hl to create a link-layer frame 

application

transport

network

link

physical

destination

M

application

transport

network

link

physical

MHtHn

Link-layer protocol transfers datagram [Hn| [H t |M] from 
host to neighboring host, using network-layer services

MHtHnHl

Network-layer protocol transfers transport-layer segment 
[Ht | M] from one host to another, using link layer services
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Services, Layering and Encapsulation

source

application

transport

network

link

physical

destination

application

transport

network

link

physical

Ht M

M

MHtHn

MHtHnHl

MHtHn

Ht M

M

message

segment

datagram

frame

MHtHnHl
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network

link

physical
application

transport

network

link

physical

application

transport

network

link

physical

Encapsulation: an 
end-end view

source

HtHn M

segment Ht

datagram

destination

HtHnHl M

HtHn M

Ht M

M HtHnHl M

HtHn M

HtHn M

HtHnHl M

router

switch

message M

Ht M

Hn

frame

link

physical
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ÁWhat is the Internet?

ÁWhat is a protocol?

ÁNetwork edge: hosts, access network, 
physical media

ÁNetwork core: packet/circuit 
switching, internet structure

ÁPerformance: loss, delay, throughput

ÁSecurity

ÁProtocol layers, service models

ÁHistory



Chapter 1: summary

Introduction: 1-86

²ŜΩǾŜ ŎƻǾŜǊŜŘ ŀ άǘƻƴέ ƻŦ ƳŀǘŜǊƛŀƭΗ
ÁInternet overview

Áwhat s a protocol?

Ánetwork edge, access network, core
Åpacket-switching versus circuit-

switching
ÅInternet structure

Áperformance: loss, delay, throughput

Á layering, service models

Ásecurity

Áhistory

You now have: 

Ácontext, overview, 
ǾƻŎŀōǳƭŀǊȅΣ  άŦŜŜƭέ 
of networking

Ámore depth, 
detail, and fun to 
follow!
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