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ABSTRACT

This report is inspired by a published article about the
transition to post-quantum cryptography in the context of
DNSSEC by Miiller et al. (2020). However, the focus of this
report is the IPsec protocol instead of the DNSSEC. This
report use the tests used in the earlier mentioned article for
two PQC algorithms and rewrites them to test for different
message sizes. This is to test for the PQC algorithms poten-
tial adaptiation to IPsec, that uses different kinds of message
sizes. The PQC algorithms that are used in this report are
Falcon-512 and Rainbow-1,.

1 INTRODUCTION

In the future, quantum computers have the potential to crack
cryptographic algorithms much faster than is possible to
this day. This means that some of our today considered safe
and unbreakable cryptographic algorithms used in Internet
protocols may be at risk. The National Institute of Standards
and Technology! (NIST) has initiated a process to develop,
test, and standardize so called quantum-safe algorithms, that
is post-quantum cryptographic (PQC) algorithms, and there
is currently research taking place to prepare for and ease the
transition to these new algorithms.

This report is inspired by an earlier published article about
the transition to post-quantum cryptography in the context
of DNSSEC by Miiller et al. [1]. With their article, Miiller et
al. published performance tests for PQC in DNSSEC, which
we in this report have tried to modify to be applied for IPsec
instead. The already existing performance tests published for
DNSSEC is testing three different PQC algorithms; Rainbow-
I, Falcon-512 and RedGeMSS128, these algorithms will also
be used for the IPsec performance tests. Beyond this, the
report will research about the future of PQC for IPsec.

The choice was made to focus on PQC for IPsec because
there is not currently much research available on the topic,
and because IPsec is a widely used protocol suite to ensure
data sent over public networks is secure. As an example,
IPsec is often used to set up secure virtual private networks
(VPNs), which are an essential tool for many.

Thttps://www.nist.gov/
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Research questions. In this report the following set of
problems and questions are addressed:

(1) What requirements and prerequisites exist for
the IPsec protocol regarding transitioning to post-
quantum cryptography algorithms?

(2) Can the published PQC performance test programs
for DNSSEC from Miiller et al. [1] be compiled, run,
and modified in a useful way?

(3) If the answer to the second question is yes, what PQC
algorithms could be suitable for IPsec based on the
results of performance tests?

Delimitations. In regards to the limited time to conclude
this report, delimitations has been made. Firstly, only one
part of what IPsec does as a protocol suite is treated in this
report; that is ensuring data integrity and origin authen-
tication (digital signatures). The other part of IPsec, data
confidentiality, is not touched on in this report (public-key
encryption and key-establishment).

Further, only a small subset (two to be precise) of the PQC
algorithms for digital signatures available from NIST? is used
in the performance tests in this report. This is because the
ones used here already had basic performance test programs
available through the published article by Miiller et al. [1],
which was mentioned earlier.

2 RELATED WORK

As mentioned in the introduction, this report is based on a
paper by Miiller et al. [1] that is discussing about PQC perfor-
mance test programs for DNSSEC. The paper is performing
a case study that analyzes the impact of PQC on DNSSEC.

Another paper that has a similar approach is wtritten by
van Heesch et al. [2]. In that paper they have implemented
and evaluated PQC algorithms in OpenVPN and over HTTPS
by using an adapted version of OpenSSL. Both OpenVPN
and HTTPS uses TLS to set up secure channels and therefore
the work they have done can be relevant for other software
solutions that uses TLS. The performance tests were focused
on CPU and network overhead.

Zhttps://csre.nist.gov/Projects/post-quantum-cryptography/round-3-
submissions



There is another paper by Eric Crockett et al. [3] that is
discussing the implementation of PQC for two major internet
security protocols. Namely the Transport Layer Security
(TLS) and Secure Shell (SSH) protocols. The article explores
the possibility of integrating post-quantum and hybrid key
exchange and authentication into communication protocols
generally and especially into TLS and SSH.

3 BACKGROUND

In this section, relevant topics are briefly described to aid
understanding of the results of this report. First, the basics
of PQC is explained, followed by a brief description of the
IPsec protocol (suite). Lastly, the most significant concepts
of cryptography in the context of this report is explained.

3.1 Post-quantum cryptography

Post-quantum cryptography refers to cryptographic algo-
rithms that are thought to be secure against future quantum
computers. It is believed that an ample quantum computer
running Shor’s algorithm [4] will be able to solve several of
the complex mathematical problems that some of today’s
algorithms take advantage of to ensure their security. PQC
algorithms can be grouped into four groups; lattice-based,
multivariate, hash-based, and code-based cryptography [5].

Lattice-based cryptography is a term used for crypto-
graphic algorithms that involves lattices. Many lattice based
algorithms have their security based on the assumption that
lattice problems cannot be solved efficiently [6, 7].

Multivariable polynomial cryptography is a set of
algortihms that relies on the difficulty of solving the multi-
variable polynomial algorithm over finite fields [7].

Hash-based cryptography is used for digital signatures
and can resist quantum computer attacks becuase they are
based on the security properties of crypto hash functions.
More exaclty, the collision resistance and pre-image resis-
tance [7].

Code-based cryptography is a set of algorithms that are
based on error-corecting to construct a one-way function. It
is relying on the hardness of decoding a message that con-
tains random errors in it and still recover the code structure

(8].

3.2 IPsec

Internet Protocol Security (IPsec) is a protocol suite that in a
secure way authenticates and encrypts packets of data that
is communicated between two clients in an Internet network.
The Internet Protocol (IP) is not a part of this suite, but IPsec
runs directly on top of IP. IPsec has two modes it can operate
in; transport mode and tunnel mode.

Transport mode provides host-to-host encrypted traffic.
If two hosts has established a connection, they can securely
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send data between each other. However, in transport mode
the IP header is visible, which means that the routing will be
intact, and the final destination of a packet will be known to
intermediary routers.

Tunnel mode provides both secure connections for host-
to-host, host-to-network, and network-to-network commu-
nications. Just as in transport mode the data between two
entities will be secured on the way, but in addition to this the
original IP header will be encrypted. This means that inter-
mediary routers will not have access to final destination of
packets, only temporary addresses placed in an outer header
is used by them to know where to route the packet forward.
Tunnel mode is used for VPNs [9].

IPsec uses several protocols to perform various actions.
They are responsible for different parts of the process of
providing a secure connection between two entities, and
together they make up IPsec.

Authentication Headers (AH) ensures data integrity
and data origin authentication, by the usage of a hash func-
tion and a shared secret key in its algorithm. However, noth-
ing is encrypted by the AH [9].

Encapsulating Security Payload (ESP) also provides
data integrity and data origin authentication, but foremost
it assures data confidentiality through encryption. In trans-
port mode, ESP only encrypts the payload of the IP packet,
while the header remains visible. However, in tunnel mode
ESP encapsulates the whole IP packet, including the (inner)
header, and adds an (outer) header which is visible [9].

Security Association (SA) is the mechanism that nego-
tiates and establishes cryptographic algorithm, encryption
keys, and hash function for integrity. This process takes place
before any data can be sent securely over the network [9].

3.3 Signing and Verification

Signing in short means that something is proven to be
owned by someone. For example that a document has been
owned or written by someone and then they sign it to make
sure that it is proven that they signed it [10]. It works in
such a way that the document also has a hash digest that is
hashed using a hash algorithm with the senders private key,
then the recipient receives the document, hash digest and
the senders public key. The receiver then hash the message
using the public key and if the resulting digest matches the
one received then it is proven that it is the sender who signed
it, this is what verification means.

4 METHOD

To answer Question 1, a literature study was conducted. How
it was performed is described in this section. Also described is
the performance tests that were created to answer Question 2
and Question 3.
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4.1 Literature study

To derive requirements for transitioning IPsec to PQC, mate-
rial on the subject was gathered and worked through. The
focus has been to read published articles from acknowledged
conferences within the area of security, networking, and
cryptography, as well as official publications from large au-
thorities and IETF? documentation (RFCs). Much material
have been taken from official publications from NIST*, along
with RFCs for IPsec, protocols within the IPsec suite, and
cryptographic algorithms used by IPsec.

4.2 Performance tests

In the NIST PQC project® there are two main groups
of algorithm candidates; public-key encryption and key-
establishment algorithms, and algorithms for digital signa-
tures. For this report, the three PQC algorithms that Miiller et
al. [1] published tests for was initially considered; Rainbow-
I,%, Falcon-5127 and RedGeMSS1288. After trying to compile
and run the original tests, it was decided that RedGeMSS128
would not be considered further due to complications of com-
piling that test. Both Rainbow-I, and Falcon-512 are third
round finalists of the NIST standardization process [11], and
both are for digital signatures.

The original test programs were modified to test perfor-
mance of signing and verification for varying message sizes.
An overview of the modified tests that was used for this
report is shown in Figure 1. The test programs for Rainbow-
I, and Falcon-512 had the same structure (the difference
between them being the algorithms for creating key pair,
signing, and verification). The performance tests was run on
a machine with four cores equipped with Intel Core i5-7500T
CPU (2.70GHz), 16GB RAM, running Ubuntu 20.04.4 LTS.

The actual test part of the program, the darker grey sec-
tion of Figure 1, started with creating a key pair, followed by
generation of a random message with a given length. The
message is a char array of randomized chars. Then signing of
the message is performed for ten seconds, where only sign-
ings per second is the value pasted forward. Lastly, the same
message is prepared for verification before being verified for
ten seconds. Again, only verifications per second is passed
forward to the main part of the test program. This process
was executed eleven times with a different message size each
time, that started on 21 bytes with an increment of about
6550 bytes each round up to 65520 bytes for the final round.

3https://www.ietf.org/

4https://www.nist.gov
Shttps://csre.nist.gov/Projects/Post-Quantum-Cryptography
Shttps://www.pqcrainbow.org/

"https://falcon-sign.info/
8https://www-polsys.lip6.fr/Links/NIST/GeMSS.html
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Figure 1: High-level overview of the modified test pro-
grams.

5 IPSEC REQUIREMENTS

It has been difficult to derive exact and definite requirements
that exist on IPsec as a suite, regarding signing and valida-
tion speed. The requirements described next should perhaps
best be seen as estimations that we discuss rather than hard
requirements.

Key size. For IPsec encryption, NIST® currently recom-
mends four algorithms to be used; AES-GCM, AES-CTR,
AES-CBC, and AESCCM [12]. Those allow for 128-bit, 192-
bit, and 256-bit keys. 128-bit seems to be the default as of
now, but because IPsec sessions can have a long lifetime (rec-
ommended eight hours [12, 13]) and carry multiple packets,
it could be considered favourable to move towards 256-bit
keys as standard in the long run [14].

Signature size. NIST currently recommends HMAC-
SHA256, HMAC-SHA384, HMAC-SHA512, and AES-GMAC
as algorithms to ensure integrity with IPsec. HMAC-
SHAZ256/384/512 generates signatures of size 32 bytes, 48
bytes, and 64 bytes respectively [15].

Data unit size. The recommended and typical maximum
transmission unit (MTU) for IPsec is 1500 bytes [13, 16].
However, there exist recommendations from entities to set
it to a value no more than 1360 bytes [13], to leave space
for a potential IPsec encapsulation overhead. Given that, it
should be noted that IPv6 requires a MTU of 1280 bytes or
more [16].

“https://www.nist.gov/



6500

6000

Falcon-512
Rainbow-la | ]

5500 t
5000 f

£ 4500

o

£ 4000}

5

& 3500
3000t
2500 |
2000 ¢

1500 : - : : : :
0 1 2 3 = 5 6 7
Message length (bytes) «10%
Figure 2: Number of signings/s for different message

sizes.

6 PERFORMANCE TEST RESULTS

In this section, the performance test results are presented.
First the Falcon-512-specific results are described, followed
by results specific for Rainbow-I,.

6.1 Falcon-512

In the Falcon-512 test there is a clear indication that both
the signing speed and the verification speed slows down
with the increase of message size. As seen in Figure 2 the
speed of signings (signings/s) decreases linearly when the
message size increases. The signings/s decreased 49.7% when
the message size went from 21 bytes to 65520 bytes.

For the number of verifications/s it is obvious from Fig-
ure 3 that the number of verifications per second decreases
exponentially. There is a steep decrease of verifications/s
in the beginning and then the decrease slows down as the
message size increases. The verifications/s decreased 85.6%
when the message size increased.

6.2 Rainbow-I,

The Rainbow-I, test differed some from the Falcon-512 test
with the Rainbow-I, algorithm having a higher number of
signings/s overall but the number of verifications/s is lower
than for the Falcon-512 algorithm. As seen in Figure 2 the
number of signings/s decreases linearly from 6000 to 3080,
meaning a decrease of 49.0% when the message size increased
from 21 bytes to 65520 bytes.

When studying the verifications/s for the Rainbow-I, al-
gorithm it is seen in Figure 3 that the decrease in speed is
almost linear. The decrease is from 7089 to 3352, meaning a
decrease of 52.7% when the message size increased.
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Figure 3: Number of verifications/s for different mes-
sage sizes.

7 DISCUSSION

When comparing the results from Subsection 6.1 and Sub-
section 6.2 the first thing to notice is that the decrease in
signings/s is linear for both the Falcon-512 and Rainbow-1,
algorithms. The difference is that Rainbow-I, have a higher
starting speed than Falcon-512, almost 2000 signings/s higher.
Then the decrease is linear for both of the algorithms with
the exception that around 15 000 to 20 000 byte message size,
the signings/s increases a little bit to then later continue to
decrease linearly. Since the data the plot is made of is the
mean values for 10 different runs it is significant that this
"bump" is showing since it means that it appears regularly.
Why this happens is hard to know.

However, when looking at the starting speed of verifica-
tions/s it is much higher for the Falcon-512 algorithm with
it beginning at 23000 verifications/s in comparison to the
7000 that Rainbow-I, start at. The large difference is how
the speeds decrease when the message size increases. For
the Rainbow-I,, algorithm, the speed of the verifications de-
creases linearly to around 50% of the starting value. For the
Falcon-512 algorithm on the other hand, its speed decreases
exponentially with a total decrease of 85.6%, but still is faster
than the Rainbow-I, algorithm for large message sizes.

The first main reason for the large difference in perfor-
mance for the two different algorithms is that Falcon-512
is a lattice-based cryptographic system and Rainbow-I, is
a multivariable public key crypto system (same category
as multivariable polynomial cryptography as described in
Subsection 3.1).
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8 CONCLUSION

To answer the research questions stated in Section 1, the
conclusions are as follows.

Question 1: It was difficult to derive assertive require-
ments and prerequisites for transitioning IPsec as a protocol
suite to PQC. Currently used algorithms in IPsec can be
looked at in order to reason about what is acceptable, at this
time, regarding key, signature, and data unit size.

Question 2: Yes, two out of the three published PQC
performance tests could be recreated and even modified in
a way to explore different message sizes for signing and
verification.

Question 3: It is hard to answer. Both algorithms could
work for the IPsec protocol, they are a little bit opposite to
each other with one being faster at signings and the other
at verifications. However, for other parts of the IPsec proto-
col, such as encrypting information or key-exchange, these
algorithms are not made for it.

An important note is that according to a very recent article
in the Cryptology Eprint Archive [17], the Rainbow PQC
algorithm is breakable. However, this is very recent news
and there still needs to be more research done.

8.1 Future work

As mentioned as delimitations in Section 1, only the data
integrity and origin authentication (digital signatures) part
of IPsec has been treated in this report. Therefore, perform-
ing performance tests for public-key encryption and key-
establishment PQC algorithms is of high interest. Addition-
ally, since only a subset of the available digital signature PQC
algorithms was tested in this report, doing so on the rest of
them is also of interest.

The performance tests conducted in this report only tests
how efficient the used PQC algorithms is on signing and
verifying digital signatures for different message sizes in
a certain range, so expanding the test surface is of great
interest. Concerning transitioning the IPsec protocol suite
to PQC, clear and distinct requirements on its cryptographic
features (e.g. signature and key size) has to be determined
in order to make an educated and successful choice of PQC
algorithms when the time comes to transition.
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