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Abstract—Distributed ledger technology (DLT) is a technology
using peer-to-peer networks to make decentralized applications.
The popularity of different Distributed ledger technologies such
as Bitcoin and Ethereum are rising. This paper wants to con-
tribute with a performance comparison between the difference of
private and public DLTs, the usage of smart contracts in DLTs
and which scope of usage they are best fitted for. By doing a
literature study, several characteristics, which affect the DLTs,
are presented to help the comparison regarding the performance.
We found that there are several different sectors DLTs are usable
for. The differences between private and public DLTs are many
and there are different aspects considered to decide which one
to use. The same is concluded for smart contracts.

Index Terms—Distributed ledger technology, Smart contract,
Blockchain

I. INTRODUCTION

Distributed Ledger Technology (DLT) is the term for the
usage of peer-to-peer networks to decentralize services. DLTs
can offer the characteristics to ensure data integrity, authen-
ticity and provenance (the origin). An example of a DLT is
blockchain. The blockchain inherits the characteristics from
the DLT and extends its own characteristics to register sales,
contracts and agreements to a frequently updated list. Those
characteristics were intended to support crypto-currency like
Bitcoin [1]. Bitcoin has over 70 million users worldwide
at the end of Mars 2021 [2] and it seems it will not stop
growing in popularity. Bitcoin’s popularity has made more
and more different DLTs arise. To mention a few there is the
Hyperledger family, Ethereum and EOS. The new DLTs have
differences in terms of usage, smart contracts and if it is a
public or private DLT. The combination of those differences
will generate different tradeoffs, which this paper aims to
investigate. The main questions for this paper to investigate
are:

• RQ1: How do different DLTs tradeoffs differ when using
smart contracts?

• RQ2: How do different DLTs tradeoffs differ between
using private vs public DLTs?

• RQ3: Where are the DLTs, compared in the questions
above, best suited to use?

The research aims to investigate the recent development of
DLTs and will not be going into their history. Therefore, most
of the sources used will be from within the last 8 years. Also,

the picked DLTs are all of the type blockchain, are required
to use smart contracts and are equally divided between public
and private DLTs.

II. BACKGROUND

A. Distributed Ledger Technology

A ledger is a register of transactions and the transaction is
divided into blocks [3]. This ledger is shared between different
nodes in a network to become a distributed ledger. Every node
has a copy of the ledger to maintain by connecting it to other
nodes and establishing peer-to-peer connections between the
nodes in the network.

1) The researched Distributed ledgers:
Ethereum: Often called the second generation of DLTs, it

introduced smart contracts and can be both private and public.
It can use both Proof of Work (PoW) or Proof of Stake (PoS)
while public and Proof of Work or Proof of Authority (PoA)
while private. To enable smart contracts Ethereum has its own
language called Solidity [3].

EOS: The first smart contract platform with the use of
Delegated Proof of Stake (DPoS) [4] and counted as one of
the first third generation blockchain. The intent of EOS was to
make a competitor to Ethereum [3] by using DPoS, increasing
scalability and higher throughput [1].

Hyperledger Fabric: The first Hyperledger to come out
from the Hyperledger ecosystem, having its strong points in
its modular design, pluggable features and strong privacy.
Because of the pluggable features you can with Hyperledger
Fabric e.g. switch consensus algorithms depending on your
needs [1].

This DLT uses smart contracts, two layered architecture and
can have multiple ledgers within its ecosystem. The first layer
of the architecture keeps track of the identity of all members
of the ledger. This helps with security, making it possible
creating policies dictating what the different users are allowed
to do. The second layer is for creating channels and uniquely to
Fabric is the attachment of a ledger to a channel. Channels are
then used to segregate the interactions between certain users
from other users outside of the channel, creating the possibility
for users to independently separate their transactions.

Hyperledger Sawtooth: Initially developed by Intel and
bound to their Intel SGX (Software Guard Execution) because



of its use of the Proof-of-Elapsed-Time (PoET) consensus
algorithm. Sawtooth security is based on the execution within
secure enclaves inside of the processor and then verified
by a remote attestation process. In Sawtooth you can also
use transaction families, grouping allowed operations and
transaction types, to encapsulate business logic (contract) [1].

Sawtooth also allows for configured thresholds, putting
limitations on how much you want the DLT to process at the
same time before rejecting the rest [3].

B. Consensus Algorithms

Consensus algorithms are used to reach a consensus among
nodes in a network. This consensus is needed to create
uniformity within a network in need of conclusions.

There are two different kinds of consensus algorithms,
proof-based and voting-based. For proof-based consensus al-
gorithms the network needs to solve cryptographic problems
in order to get the right to append the block. Voting-based
consensus algorithms vote for it and are preferably used in
private blockchains where nodes are known [5].

1) Proof of Work (PoW): Proof of work is a proof-based
algorithm and relies on nodes solving a mathematical puzzle.
It is for example used in Bitcoin to protect against unwanted
changes to the ledger blockchain. After hashing a value with
SHA 256, the system will determine if the hash value satisfies
the difficulty level of the system [5]. If it is not, the hash value
is too weak and needs to be recalculated. The recalculations
work by changing the nonce value. A nonce value is a value
that doesn’t have any meaning, but is added to the block, which
should be hashed, in order to create a hash value that satisfies
the difficult level set by the system. The hash value is then
recalculated with a new added nonce value to try and prove its
satisfiability by the system difficulty level. If it is not satisfied
again, the nonce value will repeatedly be changed until it
is met by the system. After being accepted by the system,
the nodes verify their blocks hash value and nonce value
by broadcasting it to the other nodes on the network, which
append it to their own ledger. This makes the systems proof
of work highly secure but in need of a lot of computational
power [6].

2) Proof of Stake (PoS): Replacing the miners of mathemat-
ical puzzles above by choosing authorized validators based on
the amount of currency they have in the system. It keeps this
system secure by penalizing the users with malicious behavior
by removing their currency while rewarding the users who act
correctly, hoping potential losses over failed attacks will deter
attackers. This system leads to less latency, better throughput
and increased power efficiency [7].

But by lowering the cost of mining and effort you are
more vulnerable to malicious attacks. This limitation of this
algorithm is called the ”Nothing-at-stake” problem. Another
drawback of the algorithm is the possibility of centralization
as its wealthiest node can increase its dominance based on this
system.

3) Delegated Proof of Stake (DPoS): The Delegated Proof
of Stake (DPoS) consensus algorithm applies 21 validators,
also called Block Producers (BPs). The 21 various validators
are selected from a set of Block Producers [1]. The validators
take place in various nodes of the network. The validators act
as a delegate to validate the transaction to another node by
using a voting process. The delegates take turns to vote on
newly created blocks and validate the blocks authenticity. It is
also possible to vote out a dishonourable delegate if it shows
malicious behavior, but this can also lead to corruption in the
voting process if used incorrectly [7].

The difference between PoS and DPoS is that PoS pursue
a direct democratic policy and DPoS pursue a representative
democratic policy. Another difference is that in DPoS there are
fewer participants involved in the process of block validation
than there is in PoS. This alleviates for faster block generation
and for faster transactions provable. For DPoS it is also
possible to assure efficiency by adjusting the block size and
block intervals.

The limitation of DPoS as a consensus algorithm is it
can have centralization tendency. This means that a validator
can by themselves vote for others to become validators by
manipulating the votes. This can lead to potential malicious
validators to join the voting process, but as described before,
dishonest validators can be voted out by the other validators.

4) Proof of Authority (PoA): This algorithm relies on hav-
ing chosen authorities within the network. While an authority,
a user can sign off and validate a block. By then switching
which authority is allowed to validate which block, it prevents
malicious users who have gained authority from validating
many blocks in a row [3].

C. What is a smart contract?

Smart contracts are the idea of embedding contractual
clauses into software. Introduced in blockchain by Ethereum,
it works by having immutable pieces of code reside within the
block’s data which then is triggered by transactions. Just like
any other transaction in blockchain the output becomes vali-
dated by the nodes and results are saved into the blockchain.
Since they are censorship-resistant like any blockchain data it
is hard to stop it without altering most of the nodes in the
network [3].

D. Private vs Public Distributed Ledgers

A public distributed ledger, also called non-permissioned
distributed ledger, allows anybody to create and validate blocks
but also modify the ledger state by storing and updating data
through transactions with other entities of the network.

A private distributed ledger, also called permissioned dis-
tributed ledger, only allows authorized people to create or
validate blocks or to modify or in any other way participate
within the ledger. This means a private distributed ledger is
restricting the accessibility of a ledger and therefore can ensure
the privacy of the data in a ledger [1].



They are not always interchangeable though as there
are concepts of public-permissioned, like EOS, and private-
permissionless DLTs. Public DLTs meaning everyone being
able to join and information being available for anyone and
permissioned meaning having authorities within the network.
Private DLTs meaning not sharing any data and permissionless
meaning no authorities on the network.

III. METHODOLOGY

In this section the searching of relevant literature for the
researched questions is presented.

A. Searching literature

To find relevant literature for this survey, we used the three
databases Google Scholar, IEEE and LiU Library. In those
databases different keywords were used to find the relevant
papers. The keywords which were used can be seen in Table
I. The keywords were also used in different combinations and
used with the Boolean operator AND.

B. Literature screening

By prioritizing papers with a higher number of citations and
quickly reading abstracts to check their relevance we thinned
out the first round of keywords searched. This first round is
called filter 1. In the next round of filtering, called filter 2, the
papers from filter 1 was read at a deeper level. This included
the reading of the introductions, results and conclusions to
get a better view of the papers. If the paper was classified as
usable for this survey, it bypassed filter 2.

C. Categorizing

After selecting and filtering which scientific papers were
relevant for our process, they were categorized into each
section, to see to which of our 3 questions they were most
relevant to and to see for example which DLTs, characteristics
or usage area they brought up. If it was relevant enough for
multiple questions or DLTs it showed up multiple times within
this categorization.

IV. RESULT

For this section, the findings from the literature are pre-
sented. First for smart contracts, followed by private vs public
ledger and finally where the DLTs are best suited.

A. Smart contracts

1) DLT performance using smart contracts: In an exper-
imental study made by Benahmed et al. [3] they measured
four characteristics for three different DLTs. The measured
parameters were CPU consumption, memory consumption,
load scalability and network scalability. The three DLTs were
EOS, Ethereum and Hyperledger Sawtooth.

For the CPU consumption, the experiment used five dif-
ferent nodes to send various amounts of transaction between.
The result of the measurement showed the percentage usage
of a core in a multi-core CPU (e.g. 120% is the full usage
of one core and 20% of a second core). The average CPU

consumption for sending 10, 100 and 1000 are shown in Table
II.

The Memory consumption was also using five different
nodes to send various amounts of transactions between. To
measure the memory consumption the experiment saved and
read data through the DLT. The node, which received and sent
the data, was using its RAM to store the blocks and gives an
idea of the memory consumption.

To measure the load scalability, the transactions were set
to 1000 and a node range of 2-9 nodes. Then the experiment
measured the speed for a transaction to be sent between two
nodes. The scale is the average of the transactions executed
per second (tx/s).

The network scalability measurement works almost as the
load scalability. The differences are that the number of nodes
is set to five and it is using a range of 50 to 1000 transactions.

2) Smart contracts impact on characteristics: How does
smart contracts affect the characteristics of the ledgers? Does
it slow it down, help with immutability, help scale it up, etc?
Here we present the results about those findings.

1) Privacy - In general, Nikos Fotiou and George C. Poly-
zos describe that the information in a smart contract is
available for everyone. They describe three implications
of what this property leads to:

a) A smart contract cannot store private data (e.g.
private keys).

b) A smart contract cannot execute operations that
requires secret information (e.g. creating a digital
signature).

c) A smart contract cannot create or generate secret
information (e.g. create a private key).

In the example of creating or storing a private key, every
person can see in the smart contract what the stored
private key value is and how a private key is created by
studying the algorithm [8].
While for example Ethereum only storage of smart
contracts is in bytecode, new programs that analyze the
bytecode now have put the privacy of these contracts
under risk [9].

2) Immutability - Nikos Fotiou and George C. Polyzos
describe in general that smart contracts are immutable.
When a smart contract is deployed, nobody can modify
the smart contract. If there exist a flaw in the smart
contract after deployment, the flaw stays in the smart
contract forever due to there being no way to grant an
update [8].
Because of immutability, when you send cryptocurrency
to a smart contract address there might be an error
causing the receiver’s private key not to be visible to the
sender. This leads to your transaction being statistically
impossible to recover because of the low probability of
guessing the address. Trying to use computational power
to do so would be impractical both in resources and in
time. This is called Cryptocurrency transfer loss [9].



TABLE I
KEYWORDS USED FOR SEARCHING LITERATURE

Private DLT Public DLT Private vs public DLT
DLTs private public DLT Distributed ledger

Distributed ledger performance Distributed ledger performance comparative DLT tradeoffs
Smart contracts DLT DLT smart contracts Distributed ledger technology AND private AND public

DLT AND smart contracts AND tradeoffs DLT AND smart contract AND comparison Smart contracts AND distributed ledger technology

TABLE II
SMART CONTRACT EXPERIMENTAL RESULTS

DLT CPU consumption (%) Memory consumption (MB) Load scalability (tx/s) Network scalability (tx/s)
For 10
transactions

For 100
transactions

For 1000
transactions

For 10
transactions

For 100
transactions

For 1000
transactions

Ethereum [3] 110 120 125 230 460 460 10 4-11
EOS [3] 5 10 10 10 10 10 21 21

Sawtooth [3] 65 65 18 50 40 190 3-7 3-10

3) Security - If a participant in a smart contract breaks
their conditions of the contract, they would be punished
by losing their paid deposit and establishing timed
commitments according to protocol, which is a way to
ensure values are returned back to its previous owner.
But this can be exploited by others looking to hurt you
or simply by bad luck, as a timed DoS attack can make
you miss fulfilling your conditions on time, making you
suffer losses despite wanting to cooperate. This sort of
problem is called Unilateral abortion [9].

4) Upgradability - Smart contracts upgradability differs
from DLT to DLT. On Ethereum upgrading smart con-
tracts is not possible while on EOS they are, even
without forking [1].

3) Problems with smart contracts: In a systematic study
from D. Macrinici et al. [9], they identified 16 problems
for smart contracts within blockchain. The 16 problems are
presented below.

1) Consensus mechanism - This problem relates to the
different consensus algorithms creation of smart con-
tracts. Regarding the PoW consensus algorithm, where
a large amount of energy is consumed while mining,
there exists risks for centralization and in the network,
where the mining takes place, it tends to fall for attacks.
For the PoS consensus algorithm, there is a decrease in
security and a loss of transactions completeness. In PoS,
some risk for centralization is reduced but there are still
some centralization risks left (e.g. stakeholders control
in stake pools).

2) Sacrificed performance for scalability - There are
tradeoffs in performance to accomplish high scalability.
There is for example heavy work to handle a large
number of transactions in DLTs such as Bitcoin and
Ethereum. Other heavy work in need of a decrease is
the hardware and resource requirements which operate
within a decentralized network.

3) Unpredictable state - In general, when sending a trans-
action which require a smart contract there is a doubt
about the state of the contract while the transaction

is running. D. Macrinici et al. bring up two different
situations for this. The first is when a contract state is
changed by other transactions, which could be executed
first. The second situation is when a fork is needed to
be executed. As a consequence of those two situations,
an exploit was raised so that an attacker could trick
honourable users to use their malicious library. This
library is then updated into the smart contracts and
makes an entry point for the attacker.

4) Generating randomness - This problem refers to an
issue where the source of randomness should meet three
criteria to generate a randomness. The three criteria
are, available globally, verified independently and un-
predictable. Two suggestions to solve the problem was
to use the blocks hashes or timestamps but those two
suggestions were vulnerable to other attacks.

5) Timestamp dependencies - When using the timestamp
from a block as a condition to let central operations be
executed, security problems arise within smart contracts.

6) Lack of reimbursement - This problem is the unfin-
ished handling of preconditions. This problem encloses
the situation when a party is going to lose in a elected
abortion, the payment to the other party is also aborted.
An example could be a poker tournament where a player
needs to pay a fee (which is included in the prize for
winning the tournament) to take part in the tournament
and when the player loses, the player takes back the fee
and leaves.

7) Unilateral abortion - This problem is already described
in the section IV-A2 regarding security.

8) Lack of privacy/preserving privacy - The problem
regards privacy concerns are already presented in the
section IV-A2.

9) Call to the unknown - This problem is in a general
term a flaw, making it possible to execute a DAO-attack,
where an attacker can make participants donate ether
(Ethereum cryptocurrency) to contracts of the attacker’s
preference. The attacker can then withdraw the funds
with the help of a malicious drawback function. For fur-



ther explanation of the DAO-attack and the vulnerability,
it is presented in section IV-B7.

10) Exception disorder - There exist two ways exceptions
were treated. The first way was that the execution
stopped and the side issues were degenerated combined
with the gas consumption. The second way was that
the exception was reproduced in the chain and the side
issues reappeared in the contract again.

11) Gasless send, out of gas exception - Gas in a DLT
context refers to the amount of ether when a transaction
is made, which will pay the execution cost for said
transaction. It is possible during the transaction to run
out of gas and the sender needs to pay back to the
miner to cross the limit. The problem is that there is
a max limit of the amount of gas a user needs to
perform a transaction, but the limit is not trustworthy
as it doesn’t always work. If the limit is exceeded,
an external function is supposed to be called. This
function could fail, making the limit not trustworthy as
the consequences could be that the user possibly pays a
higher price than expected for exceeding the gas limit.

12) Type cast mismatch - Type cast mismatch can emerge
when a message is sent to external contracts which can
include a typecast address in the smart contract interface
and continue to call a function in the smart contract. The
typecast which was included made the compiler unable
to decide if it was a valid or invalid typecast.

13) Re-entrancy - The re-entrancy was the most severe
issue in the DAO-attack, which is described in section
IV-B7. The re-entrancy gives the control to the smart
contract caller from the founder. With the control of the
caller, the caller could withdraw money from another
account.

14) Immutable - This is already described in the section
IV-A2 regarding immutability.

15) Stack overflow - A stack overflow exception was possi-
ble to get when a smart contract was called by someone
other than the creator or if the smart contract was self-
created.

16) Cryptocurrency transfer loss - This is already de-
scribed in the section IV-A2 regarding immutability.

B. Public vs Private Distributed ledger

Here we will use different characteristics to compare where
different private and public distributed ledgers have their
strengths and weaknesses and how it depends on their private
or public design.

The outcome of an analysis of comparing different DLTs
by Chowdhury et al. [1] can be seen in Table III. They are
comparing different DLTs against different parameters. The
comparison between different DLTs and the characteristics are
described in the following sections.

1) Scalability: Scalability is the measurement for how
much data a system can manage during a given period of
time. Because of the lack of need for hard computationally

intensive cryptographic puzzles, using Proof-of-Elapsed-Time,
often used in private DLTs, increases scalability [1]. Another
consensus algorithm, Proof of Work, often used in public
DLTs, also ensures scalability, even though other character-
istics such as throughput and latency suffer while doing so
[7].

As then seen in for instance Table III, the quantitative
evaluation from Chowdhury et al. shows that scalability on
block size and block time is more configurable on private
DLTs than on public ones [1].

According to the research of S. Benahmed et al., out of the
compared DLTs, scalability for loading seems to be strongest
with EOS at 21 transactions per second. Ethereum reaches
a peak when approaching around 100 transactions and then
stagnates at around 10 transactions per second. Sawtooth at
the same peak as Ethereum starts rejecting transactions with a
steady decline after 100 transactions. When looking at network
scalability we can see a similar picture with EOS being stable
at 21 transactions per second while Ethereum and Sawtooth
starts lower and declines, with Sawtooth declining much faster
[3].

2) Cost: Cost, also known as transaction fee, is the cost,
if there is any, for each transaction which stores or manages
data in the ledger [1].

Cost is something mostly used on public DLTs to execute
transactions and smart contracts. The cost exists to prevent the
infinite loop from happening in the code [1] [10] [11].

3) Privacy: Privacy is the ability to cover information of
individual data. Because of everyone’s ability to create and
validate blocks all information stored in public DLTs are
accessible for everyone. This makes public DLTs a bad choice
when wanting privacy or handling sensitive information if it
isn’t handled well enough with for example encryption. [1].

4) Identity and Auditability: Identity is the qualities that
makes a person/thing unique from others [1]. Auditability is
the ability of an auditor to accomplish proper results in a
review of a record [12]. In the Table III the identity is how an
entity is identified with the respect of auditability.

5) Robustness and Resilience: Robustness is the quality or
how unlikely a system fails due to errors. Resilience is the
ability to manage an adversity and return successfully back to
the condition before the adversity [1]. In Table III robustness
and resilience is referred to as the ability to manage against
different types of attacks and uncommon errors.

6) Flexibility: Ethereum proves more flexible in storing
data than bitcoin as it has more data types that can be stored
in any smart contract [1].

Using Proof-of-Elapsed-Time increases flexibility as it al-
lows Sawtooth to be used in both private and public ledgers.



TABLE III
CHARACTERISTICS RESULTS

DLT Scalability Cost Power
consumption

Privacy Identity and
Auditability

Robustness and
Resilience

Block size (MB) Block time (s)
Ethereum [1] Implicit restriction 15 Yes High Data as smart contract

and transactions are
visible for everyone

Has strong support
for auditability and
accountability when
an entity can be
verified properly

Strong resiliency against
data and code
immutability because of
its consensus algorithm

EOS [1] 1, dynamically
configurable

0.5 Yes N/A Data as smart contract
and transactions are
visible for everyone

Has strong support
for auditability and
accountability when
an entity can be
verified properly

Has a robust P2P
structure while its
resiliency is less than
that of Ethereum. This
because EOS is only
using 21 validators,
making it easier for
corruptness and
collusion among the
validators to occur.
Can provide resiliency
against data and code
immutability if the
validators perform
as intended.

Sawtooth [1] Configurable N/A No Very low Support privacy by
using a private ledger
where individuals who
are known can engage

Has strong support
for auditability and
accountability
because of the
usage of public
key cryptography
to verify an identity

Have a robust P2P
network and the
resiliency is depending
on the number of
validators.

Fabric [1] Configurable 0.5-2 No Very low Support privacy by
using a private ledger
there only authorized
persons can engage.
To maintain privacy
within a network of
peers, Fabric applies a
concept called channel
which allows this.

Has strong support
for auditability and
accountability
because of the
usage of PKI-
based identification
which requires an
identity to be
registered and
issued with
required keys

Have a robust P2P
network and the
resiliency is depending
on the number of
endorsers and the
number of orders.

7) Security: The public DLTs such as Ethereum and EOS
have their data and transactions open in the ledger for everyone
and are therefore not suitable for managing sensitive data. To
identify entities, public DLTs uses cryptographic pseudonyms,
which harden the possibility to audit and is open for Sybil
attacks [1].

Sybil attack is when an entity, which is corrupted, can in-
troduce several nodes by itself to take control over the systems
and sabotage redundancy. Redundancy was first introduced
to large-scale peer-to-peer networks to resist security threats
which malicious entities can contribute to. Redundancy is then
bypassed by Sybil attacks [13].

Back to Ethereum, its lack of upgradability for smart
contracts, presented in section IV-A2, made it vulnerable to
attacks such as DAO. Ethereum is vulnerable to this attack
because of its use of the cryptocurrency named Ether. Ether
uses smart contracts but can’t update them if new features are
added or if a bug is found in the current version of the smart
contract. For this attack, a bug in the currently used version of

the smart contract makes it possible for attackers to retrieve a
large amount of money [1].

DAO-attack was an attack on a system named Decentral-
ized Autonomous Organization (DAO) which was created on
Ethereum. DAO uses Ethereum’s cryptocurrency Ether to send
transactions with the help of smart contracts. The DAO system
works by investors exchanging Ether for tokens to vote on an
approval or rejection of a project. The vulnerability in the
DAO system was a flaw in the smart contract called Call to
the unknown. The flaw was used by an attacker to withdraw
their balance, which was stored in DAO, repeatedly before the
balance was adjusted [14].

In comparison to the public DLTs we have the private DLTs
Hyperledger Fabric and Sawtooth, which were created to solve
the different problems with public DLTs. In a private DLT the
identity of an entity must be verified in the network which
leads to accountability and auditability increasing. The verifi-
cation of entities will mitigate the Sybil attack. However, there
is another aspect to be considered about private DLTs. Private



DLTs cannot grant the same amount of security regarding
immutability of data and code compared to a public DLT.
This depends upon if the integrity should be compromised
in any DLT, it requires to corrupt or collude the majority
of the validating nodes, also called the 51% attack. It is a
difficult task for an attacker of a public DLT to control all
those validating nodes, which contains thousands of miners or
stakeholders. Compared to private DLTs, where there is only
a few validating nodes, countable on one hand, making these
attacks potentially easier [1].

In general, while a private DLT higher the confidentiality
it lowers the integrity of the ledger. This because having a
small number of known nodes exposes the network topology,
increasing the risk of a successful partition-based attack on the
network and therefore increases the risk of losing immutability
[15].

8) Immutability: Public DLTs ensure a much stronger im-
mutability of data than private DLTs. This because of the
difference in the number of validators/miners in the chain
which often are higher in public than private DLTs [1]. They
help reduce the concentration of power and therefore the power
of data manipulation by those with authority that is otherwise
used in private DLTs [7].

9) Maintainability: To update DLT software and protocols
there needs to be a majority of nodes for the proposal. Using
a public-permissionless DLT makes that difficult based on the
potential lack of verification by nodes and the normally large
number of nodes within the ledger. That fact makes it hard
to maintain and update a large public-permissionless DLT.
Public-permissioned DLTs on the other hand has more control
over which nodes to let in making it easier to maintain, while
private-permissioned DLTs are the best at maintainability since
their nodes are also needed to be verified. This meaning you
can contact them directly when trying to push for an update
[15].

10) Centralization: Decentralization helps reduce the need
for trust of a central agency while reducing server, operation
and development costs. But as decentralization requires more
trust in general, consensus algorithms are what is needed to
reduce this need. Bottlenecks are also reduced because of this
lack of central agency [7].

Proof of Stakes system of selecting and rewarding the
wealthiest nodes risks getting a system centralized or getting
unfair distribution. When talking about blockchain, public
DLTs are more decentralized than private DLTs, who still need
some sort of centralized authority to work.

11) CPU usage: In this area, out of the DLTs compared,
EOS seems to be the winner regarding low consumption.
On the other hand, it has shown to have slower processing
during CPU-intensive loads. This may prove EOS to be
useful in projects using public DLTs and needing consistent
speed. Sawtooth instead reduces pressure when reaching its

configured bottleneck and starting to reject transactions. This
means it’s CPU usage decreases when load increase, showing
Sawtooth is good when needing limits for hardware such
as when using DLTs together with IoT systems. Ethereum
showed big struggles compared to this as it consumed 110 %
of the CPU on average [3]. Specific numbers are available at
Table III.

12) Memory usage: Here again EOS shows a great advan-
tage having memory consumption being less than a quarter of
Ethereum’s. Sawtooth starts not quite as low as EOS but still
much lower than Ethereum. When it reaches its threshold, it
again starts rejecting transactions which leads to less memory
consumption [3]. Specific numbers are available at Table III.

13) Energy consumption: A. A. Monrat, O. Schélen and K.
Andersson present the energy consumption regarding Bitcoin
which uses the proof-of-work (PoW) consensus algorithm.
While the transactions are being sent between each peer in
the network, the miners are consuming a large amount of
electricity. The rising popularity of Bitcoin has made the
Bitcoin network consume more electricity than some countries
according to a report by the International Energy Agency.
From their report back from 2017, Bitcoin had an energy
consumption of 47 TWh that year, placing them at position
53 in the world. Countries like Peru, Hong Kong and Iraq had
lower energy consumption that year. They was placed in the
range of 40-43 TWh per year [7]. During the year of 2021,
Bitcoin is estimated to consume 109 TWh, placing them at
position 34 in the world. Now they are ahead of countries like
Kazakhstan, Philippines and Belgium which have an energy
consumption less than 100 TWh per year [16]. As Bitcoin
causes this big amount of energy consumption, it contributes
to making a bigger impact on the carbon footprint. As an
example, in China the coal-fired power plants provide the extra
electricity used by Bitcoin.

A. A. Monrat, O. Schélen and K. Andersson also suggest
two possible solutions for the high energy consumption that
Bitcoin constitutes. The first suggestion is to change the design
of the infrastructure of blockchain. The second suggestion is to
change the consensus algorithm to proof-of-stake (PoS), which
consumes less energy because of that the selected miners don’t
have competition when it comes to verifying blocks [7].

C. Best suited usage for different distributed ledgers

Here we examine how different strengths and weaknesses
of DLTs can be used in certain areas.

1) Internet of Things: The number of Internet of Things
(IoT) ecosystems has been quickly growing and was according
to Business insider expected to have over 24 billion devices
installed by 2020. This means many machines needing to
connect and communicate. Blockchain helps reduce time and
money needed in this process by allowing for decentralization.
It’s reducing the need for authority and together with smart



contracts it helps enable automated transactions between ma-
chines. Obstacles for blockchain working smoothly with IoT
include energy consumption, hardware cost, transaction fees
and scalability. Scalability issues emerge as IoT ecosystems
require a large amount of transactions between many nodes
which leads to delays if the system uses blockchain technol-
ogy. This leads to blockchain and therefore, all of the DLTs
examined in this paper having some potential issues being
deployed in IoT ecosystems [17].

2) Logistics: Expensive bureaucratic delays, tampering of
data and faulty tracking and tracing are common issues in
the logistic market. They show up when trying to satisfy
requirements from government and citizens and when trying to
keep track of documents, contracts and other information for
every object whenever it switches carriers. Decentralizing and
creating immutable ledgers, as for example blockchain does,
could help to solve these issues and would improve security,
speed, trust and transparency in supply chains [18].

The complexity of logistics and its diversity in industry
standards would make it hard to implement blockchain on its
own. But thanks to new inventions, including smart contracts,
it has granted freedom and versatility to the creation of ap-
plications. Therefore, using a DLT supporting smart contracts
is important. In An Application of Ethereum smart contracts
and IoT to logistics they propose using a blockchain based
Ethereum smart contract application.

3) Governing: Reducing corruption and making it easier
for accountability are a few of the benefits that can be
achieved based of the transparency, auditability and easier
access you could get from using DLTs in government. Using
smart contracts can reduce costs, administration and human
errors while the security of a specific DLT could potentially
higher a governments IT-security, preventing spam and DDOS
attacks [19].

While increasing security in some sense it can also lower it
in others. DLTs using Proof of work (PoW) are for example
susceptible to 51 % attacks which, if successful, could take full
control over what blocks get added and maybe even rewrite
some old blocks and their history.

4) Smart cities, sharing economy and social compliance:
Using DLTs as digital tokens you can create a digital deposit
system to incentives keeping social contracts, allowing for
systems more reliant on other people in society, such as the
sharing economy, to be viable. For this to work you need a
DLT without transaction fees, which would scare away people
fond of their digital tokens, and with high throughput, since
slow processing of transactions would then slow down society
and scare away people from using the systems at all. Another
important factor is privacy, as allowing for this information
about breaking social contracts to get out to the public would
have consequences. For privacy reasons it’s also important that
there will be no record of these things for central entities
either. Instead, this system will notify authorities when the

persons digital tokens have run out, meaning they will no
longer be allowed to use the benefits of these social contracts.
For example, if you run past 20 red traffic lights you might
no longer be allowed to drive [20].

5) Voting system: Even though electronic voting (e-voting)
has been used before it is not widespread and still has issues
with security as data can be tampered with and traces can
be eliminated by authorities in control of the database. DLTs,
and blockchain specifically, can reduce the risk of this problem
by making the database public and distributed. Blockchains,
together with the consensus algorithm Proof of Work, have
good availability, verifiability and integrity. This leads to
the tampering of data being extremely hard. To then follow
the rules of elections it is needed to have a permissioned
blockchain, to confirm identity and the amount of votes cast
at a certain node [21].

These characteristics together with the rest of the design
choices of the report Blockchain based e-voting recording
system design seemed to prove quite scalable. Implementing
the system with Python and doing a non-functional test with
the same amount of nodes as election places in Indonesia,
the report found that it worked and that each node took an
average of 0,24 seconds to create a block and each block had
an average of 216,04 bytes required space.

6) Copyright: DLTs can be used to transparently display
and track ownership, use and compensation for different kinds
of work. Smart contracts can be used for licensing and using
permissionless DLTs can help decentralize the process, making
creators more autonomous and the licensing process more
efficient [22].

7) Peer-to-Peer transactive energy exchanges in local en-
ergy markets: With rising levels of electricity coming from
not only renewable resources, such as wind and solar, but also
distributed energy resources of renewable energy, the energy
market has started to fluctuate more than before. To handle
peaks of energy demand there’s a need to balance this. As
electric loads now can auto-regulate their power absorption
based on demand responses from the grid while the number
of Internet of Things devices and prosumers, users who can
both consume and provide the electricity grid, have started to
grow this has opened up for users to regulate the supply and
demand more. This can be exemplified in users being able
to charge their electric vehicles and heat their homes when
there’s an electrical surplus of energy in the grid. This can be
based on value, defined by prices guaranteeing the benefits of
all users [23].

If this system were to be centralized it would not be eco-
nomically feasible as the high volumes of transactions needed
to pass through the centralized servers would make the systems
hard to scale up. Centralization also means servers creating
single points of failure exposing the service to attacks against
the system. Therefore, decentralized DLTs are of huge help.
Other aspects important for the infrastructure and therefore the



DLT used are high throughput, failure resistance, data integrity,
low energy consumption and security and privacy to protect
user information.

For picking which DLT to use for this, those who use Proof
of work, Bitcoin and Ethereum for example, seem to have
an upper hand on data security as its hard cryptographical
puzzle makes the system sealed against malicious trading.
But as its energy consumption is too high the better option
suggested is Proof of Stake. While it also has shortcomings
that other cryptocurrency solves, PoS is a good candidate and
can avoid its shortcomings by using permissioned architecture
with hard-to-forge stake values. In A Survey and Evaluation of
the Potentials of Distributed Ledger Technology for Peer-to-
Peer Transactive Energy Exchanges in Local Energy Markets
they for example find an architecture based on PoS that uses
0,001 % of the energy that PoW does.

V. DISCUSSION AND CONCLUSION

In this section, RQ1, RQ2 and RQ3 are discussed based
on the result. The research question is discussed in the same
order as they are numbered.

A. Is it worth it to have smart contracts?

Using smart contracts in a DLT enables several possibilities.
By using a smart contract, it opens up to create decentralized
applications. Those applications run autonomously and don’t
have to rely on a system entity. Smart contracts inclusion in
decentralized applications, makes smart contracts a part of the
ledger. This makes the execution of the smart contract and the
smart contract immutable.

Regarding the privacy concerns, smart contracts are open
for everyone. This implies that secret information cannot be
generated from smart contracts, execution of operations requir-
ing secret information cannot be done in smart contract and
storing secret information cannot be done in smart contract.
Developers developing smart contracts should be careful when
deciding what data should be stored in the smart contract.

However, a drawback with smart contracts is the upgradabil-
ity characteristics. This drawback exists due to smart contracts
being immutable. The public DLTs Bitcoin and Ethereum
both lack the feature of upgradability, while the private DLTs,
Hyperledger Fabric and Sawtooth, both support it. There is
a public DLT supporting this upgradability, and that is EOS.
Despite that there are DLTs not being able to update the smart
contract their funds can still be stolen. This due to new features
being added or bugs existing in the smart contract, making
the smart contract vulnerable for attacks. An example is the
DAO-attack against Ethereum. A way to handle the lack of
upgradability for public DLTs is to implement a kill switch
to the smart contract. If there is a bug or a new feature in
the smart contract, making the smart contract vulnerable for
attacks, the kill switch is a piece of code that transfers back
the funds to the contracts owner and prevents other users from
interacting with that contract [8].

To summarize, a smart contract makes transactions between
two nodes immutable. The immutability comes with some

drawbacks. Some DLTs don’t support upgrading the smart
contract due to the immutability which can cause the con-
sequences that funds are lost because of different attacks.

B. Should you use a private or public DLT?

1) Bigger systems: To avoid slowing down the system when
scaling them up the optimal choice would be to use private
DLTs. This due to their more configurable block size and block
time combined with its easier maintainability and consensus
algorithms needing less computational power.

2) Smaller systems: Here a public DLT is more resilient
against adversity than a private one as private DLTs heavily
rely on being able to identify their nodes for accountability
instead of having protective measures installed such as the
consensus algorithm Proof of Work. Therefore, the number
of validators are very important for private DLTs in order to
avoid attacks.

3) Energy consumption: Due to the big amount of energy
Bitcoin consumes, it can be seen as a big problem. Bitcoin
is estimated to consume 109 TWh in 2021. In compari-
son to Ethereum, which energy consumption taken from the
Ethereum Energy Consumption Index is estimated to be 41
TWh in 2021 [24], which is far less than Bitcoin. This can also
verify A. A. Monrat, O. Schélen and K. Andersson’s second
suggestion about changing consensus algorithm. To change the
consensus algorithms, in such popular and widely used DLTs
as Bitcoin, will be an enormous work and probably very hard.

For private DLTs, such as Hyperledger Fabric and Sawtooth,
the energy consumption is lower and would be seen as a better
option than the public DLTs Bitcoin and Ethereum.

4) Vulnerabilities - what DLT protects against what?:
Private DLTs have their strong sides with it’s accountability
and audibility which can protect against malicious behavior
such as the sybil attack because of its possible authority. It also
has better privacy, protecting your private information against
snooping eyes.

Public DLTs on the other hand has it’s strong sides on being
able to protect against corruption due to its openness with
information and being able to protect against data tampering
due to the computational heavy workload needed for changing
the ledger.

5) Centralization: In general, public DLTs are more decen-
tralized than private DLTs. This depends on whether a private
DLT needs some centralized authority to authenticate users if
it’s a permissioned or permissionless DLT. A public DLT is
available for everyone to use. A drawback with having the
DLT available for everyone could be that the data would be
exposed unless you for example have the data under strong
encryption. If the data for example is not encrypted, any
sensitive information cannot be created or stored in a public
DLT without regarding the privacy concern. Private DLTs are
in that case a better choice where only authenticated users can
take part of sensitive information. The strength with having
data available for everyone in public DLTs is that it makes it
hard to change the data. First of all, since the data is open,
anyone can see the manipulation of the data. Second, because



of the different consensus algorithms used in public DLTs, a
malicious validator needs to bypass the majority of validators
to be able to pass a change in the data. This strength makes
the data believable and correct.

6) Centralization - Proof of Work vs Proof of Stake: While
both being among the best in this area, of the ones we found,
we found different sources saying different things regarding
which one of these were weakest against centralization. Daniel
Macrinici et al. brings up that there are risks for centralization
with Proof of Work which contradicts what we’ve read on
other sources, but they did not explain it in which way so
we can’t compare. But as their paper was regarding smart
contracts, centralization might be affected differently by Proof
of Work depending on if smart contracts are used or not.
Therefore, we cannot conclude anything and recommend fur-
ther research being done.

7) Specific strengths and weaknesses of the compared
DLTs: Ethereum as the sole public permissionless DLT here
stands on its strengths of immutability and decentralization
while lacking in maintainability and performance.

EOS has strengths clearly visible in performance in its
constant low usage of computational power. At the same time,
its low number of validators opens up for corruption and
collusion if they are not verified properly or won’t performs
as intended.

Hyperledger Sawtooth has the possibility to configure bot-
tlenecks to reduce its transactions, leading it to be very adapt-
able and could help with systems with lower computational
power such as those in IoT systems. The consequence of this
bottleneck is that the needed memory consumption quickly
increases when reaching the threshold. Otherwise, it also holds
strong security thanks to its use of Intel SGX.

Hyperledger Fabric has the strength of being pluggable,
making you able to switch consensus algorithm depending on
your needs. It also has strong security and privacy thanks to
its architecture, making it possible to create different policies
for different users and separating each user’s transactions
independently.

C. Where can you use the DLTs?

1) Internet of Things: As all of our researched DLTs were
blockchains none of them would be suitable for Internet of
Things. Instead of blockchain, Tangle which is based on
Directed Acyclic Graph (DAG) and uses the cryptocurrency
IOTA, seems to be a good choice for IoT ecosystems. Having
achieved infinite scaling, offline transactions and zero-cost
transactions it shows promise for having aspects relating to
the needs of them.

Scalability works for Tangle, thanks to DAG, in parallel
compared to blockchain which uses appending of transactions.
Tangle also has better security as it doesn’t rely on cryptogra-
phy the same way blockchain does. As Tangle uses Quantum-
resistant cryptography it is also more future proof than those
DLTs using blockchain [17], [23].

2) Logistics: Demanding the use of smart contracts, logis-
tics rule out the use of Bitcoin. The usage and importance

of decentralization in this business also makes it important
to use blockchain to ensure a system people can trust. Just
automating and ensuring integrity could solve many of their
problems, which blockchain happens to have.

Since we didn’t find any information about certain consen-
sus algorithms tested for this business, we don’t know how
much throughput is possible or needed. Therefore, it might be
better to use Proof of Work to ensure better decentralization,
but only if the amount of transactions is small enough to be
sustainable.

3) Governing: Government is an important part of society
and therefore has security high on its priority list. Therefore,
avoiding Proof of Work should be of priority as you do not
want another government with more computational power to
take over your systems. Using public DLTs which have public
recording of information can be of importance when fighting
corruption.

4) Smart cities, sharing economy and social compliance:
To incentives citizens to use a system with DLTs it can’t use
DLTs with fees, ruling out ledgers such as Ethereum. To avoid
being used for example governmental surveillance and social
judgement it has a need for using a private DLT preserving
privacy.

5) Voting system: Using a permissioned blockchain to help
confirm identities and number of votes cast when voting, while
also making the database public, allows for decentralizing, and
therefore reduces the risk of database manipulation during e-
voting.

6) Peer-to-Peer transactive energy exchanges in local en-
ergy markets: To balance a fluctuating energy market there is a
need for an automated, decentralized and secure infrastructure
with possibilities for high throughput. Using blockchain helps
with decentralization and while Proof of Work also helps with
that. Proof of Work has an upper hand on security but it
consumes way too much energy and computational power to
be suitable. Instead using a permissioned Proof of Stake DLT
with hard-to-forge stake values can help get a good system,
with less energy consumption but then also lower security.
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