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Instructions

There are 5 general questions and 5 in-depth questions. The general questions are from G1 to
G5, and the in-depth questions are from D1 to D5. The questions are grouped pair-wise under
their corresponding topic.

You may answer at most 3 general questions and 3 in-depth questions. You may answer both
the general and the in-depth question for at most one topic. If you answer more than 3 general
or 3 in-depth questions, we will randomly discard excess answers. If you answer both
questions for more than one topic, we will randomly discard answers for all but one of the
affected topics.

Students who have passed the labs in 2014 can assume their in-depth question for the network
security topic (D3) answered.

You may answer in Swedish or English.

Grading

A correct answer for a general question gives you 2 points, and a correct answer for an in-depth
question gives you 6 points. To pass the exam you need to accumulate at least 3 points from
general questions and 9 points from in-depth questions. The exam grading depends on the total
number of accumulated points.

The following grading scale is preliminary and might be adjusted during grading.

Grade C (3) B (4) A (5)

Points required 12 17 21




System Security

Gl

D1

Give an example of how virtualization can improve the security of a computer
system.

Explain how disk encryption using BitLocker with a Trusted Platform Module
(TPM) differs from a software-only solution, where the user simply supplies a
password to decrypt the file system. What is the main security benefit? Motivate
your answer with an example.

Identification and authentication, Biometric user authentication

G2

D2

Define identification and (identity) verification! What is the main difference
regarding complexity and computations between the two?

Insider attacks: Discuss how collusion, coercion, negligence, enrollment fraud and
exception abuse may be exploited to breach the security of a biometric system!

Network security

G3

D3

You are in charge of setting up a new network for your company, and you have
decided to only use wires (i.e. no wireless). Are risks associated with wireless
networking completely mitigated? If not, then give an example of a risk that is not
mitigated.

Explain in detail and give examples of four different challenges that face any
implementation of network intrusion detection systems (NIDS).



Risk analysis

G4

D4

Give two different examples of quantitative risks and quantify them. If you can
only mitigate one of them, which one should you choose, and why?

A company in need of a website is considering installing a web server at their office
to host the site. Before deciding to do so, they would like to know about the
potential risks and the necessary precautions to mitigate these risks.

Complete a CORAS risk analysis over this decision. Pick only a small number of
assets and threats to work with, it is not important that the risk analysis is
exhaustive, but it must be realistic. The focus of your response should be on the
actual steps completed as part of CORAS. Important to note: If you make any
assumptions then state them clearly. Your response should explain exactly what is
done in each step of CORAS, and you should draw examples of necessary
diagrams, charts, figures and tables. It is very important that you clearly state what
IS going on in each step.

Business continuity planning, Disaster recovery planning, Physical security

G5

D5

Explain four different ways of conducting training and testing of a disaster recovery
plan.

You are the chief information security officer (CISO) at a medium-sized company
known as CAB. As part of your duties you are responsible for BCP, DRP and
physical security. CAB has an office building in Seattle (A1) and a downtown retail
store in Los Angeles (A2). It is critical that the office can call the retail store (F1)
and that the retail store is fully stocked at all times (F2). CAB sells physical security
devices, and so it is extra important that there are no break-ins, since it would be bad
PR (Q1). Furthermore, employees specialized in security are hard to find, so the
work force must be kept happy (Q2).

BCP - Given the assets (Al, A2), the functions (F1, F2) and the qualitative assets
(Q1, Q2) you should create a priority list (step 2 in business continuity planning). In
order to do so you will need to come up with events that could affect the
assets/functions and use several quantitative measures (e.g. MTD) in order to
prioritize them. Only come up with one event per asset and one event per function. It
is important that you show exactly how you come up with the measures and how
they are calculated.

Physical security - Suggest one mechanism that could mitigate the risk of break-ins
at the office and another that could mitigate break-ins at the retail store (explain why
they would mitigate the risk).



