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Abstract

With the increasing complexity in software and electron-
ics in safety-critical systems new challenges to lower the
costs and decrease time-to-market, while preserving high
assurance have emerged. During the safety assessment pro-
cess, the goal is to minimize the risk and particular, the im-
pact of probable faults on system level safety. Every poten-
tial fault must be identified and analysed in order to deter-
mine which faults that are most important to focus on.

In this paper, we extend our earlier work on formal qual-
itative analysis with a quantitative analysis of fault toler-
ance. Our analysis is based on design models of the sys-
tem under construction. It further builds on formal mod-
els of faults that have been extended for estimated oc-
curence probability allowing to analyse the system-level
failure probability. This is done with the help of the prob-
abilistic model checker PRISM. The extension provides an
improvement in the costly process of certification in which
all forseen faults have to be evaluated with respect to their
impact on safety and reliability. We demonstrate our ap-
proach using an application from the avionic industry: an
Altitude Meter System.

1 Introduction

A current trend in many safety-critical domains such as
the automotive and aerospace industries is an increasing
complexity in electronics and software. This is due to the
introduction of more advanced features in cars and aircrafts
and replacing mechanical functions with software and elec-
tronics. In order to deal with the complexity and achieve ef-
ficient upgrades of systems, the Integrated Modular Avion-
ics (IMA) concept [28] in avionics and AUTOSAR [2] in
the automotive industry are proposed. These are intended
to ease the deployment of replaceable units efficiently. One

big challenge in these industries is now to lower the costs
and decrease time-to-market while preserving high assur-
ance. A major cost for deployment of electronic units and
software is the mounting costs of safety assessments as sys-
tems get more complex and updates more frequent.

The main goal of the safety assessment process is to min-
imize the probability of hazards [22]. A hazard is a state of
the system that may lead to an accident, e.g. a system fail-
ure due to a fault inside or in the environment of the system.
Ideally, every hazard should be removed which means that
the occurrence of every potential fault in the system (or in
its environment) must be removed or the effect of the fault
must be mitigated by the system. This is impossible in prac-
tice for complex digital systems as in the avionic and auto-
motive industries since these systems operate in harsh envi-
ronments and can be affected by internal or external natural
faults in hardware [3]. Instead, safety engineers strive for
minimizing the risk, which is characterized by the severity
and the likelihood of occurrence of the given hazard. Hence,
one prominent issue in the safety assessment process is to
know which faults are tolerated by the system and to know
the severity and likelihood of risks posed by the residual
faults.

There exists a wide variety of qualitative and quanti-
tative methods for analysing safety, for example Failure
Mode and Effects Analysis (FMEA) and Fault-Tree Analy-
sis (FTA) [16]. However, many of these techniques become
intractable to use for systems with embedded software. First
of all, deriving the failure propagation inside the system be-
comes tedious or nearly impossible by hand, and the result-
ing fault trees are extremely large. One way of dealing with
the increased complexity in safety assessment is to integrate
the two separate activities of functional design and safety
assurance through introduction of formal models [7, 14].
With this approach, safety assessment is based on the sys-
tem design model and formal fault models, and formal anal-
ysis. This model-based approach enables verification tools,



such as model checkers, to automatically check, at design
time, if the system design tolerates the modelled faults.

Our earlier work has combined the component-based
approach with the development of safety-critical systems
while integrating design and safety analysis using the con-
cept of safety interfaces [9, 8]. Briefly, the safety interface
can be seen as a formal description of the effect on the be-
haviour of a component when single or multiple (known)
faults are present. This approach enables a compositional
safety analysis where the safety interfaces of components
are used for overall system safety analysis. By reusing ear-
lier verification results, this approach is particularly effec-
tive during component upgrades and reuse. However, not all
faults can be taken care of in this manner. Some faults are
shown to be not-tolerated by a system design, and some are
simply incompletely analysed since the computation com-
plexity barrier leads to non-terminated proofs.

In this paper, we extend our work with a method for
quantitative analysis of residual risks by using probabilistic
model checking. This process begins where the qualitative
analysis stops, i.e. quantifying the probability of a system
level failure based on the non-tolerated faults found in the
initial qualitative analysis. By defining the probability of
each potential fault, we are able to derive the system failure
probability using the probabilistic model checker PRISM.
This approach enables safety engineers to analyse the resid-
ual faults and quantifying their severity in order to identify
which faults are most important to focus on.

The contribution of the paper can be summarised as fol-
lows. We present a method that supports analysis of fault
tolerance in a system with embedded electronic compo-
nents. Given a description of the system in the form of a
formal model for each component, and the derived safety in-
terfaces (as presented in earlier work), our method narrows
down the range of faults to be considered for quantitative
evaluation. These are the faults that can be excluded from
the focus of the safety assurance process through qualita-
tive analysis. We then propose to focus on faults for which
(a) the qualitative process did not terminate or (b) the proof
of fault tolerance ended with a negative answer. For these
faults we propose an extension of the concept of safety in-
terface so that each considered fault can be modelled with
a probability of occurrence. Finally, we illustrate the use of
probabilistic model checking for quantifying the probabil-
ity of a system level failure (much in the spirit of FTA or
FMEA, but using formal analysis tools).

The paper is structured as follows: Section 2 describes
the motivation behind this work and gives an overview of
the related work in this area. Section 3 gives an overview
of our previous work including some basic definitions
needed, and a brief introduction to probabilistic reasoning
and PRISM. In section 4, we present our approach for a
quantified analysis of residual risks. In Section 6 we illus-
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Figure 1. Three sets of faults

trate our approach on a case study from the aerospace in-
dustry. Section 7 concludes the paper and presents future
work.

2 Motivation and Related Work

The safety assessment process is a complex and time
consuming process encompassing the whole system life cy-
cle. As mentioned in the introduction, the goal of safety
assurance is to minimize the likelihood of hazards. Our pre-
vious work on qualitative safety analysis enables the safety
engineer to ascertain, compositionally, which faults in a
given set of potential faults the system is resilient to [§].

Ideally, the output of the analysis is two sets of faults,
one set of tolerated, and a set of non-tolerated faults in the
system. However, in some cases, due to combinatorial ex-
plosion in models, formal techniques for generating safety
interfaces do not terminate (discussed in [9]). Thus, in these
cases we get a third set of faults, marked as “don’t know”
(see Figure 1).

The safety assessment process of course does not stop
here with identifying these three sets of faults. We can put
aside the faults we know the system can tolerate and the next
step is to focus on mitigating actions to avoid or minimize
the effect of the residual faults. Perhaps, we must re-design
our system in order to tolerate the fault, or try to minimize
the probability of the fault becoming active. However, an
in-depth analysis of all faults and trying to take care of ev-
ery residual fault is both time consuming and costly. This is
even more significant if every revision of the system would
require going through the whole process again (which is the
cause of current costly process). The question then boils
down to deciding which are the non-tolerated faults that
should be focused on.

In this work, we focus on analysing the two sets of “non-
tolerated” faults and “don’t know” faults in order to quan-
tify the residual risks. The composed model of the system
is exposed to a formal model of an injected (non-tolerated)
fault, whereby the safety engineer can derive the probabil-
ity of the system safety being affected by occurance of that
fault.



2.1 Related work

Probabilistic model checking has been used for quantita-
tive reliability evaluation in a number of case studies. For
example, in [25], PRISM is used for analysing the relia-
bility of von Neumann’s NAND multiplexing technique. In
[20], reliability of a simplified embedded system is eval-
uated. The work we present in this paper is also closely
related to the approach proposed by Grunske et. al. [11].
They propose a method for probabilistic model-checking
support for FMEA. In their approach, probabilistic FMEA
tables are generated with the help of PRISM based on be-
havioural models that have been augmented with informa-
tion about component failures. However, these approaches
require explicit modelling of failure behaviour and propaga-
tion inside a component. Once the analysis is completed the
fault models are excluded, and the functional models can be
used for code generation and integration. In our work, prop-
agation inside the components already exists in the formal
functional model and the faulty behaviour is modelled as
“external” modules interacting with the system. Also, by
using the result from our qualitative analysis, as input to the
quantitative analysis, we already have narrowed down the
number of non-tolerated faults that need to be analysed.

Probabilistic model checking has also been used for per-
formance evaluation of dependable system architectures [5,
31, 32, 23]. These approaches address reliability mod-
elling and enable preliminary evaluations of the system de-
pendability during the early phases of the development pro-
cess. Based on the evaluation, architectural decisions can be
made in order to achieve high reliability. Even though not
a primary goal in our work, their approach of using eval-
uation results as input to an architectural decision process
could be applied in our setting.

There are a number of approaches addressing tool sup-
port for qualitative reliability analysis using techniques for
automatic generation of FMEA tables or fault trees [12, 26,
27, 30]. However, these approaches do not base their fault
modelling on formal design models. Instead, they require
safety engineers to specify impact of component failures on
the system which requires in-depth knowledge of the sys-
tem. In some sense, this is exactly what our design models
facilitate and automate. The work by Joshi et. al [18, 17] on
model-based safety-analysis is similiar to our approach on
qualitative analysis and has no probabilistic element.

3 Background

This section presents some basic definitions and gives
an overview of our previous work regarding compositional
qualitative safety analysis.

3.1 Basic Definitions

In our framework for qualitative analysis, we have cho-
sen to represent the systems using a synchronous formalism
based on the notion of reactive modules [1]. The definitions
below are restated from earlier work [9, 8] in order to clarify
the general modelling approach.

Definition 1 (Module) A synchronous module M is a
triple (V, Qinit, 0) where

o V = (V;,V,,V,) is a set of typed variables, parti-
tioned into sets of input variables V;, output variables
Vo and private variables V,,. The controlled variables
are Ve = Vo, UV, and the observable variables are
Vobs = V; UV,

e A state q is an interpretation of the variables in V. The
set of controlled states over Vi is denoted Qi and
the set of input states over V; as (Q;. The set of states

for M is Qar = Qcprr X Qi
® Qinit C Qciry Is the set of initial control states;
e 0 C Qeupr1 X Qi X Qetry Is the transition relation.

The state space for the module is determined by the val-
ues of its variables. For a state g over variables V' and a
subset V! C V, ¢q[V'] denotes the projection of ¢ onto the
set of variables V’. The successor ¢’ of a state ¢ is obtained
at each round by updating the controlled variables of the
module according to the transition relation 4.

The execution of a module produces a state sequence
qd = qo---qn. A trace o is the corresponding sequence of
observations on g, with & = qo[Vops] - - - qn[Vobs]-

A property ¢ on a set of variables V' is defined as a set
of traces over V. This work focuses on safety properties
[24, 13] as opposed to liveness properties.

Definition 2 (Safety property) A safety property o is a set
of traces over a set of variables V' such that for all traces o,

o € o iff every finite prefix o’ of o, is in .

Generally, safety properties are used to model critical re-
quirements that a system needs to fulfill (or satisfy).

Definition 3 A module M satisfies a property @, denoted
M E o iff every trace of M (projected on the variables of
) belongs to (the set of traces) .

Composing simple modules in order to model complex
modules is a necessity. Here, we define the parallel opera-
tor:

Definition 4 (Parallel composition) Ler M =
(VM QM M)y and N = (VN,QN,,,0N) be two

modules with VX, NV = 0. The parallel composition

of M and N, denoted by M || N, is defined as



Vf v — —
— "
(a) (b)

—F————————— e

H%
"

Figure 3. A fault mode affecting the input to
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o Vo=VMuUVY

Vi= VMUV,
Qinit = Q%it X Q%it

e ) g Qctrl X Qz X Qctrl where (Qai7q/) €
6 iff (alViahl, 0 U VM), d'[Viy]) € oM and
@[Vl GU @V d' Vi) € oM.

In traditional safety analysis, faults can be classified into
the following high-level categories: omission faults, value
faults, commission faults and timing faults [6, 9, 3]. In this
work, we do not focus on timing faults and our work does
not include the process of identifying fault modes, which is
itself a different research topic.

We model faults in the environment as delivery of faulty
input to the component and call each such faulty input a
fault mode for the component. The faulty behaviour is ex-
plicitly modelled in a new module that is placed in between
the environment and the affected module. The input fault of
one component thereby corresponds to the output fault of a
component connecting to it.

To be able to apply formal analysis of the behaviour of a
component in presence of faults in its environment, we need
to define a formal model of the faults and a fault composi-
tion operator.

Definition 5 (Input Fault Mode) An input fault mode F of
a module M is a module with one input variable v ¢ VM
and one output variable v € ViM , both of the same type D
(see Figure 2).

Definition 6 (Fault Composition) Let E be an environ-
ment (modeled as a module) with an output vZ and F be
a fault mode with input vt and output v € V.F. We denote
E o F = Epf v || F where Ev® JvF] is the module E
with the substitution v for vF.

Consider a module M (see Figure 2 b), an environment
FE and a fault mode F’ (see Figure 2 a)) that affects the vari-
able v from F to M. We model this formally as a composi-
tion of F' and E, which has the same variables as £ and can
then be composed with M. In the resulting faulty environ-
ment F o F, the original output v of E becomes the input
v of F, which produces the faulty output v as input to M
(see Figure 3).

Our technique for capturing fault modes is general and
can model arbitrary faults that affect environment outputs
in unrestricted and arbitrary ways.

Given a module, we wish to characterize its fault toler-
ance in an environment that represents the remainder of the
system together with any external constraints. Whereas a
module represents an implementation, we wish to define an
interface that provides all information about the component
that the system integrator needs. Traditionally, these inter-
faces do not contain information about safety or fault toler-
ance of the component. We have defined a safety interface
that captures the resilience of the component in presence
of faults in the environment with respect to a given safety
property .

The safety interface makes explicit which single and
double faults the component can tolerate, and the corre-
sponding environments capture the assumptions that M re-
quires for resilience to these faults.

Definition 7 (Safety Interface) Given a module M, a
system-level safety property p, and a set of fault modes
F for M, a safety interface SI¥ for M is a tuple
(E?,single, double) where

e E¥ is an environment in which M || E¥ = .

o single = {(F},A7),...,(F}, A;)} where F € F
and A‘;- is a module composable with M, such that
M || (A5 o F}) =

e double = {(F{ AY),... (Fd AN} with F@ =
{(FL, F?) | Ft, F? € F, F} # F?} such that
M| (Afo (Fy 1 F) ¢

Note that E¥ is an environment that the component
needs in order to satisfy the safety property ¢ in absence
of any faults. A° and A% respectively are further constraints
on the environment for the component to be resilient in pres-
ence of single (respectively double) faults. Intuitively, the
safety interface tells the system integrator what the compo-
nent developer knows about the component and its impact



on the safety property . If the component developer knows
nothing about the resilience of the component, then the sin-
gle/double part of the safety interface is empty.

Definition 8 (Component) Let ¢ be a system-level safety
property, M a module and ST¥ a safety interface for M. A
component C' with a safety interface for property ¢ is the
tuple (M, SI?).

3.2 Qualitative Analysis using Safety In-
terfaces

In earlier work we have demonstrated how qualitative
compositional reasoning about safety can be performed
with help of our modelling approach [9, 8]. The formalism
we have presented above allows us to use any modelling
and analysis tool that shares this underlying semantics. In
all our practical work so far concerning qualitative reason-
ing, we have used the synchronous tools SCADE [34] and
Esterel Studio [33] for modelling and analysis.

We have derived assume-guarantee reasoning rules in
presence of fault modes [9] which enable us to perform
compositional reasoning about the fault tolerance in the sys-
tem.

The input to this analysis is the set of potential faults in
the system and its environment. The assume-guarantee rea-
soning determines whether the whole assembly satisfies the
specific safety properties in presence of these faults. For
qualitative reasoning, we focus on only single and double
faults with no loss of generality, since higher number of si-
multaneous faults are typically shown to be unlikely.

Assume we want to check whether the system consisting
of a set of modules M, ..., M,, can tolerate single fault F;
affecting component C,,,, i.e.:

(Ml || || M1 H M1 || Mn) o F; || My, ': 2
1)
The assume-guarantee rules enable us to decompose this
formula into a number of premises to check (O(n?)), were
each individual check is less complex than the composed
formula.

3.3 Probabilistic Model
PRISM

Checking and

Our quantitative approach uses the PRISM tool [19],
a probabilistic model checker that supports three types
of probabilistic models: discrete-time Markov chains
(DTMCs), continuous-time Markov chains (CTMCs) and
Markov decision processes (MDPs), and the two logics
Probabilistic Computation Tree Logic (PCTL) and Contin-
uous Stochastic Logic (CSL) [4, 21]. Here we give a brief
overview, for a detailed overview of probabilistic model

checking, see for example[21]. For more information about
the PRISM tool and the range of case studies to which it has
been applied, see [19] or the tool website [29].

The PRISM language is based on the reactive module
formalism [1], i.e. the same formalism which our modules
are based on. A system in PRISM consists of a set of par-
allel modules and each module has a set of local variables.
The state space of a probabilistic model described in the
PRISM language is the set of all possible evaluations of the
modules variables. The behaviour of each module is de-
scribed by commands, which include a guard and one or
more updates. The guard is a predicate over the variables in
the module and all global variables in the system. The up-
date describes the actual state transitions and each update is
also associated with a probability. The transition is enabled
if the guards are true, and one of the updates can be chosen
with the defined probability.

For example, a typical transition is expressed as:

[l <guard> -> <rate 1> <update 1> +
+ <rate n>: <update_n>;

In the command above, if the guard is true, then one of
the update actions is chosen with the probability of the rate
associated with it. The square brackets [] marks the start of
the transition and allows synchronization between multiple
transitions by placing a common action inside the brackets.
For example, marking two transitions in two different mod-
ules with [tick] forces the modules to make synchronous
transitions.

The main differences between the different models
(DTMCs, CTMCs, and MDPs) are how time is modelled,
how transition probabilities are modelled and the behaviour
upon composition. DTMC models time as discrete time
steps and the transition probabilities are also discrete. This
makes them suitable for modelling and analysing simple
probabilistic behaviour. MDPs extend DTMCs by adding
the possibility of combining nondeterminism and probabil-
ity. CTMCs provides modelling of continuous time and the
ability to define properties in continous time. We model our
systems using CTMCs since it allows translating reliability
requirements to probabilities of failure in the model more
naturally (see Section 4.3).

3.4 Property specification

In order to evaluate the specified probabilistic models we
first need to specify relevant properties. PRISM provides
two types of temporal logics for this; PCTL (for DTMCs
and MDPs) and CSL (for CTMCs), probabilistic extensions
of the classical temporal logic CTL.

The main operators used to define properties are

e P which refers to the probability of an event occurring.



e S which is used to reason about the steady-state be-
haviour of a model.

The P-operator is used to check the probability of a spe-
cific path property. A path property is evaluated to either
true or false for a single path in a model defined using the
traditional operators:

e X: “next

e U: “until”

e [ :”eventually” or “future”
e G:”always” or “globally

The P-operator can be used in two ways: either to check
if the probability that a path property holds meets a speci-
fied bound, or for actually computing a bound. For example,
if prop is a path property and bound is a probability bound,
this is written:

P >bound [PTOP] (2)

Probability bounds can the be defined using >, <, <, >.
The answer to the query is then yes/no. One can also use
the P-operator to compute the probability of a specified be-
haviour in the model. This is formulated as follows:

P =; [prop] A3)

With this formulation, the model checker will calculate
the actual probability that prop holds. This is how we incor-
porate probabilistic reasoning using PRISM in our method-
ology.

Time bounds can also be added to the operators U, F, and
G. For example, a bounded until property can be written
prop; U prop; where time can be used to define upper
limit (>= t), lower limit (<= t), or time intervals [ty, ]
and prop; and prop, are two state properties.

4 Quantitative Analysis
4.1 Probabilities and Safety Interfaces

The safety interface serves as a specification of the fault
resilience of a component. Until now, we have only been
able to reason qualitatively. We now need to assign proba-
bilities into our model in order to be able to reason quanti-
tatively.

Our typical control system is deterministic and in ab-
sence of faults can be modelled by PRISM modules in
which transitions have a probability of 1, while we want our
fault modes to be probabilistic. This means that we have to
add a probability attribute in order to model the likelihood
of each fault mode. In this case, we will add the attribute

0.001

0.999
SONROE

Figure 4. A probabilistic fault mode

failure rate (in seconds) for each fault mode in the safety
interface. For example, if we (by some means) know that a
specific sensor will at most fail once every year, the failure
rate of the sensor, denoted A4, will be 1/(365 %24 %60 % 60).

4.2 Modelling Probabilistic Fault Modes

Compared to the non-probabilistic fault modes modelled
earlier, these fault modes have a probability associated with
them. Each fault mode has two states, one initial state where
the fault is inactive, and a second state where the fault is ac-
tive. In figure 4, an automata corresponding to the fault
mode F' is depicted. Here, the initial state is 0, and the
“active fault” state is 1. The transition between the normal
state and the “active fault” state is labelled with a proba-
bility P(F;) (corresponding to the rate) for fault mode F;.
Figure 4 shows that the probability of the fault mode be-
coming active is 0.001.

4.3 Probabilistic Analysis using PRISM

Our qualitative analysis only answered the question
whether a system would tolerate a specific fault. Now, when
analysing the system quantitatively, we would like to know
the probability of tolerating the faults. Since we have added
failure rates to failure modes and now have a probabilistic
system, we now have to formulate our assurance goals also
probabilistically.

For example in avionics, safety is typically related to the
number of system level failures per flight hour. As an ex-
ample, for a military aircraft a safety requirement might be
formulated in terms of absence of reliability breaches for
some subsystems, e.g. at most one Level A failure in 10°
flight hours, or at most one Level B failure in 10* flight
hours.

In order to specify the relevant property in temporal log-
ics (as briefly introduced in Section 3.4), we’ll use the P-
operator to find the actual probabilities, and we use the
the bounded “until”’-operator (U) to specify a path property.
Thus, we should write:

P =7 [true UST —p] 4)

The above CSL formula denotes the question: “what is
the probability that the safety property ¢ ceases to be valid
by time T from the initial state”. This means, by setting T



to 10° % 60 * 60 [s], we will get the answer how probable it
is that a system level failure (non-valid safety property) will
occur during 10° flight hours.

5 Computing probability of failure

We have now shown how a system model M, a fault
mode F', and a safety property (() is represented in PRISM.
To compute the residual risk resulting from presence of a
non-tolerated fault, we need to compute what is the proba-
bility that the system jeopardizes property ¢ in presence of
the fault F'. To do this we use the built-in model checker in
PRISM.

The tool chain supporting our framework is presented in
Fig 5. As mentioned, the generation of safety interfaces
is automatically done using a front-end to Scade [8]. The
output of this tool is safety interfaces for every component
which are then used in the compositional qualitative safety
analysis (as described in earlier work [8, 9]). That step is
supported by the built in Design Verifier in Scade. The
output of this process is three sets of faults, tolerated, non-
tolerated and “don’t know”.

The contribution in this paper is the follow up quantita-
tive analysis of the residual faults, thus enabling the com-
putation of the residual risks.

6 Case study: Altitude Meter

To illustrate the use of probabilistic safety interfaces we
have applied the approach on a digital Altitude Meter sub-
system.

The Altitude Meter subsystem calculates the altitude of
an unmanned aerial vehicle (UAV) above a fixed level. In-
put to the Altitude Meter system is the atmospheric pressure
supplied from two static ports outside the aircraft. The pres-
sure is then transformed into a corresponding altitude. This
value is then used by the UAV for planning and controlling
the flight. This means that the Altitude system is a safety-
critical function of the UAV, since an incorrect value from
it can have severe consequences. In order to achieve high
reliability and fault tolerance of the altitude system, redun-
dancy is added to parts of the subsystem.

Generally, during nominal behaviour of the aircraft, the
altitude system calculates accurate altitude. However, dur-
ing strong climbs and descents, the system might lag behind
the aircraft’s actual altitude. Hence, some compensation is
necessary for this reason, which is done by using other sen-
sor values, such as air speed and vertical acceleration.

6.1 Architectural view

To reduce the complexity and to illustrate a component-
based approach to this case study suitable for future IMA

Fault Type Affected Component
Fy Value ADCI1
Fy Omission Alt. Func. 1
F3 Value RS-485

Table 1. Fault modes

solutions, the functionality of the Altimeter is divided into
four different types of components (see Figure 6):

e ADC The Air Data Computers (ADCs) are advanced
transducers that convert the input data from the sen-
sors (pressure) to an altitude. This is the “pure” al-
titude value, without any correction or filtering. The
system consists of three ADCs, and all of them send
their status as output to the System Computer (SC).

o Altitude function The altitude function’s goal is to fil-
ter and correct the altitude in order to get as accurate
a value as possible. This is done taking the air speed
and the aircraft’s acceleration into account. The sys-
tem consists of two versions of the Altitude function,
both run on the System Computer.

e Voter the role of the Voter is to compare the out-
puts from the Altitude Function subsystems and decide
which of these values to use as output from the system.

The two ADCs (ADC1 and ADC2) are connected di-
rectly to the System Computer. Inside the SC, the values
from the ADC1 and ADC?2 are filtered and corrected. The
altitude function filters the altitude and compensates for the
UAV air speed and vertical acceleration. Output from these
are sent to the Voter. The ADCs also emit a 2 bit signal, in-
dicating “ok”, “degraded” or “total outage” which the voter
may use for fault detection.

To cope with any malfunction of the SC, the altitude
from the ADC3 is directly connected to the Voter with an
RS-485 bus.

6.2 Safety Requirements and Fault modes

A part of the preliminary safety assessment process is to
identify possible faults in the system. In this case study, we
have considered and modelled three types of fault modes.
A value fault mode F; of the signal from sensor S1 (input
to ADC'1), an omission fault mode F5 of the altitude signal
from ADCI to Altitude Function 1 modelling a communi-
cation failure, and a value fault mode F3 on the RS-485 bus
(see Table 1).
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Fault Non-Tolerated | Tolerated
Fy °
F2 o
F3

(F1, F)

<F27 F3>

(F1, F3)

Table 2. Result of the qualitative analysis

6.3 Compositional Qualitative Safety

Analysis

Initially, the safety interfaces were generated using the
EAG-algorithm [9] that is implemented as part of a front-
end to the modelling tool Scade with its built in verification
tool Design Verifier [10].

Using the safety interfaces, a qualitative safety analysis
was performed. The result was that both F, and F5 were tol-
erated by the system while F; was not tolerated (the safety
property did not hold in presence of F1). Neither were the
double faults (F, F3), (F}, F3), (Fs, F3) tolerated (as seen
in Table 2).

6.4 Quantitative Analysis of Fault Toler-
ance

The next step in the analysis is to focus on the residual
fault F;. To find out how this fault may affect the safety
property in a quantitative setting we need to follow the work
flow in the bottom part of Figure 5.

The Scade models of the Altitude meter were then trans-
lated into CTMC. In order to model synchronous events,
where two modules make transitions in parallel, we use
the synchronization feature in the PRISM language. By la-
belling commands with a shared action t ick, we force the
modules to make transitions simultaneously.

[tick] <guard> -> <rate> <updates;

In the implementation, the t ick action is triggered with
the specific execution rate of the system (in our case 15 Hz).

Fault modes are modelled with probabilistic transitions
in order be invoked as specified. The controller design,
however, is modelled as deterministic modules as before,
but in the PRISM language. This means that all transitions
have the probability 1, as long as the guards are enabled.

The RS-485 bus is naively modelled as a simple buffer
but with the possibility to send the status (correct or incor-
rect) of the signal.

Table 3 shows the fault modes and the assigned failure
rates. This paper does not address how these probabilities

Fault Failure rate A
Fy Once every month | 1/(30%24*60%60)
Fy Twice every year | 2/(365%24*%60%60)
F; Once every year | 1/(365%24*%60%60)

Table 3. Fault modes with probabilitites

are derived. If the components in question are hardware, the
probabilities are normally derived by experimental testing
and fault injection.

6.5 Experimental results

Having modelled the fault modes (with probabilistic
behaviour), and the system design described in the PRISM
language, we can now compose the whole system. The
qualitative analysis typically considers single or double
faults, since the probability of more than two simultaneous
faults is assumed to be very low. If that approach is
considered as optimistic, and we wish to allow more than
two faults at a time, this can be done by simply composing
any faults that may be considered likely to happen simulta-
neously. Here we show the composition of all three faults
in the Altitude meter system.

ADClo Fy | ADC2 | ADC3 || ALT1 0 F,
| ALT2 || Voter || RS485 o Fj

where ALT = Altitude Function. Then, we formulate the
probabilistic safety property that PRISM can compute.

P =; [true UsT -] (5)

where ¢ is defined as “the voter should always emit a
valid altitude”. Valid in this sense, is defined as being within
a specific interval around the correct altitude, which means
that the system tolerates small deviations without a system
failure. In our specific case study, we tolerate a deviation
of £10 meters. We also set the time bound T as 10° flight
hours.

The result of the model checking confirms that the prob-
ability of a system level failure (i.e. that the voter emits an
non-valid altitude) within 10° flight hours is 0.9923.

Further, to quantify the likelihood of the individual sin-
gle (double) faults in the system, we can check the probabil-
ity of failure for each (non-tolerated) fault (pair) one by one.
In our case we need Fy, (F1, Fy), (F1, F3) and (Fy, F3) to
be present (see Table 4).

This enables the safety engineer to identify which of the
potential faults in the system needs further action, i.e. ar-
chitectural changes or other remedial/mitigation actions.

The analysis shows that



Faults “enabled” | System failure probability
All 0.9923
I3 0.8778
(F1, F3) 0.8991
(Fy, F3) 0.8827
(F1, F3) 0.8903

Table 4. Probabilistic results

F1 leads to a safety violation with a 0.8778 probability,

(F1, F3) leads to a safety violation with a 0.8991 prob-
ability,

(Fy, F3) leads to a safety violation with a 0.8827 prob-
ability, and

(F1, F3) leads to a safety violation with a 0.8903 prob-
ability.

7 Conclusions

In this paper, we extended our earlier work on qualitative
safety analysis with a quantitative analysis. By introducing
probabilities into the fault modes we are able to analyse the
system-level failure probability. The analyis focuses on (po-
tential) non-tolerated faults.

First, we transform our fault modes into stochastic mod-
ules by adding probabilities to the transitions in each resid-
ual fault mode. Then, we translate our modules into the
PRISM language and rewrite our safety properties into
probabilistic properties. This enables the PRISM tool to be
used for computation of the failure probability of the com-
posed system.

By introducing the quantitative analysis on the same de-
sign models, we are able to reason about the faults that a
formal verification engine in a qualitative setting does not
manage to analyse. This extends the application of for-
mal techniques in system safety analysis and provides valu-
able support to the safety engineer in constructing the safety
case.

7.1 Future Works

This paper has presented a proof of concept for the quan-
titative analysis of the residual risks. So far, the transla-
tion of the system model from the qualitative analysis to
the underlying PRISM model for the purpose of quantita-
tive analysis was performed manually. Due to the common
underlying semantics, this translation can obviously be per-
formed automatically and is a straight forward extension to
this work.

A more demanding extension, is the support for quan-
titative analysis during upgrades. As in earlier qualitative
analysis we would like to be able to reuse as much of the
earlier analyses as possible when one module of the system
is replaced with a new slightly different version.

Our earlier work supports compositional qualitative
analysis of safety-critical systems. However, our quanti-
tative analysis is not compositional. This is due to the fact
that generation of safety interfaces probabilitically requires
the ability to generate counter examples from a probabilis-
tic model checking exercise, which is an open research is-
sue [15]. Future work in this area would be to develop a
compositional quantitative method.
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