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IS There an arms race
In cyber spacee¢
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Who are you going to ask if she is rich?
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What | have learned
from bbeing a Pentester




Direct Attacks

BLOCKED

PASSED

BLOCKED
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Business Case for Cyber Criminals

TOP
SECRET
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Search & Hack // Shodan Internet
of Things

_.'. SHODAN s ContactUs s to Shodan? | Loginor Register

- - - .

- = - ™
- = O = -
-~

The search engine for Power Plants ~

L

first ch ¢ Internet-conn

Explore the Internet of Things

Use Shodan to discover which of your devices are connected to
the Internet, where they are located and who is using them.

See the Big Picture
| Websites are just one part of the Internet. There are power
plants, Smart TVs, refrigerators and much more that can be
found with Shodan!

Monitor Network Security

Keep track of all the computers on your network that are directly
accessible from the Internet. Shodan lets you understand your
digital footprint.
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y Geta Competitive Advantage
" Who is using your product? Where are they located? Use Shodan
to perform empirical market intelligence.




#### Default Passwords ####

= https://github.com/scadastrangelove/SCADAPASS

J | http://www.router-defaults.com/Router/BinTec--x1200-ip-password-username

A B C D E F

1 H#SCADA Strangelove Default/Hardcoded Passwords List

2 #Find more at http://www.scada.sl
3 #Please contact us at scadastrangelove@gmail.com and @scadasl

siemens Simatic 57-300 (pre-2009 versions)
siemens Scalance admin:admin, user:user
siemens Scalance (x 200, W788-1PRO, W788-2PF Admin:admin, User:user, for FTP access:

siemens SyncoTM living Web server OZW772 V2 Administrator:Password

Hardcoded password:, Basisk:Basisk

siemens Siemens WIinCC 7.x winccd:winccpass, wincce:winccpass, DI
siemens Ruggedcom RMC30 admin:admin

siemens RuggedSwitch, RS8000 / RS1600 / RS900 admin

- : i PRPSIPPPS pap/ehap
BinTec Elmeg BinTec X120011 admin:bintec, Router |
BinTec Elmeg any routers (##unknown - means not known or any ch Router

20 BinTec Elmeg BinTec R230aw admin:funkwerk Router

21 BinTec Elmeg bintec W2002T-n, admin:funkwerk, admin:admin WLAN Access Point f
22 Contemporary Control Systems  BASRT-B admin:admin 80/tcp Router hitp
23 Datasensor UR5i/URSI SL root:root 80/tcp Router  hitp
24 | Digi DC-ME-01T-5 root:dbps Metworkir http
25 Digi Digi Connect 5P, Digi Connect Wi-5P, Diroot:dbps 80/tcp Network [ hittp
Digi Digi Connect ES 4/8 5B with Switch, Digi root:dbps 80/tcp Concentrz http

®
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Indirect Attack
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A

Start via
., Auto-Start
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Attacker controls the
computer of the victim

Company Network

A

Internet

v
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Ukraine 6 hour Blackout // Dec
23th, 2015
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MS Word Virus Example

T2
Mail < vietm
Attacker - Mailserver ’\0:
-~ X
Internet ‘ At
ranet >
N
Firewra i
~ N
i NV
_\ %//
’ Attacker \ ‘
Server
4
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Attacking Offline Networks

. plugbot

THE HARDWARE
BOTNET PROJECT

//?

II LINKOPINGS
o UNIVERSITET wpEVREW Y




PlugBot Concept (Inside-Out)

GPRS/UMTS
Covert Channel

Central Command
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May you ask
yourself, 1s this an
‘arms race in cyber
space’ ¢

II u LINKOPINGS
o UNIVERSITET wpEVREW Y



Swiss Government and Military
Department became victim of
Q cyber espionage attack

eng/findustrial-esy EJ | & 4, Search w8 @ & & & E

SWI swissinfo.ch G Q wvenu=

INDUSTRIAL ESPIONAGE

Hackers target Swiss
defence ministry

POLITICS W Law and order

Y

» https://www.melani.admin.ch/melani/en/home/dokumentation/reports/technical-reports/technical-report apt case ruag.html
http://www.swissinfo.ch/eng/industrial-espionage hackers-target-swiss-defence-ministry/421318%0
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Initial Infection — harmless ,game’

2010 2012 2014 2016

Initial
Infection
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The Power of the Statistics

Disclosure Security
Problem / Vulnerability

v

Patch

Exploit . 6 days

[3] ETHZ Stetan Frei 2009 (Dissertation): We found that exploit
availability consistently exceeds patch availability since 2000
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Very very slow polling of C&C

Update Server ©

POLL

Next POLL in 90 Days

Next POLL in 90 Days

Command for infected Device

-

Execut e commmands

Backdoor

\4 ®
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Elevate Privileges to Local Admin
and gaining AD Domain Admin
Privileges

2010

Backdoor

Initial
Infection

" Update Server :

A
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Multli-stage polymorphic cyber
warfare framework

Infected

Clients Agent and C&C Rela
C&C within corvar
” company _ .
: Hidden
Infected ‘g“ network
Clien S ’ C&C Server

Agent and C&C C&C Relay
within company Server
network o \lo |

NSA

CERTIFIED
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Cruclal decision; how
fo responde What
Immediate actionse
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Defense Strategy using Fake C&C
Agent (g

@ &\ Zombie Host

Zombie Host

Redirect C&C Server
Update Service

g "-" . \ |
@ A

Zombie Host

Zombie Host

Problems!!! Updates are Fake C&C o JNlo )
Encrypted / Signed Send the NSA
Reverse Engineering required clients “'sleep”
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Threat Pyramid

., JUST O O
ol N NSA
Advanced

Persistent Threat

LA

Hacktivist
Professional actors,

Cyber criminals

Traditional Hacking threats,
Development of tools

User of Hacking tools
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What does it mean
from a management
perspectivee
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Having the right people, having trust
and confidence; this is a key factor!

® Reverse engineering -> malware
= Reverse engineering -> C&C protocol

» Creation of a fake C&C service

= |nterception and pattern based redirections

= Really, really, really good people
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European Cyber Security Challenge 2015

http://www.europeancybersecuritychallenge.eu

Cyber Security

% Bundesamt
fur SIChethIt in der Challenge
CYber Informationstechnik
Security o
Challenge UK

Schweizerische Eidgenossenschaft
Confédération suisse

Confederazione Svizzera
Confederaziun svizra

: ﬂu b:sr verbote™
e - Q"‘
4‘&-

CYBER SECURITY
’ AUSTRIA
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One last guestion;
Do we need offensive
capabillitiese
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Thank You! — Questionse

lvan Butler

http://e1.compass-security.com/
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Switzerland https://www.enisa.europa.eu/topics/national-cyber-security-
strategies/ncss-map/Switzerlands Cyber Security strategy.pdf

~ ® GovCert Report about this cyber espionage
https://www.melani.admin.ch/melani/en/hom
e/dokumentation/reports/technical-
reports/technical-report apt case ruag.html
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Swiss GovCert report

o Several new C&C

« Altack goes back 1o

Servers found
s \| Sept.2014 werelogs || | eeqivation using HTTP
C&C servers and end, but we already aver proxy in waves
infected bots seg CRC traffic June, July, Seat . Oct
identified In proxy s Tura/Tawdig Malware Al Dan .‘iﬂ!ﬁ ) ’
logs || have been used !
Sept. 2014 Dec. 2015 21.1.2016 22.1.-31.1.2016 1.2.-29.2.2016 1.3-30.4.2016 3.5.2016
C10C's already appearin | { f ; | f
Proxy-logs. Mot yet Major incident opened by \ onitoring established .| = Sever:pr:‘sT repu_lr!ﬁ_
detected though. No MELANI/GOVCERT.ch " Manitaring f“*"‘-“ 2 e :"“ il
proxy logs available and BLUAG astablished m:akage heavily d-arna_l_;ﬁ
before this date. Initial § | & ongaing investigation,
_vector st unknown - - ' ) En":ﬁﬂﬂmi?”g
- : - - — |
First hints (IP's) from | | Hot phase of the incident = =
| extema! organisation, Mo response. Task-force
in-depth search possible established. Forensic o I
because praxy doss not | analysis oflogs, disks efc | Findings || Events, Tasks |
| log internal client IF's g b . 2 W =
e i

Figure 1: Timeline of Attack

- https://www.melani.admin.ch/melani/en/home/dokumentation/reports/technical-reports/technical-report_apt case ruag.html
http://www.swissinfo.ch/eng/industrial-espionage hackers-target-swiss-defence-ministry/421318%0
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