
1

Safety-critical systems © Simin Nadjm-Tehrani, 2000 1

6DIHW\�&ULWLFDO�&RPSXWHU
6\VWHPV

3K'�&RXUVH��)DOO�����
6LPLQ�1DGMP�7HKUDQL

www.ida.liu.se/~snt

Safety-critical systems © Simin Nadjm-Tehrani, 2000 2

2UJDQLVDWLRQ�DQG�SODQQLQJ

� &RXUVH�SDJH
www.ida.liu.se/~snt/teaching/SCCS

��&RXUVH�JRDOV��OLWWHUDWXUH��ZHE
UHVRXUFHV��VFKHGXOH��LQYLWHG�OHFWXUHV�
H[DPLQDWLRQ�GHWDLOV��HWF

� 3HULRG��2FWREHU�'HFHPEHU���
� ([DPLQDWLRQ�GHDGOLQH����������

Safety-critical systems © Simin Nadjm-Tehrani, 2000 3

2YHUYLHZ

� 7R�JHW�DQ�LQVLJKW�LQWR�WKH�EURDG
DUHD�RI�V\VWHP�VDIHW\

� 7R�JHW�VSHFLILF�NQRZOHJGH�DERXW
LVVXHV�LQ�GHVLJQLQJ�VDIHW\�FULWLFDO
FRPSXWHU�V\VWHPV��DQG�UHODWHG
VWDQGDUGV

� :RUNLQJ�LQ�JURXSV����VHVVLRQV
� ��/HFWXUHV�UHVRXUFH�VHVVLRQV
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7KLV�OHFWXUH

� 6KRUW�KLVWRULFDO�SHUVSHFWLYH
� %DVLF�WHUPLQRORJ\

From Time Magazine, Aug 98

%DQJ�JRHV�RQH�ELOOLRQ�GROODUV�
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7LWDQ���URFNHW

� EODVWHG�RII�RQ����$XJXVW�����
IURP�&DSH�&DQDYHUDO

� DV�ODUJH�D����VWRU\�EXLOGLQJ
� FDUU\LQJ�D�WRS�VHFXULW\�VDWHOOLWH
� ���VHFRQGV�ODWHU�LW�SLWFKHG
VLGHZD\V�DQG�KDG�WR�EH�GHVWUXFWHG
E\�DLU�IRUFH�FRQWURO�FRPPDQG
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(DUO\�FRPSXWHU�EDVHG
V\VWHPV

� ������5HDO�WLPH�FRPSXWHU�V\VWHP
LQ�WKH�:KLUOZLQG�SURMHFW�DW�0,7�
XVHG�LQ�D�PLOLWDU\�DLU�WUDIILF�FRQWURO
V\VWHP�����

� 6KRUW�OLIH�RI�YDFFXP�WXEHV�JDYH
PHDQ�WLPH�WR�IDLOXUH�RI����PLQXWHV
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(DUO\�VSDFH�DQG�DYLRQLFV

� 'XULQJ����������DLU�FDUULHU
DFFLGHQWV�LQ�WKH�86$��ZKHQ�RQO\
����RI�WKH�SXEOLF�ZDV�ZLOOLQJ�WR
IO\��

� ������$SROOR����KDG�OHVV
FRPSXWLQJ�SRZHU�RQ�ERDUG�WKDQ�D
3&�SURGXFHG�WHQ�\HDUV�ODWHU
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6WLOO��PLVVKDSV�DFFLGHQWV�QRW
XQXVXDO�

1. 7&$6�LV�D�V\VWHP�GHVLJQHG
WR�DYRLG��PLG�DLU�FROOLVLRQV
EHWZHHQ�SDVVHQJHU�SODQHV��2Q
�UG�)HEUXDU\�����
WZR�FRPPHUFLDO�DLUFUDIWV�FDPH�DV
FORVH�DV�����NP�WR�HDFK�RWKHU
ZKLOH�IO\LQJ�RYHU�2UHJRQ�LQ�86$�
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���´)ULHQGO\�)LUH´���GXULQJWKH�*XOI�ZDU
����RI�DPHULFDQ�VROGLHUV�����DY�����
NLOOHG��E\�RZQ�V\VWHPV�

���2Q��WK�)HEUXDU\�������LQ�&DQDGD�
D�FDUJR�WUDLQ�FROOLGHG�ZLWK�D�SDVVHQJHU
WUDLQ�FDUU\LQJ�����SDVVHQJHUV���
���SHRSOH�GLHG�
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���'XULQJ�-XQH������-DQXDU\����
VL[�SDWLHQWV�LQ�86$�DQG�&DQDGD�
JRW�YHU\�KLJK�GRVHV�RI�UDGLDWLRQ�DQG
VHYHUH�EXUQV�IURP�WKH�FDQFHU�
WUHDWPHQW�V\VWHP�7KHUDF�����
'RVHV�DV�KLJK�DV���������������
UDGLDWLRQ�XQLWV�FRPSDUHG�ZLWK�WKH
QRUPDO�OHYHOV��a�����XQLWV��KDG�EHHQ
JLYHQ��7KUHH�RI�WKH�SDWLHQWV
GLHG�GXH�WR�WKH�RYHUGRVHV�DQG�WKH
IROORZLQJ�FRPSOLFDWLRQV�
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&XUUHQW�WUHQGV

� (DUO\��KDUGZDUH�GULYHQ�
HQJLQHHULQJ�OHVVRQV�´IRUJRWWHQ´

� 6LJQLILFDQW�WHFKQRORJLFDO�FKDQJHV
�0(0�V��VHQVRUV��;�E\�ZLUH�

� 0LVKDSV�DFFLGHQWV�PRUH�OLNHO\�WR
EH�GXH�WR�FRPSOH[�FRPSXWHU
V\VWHPV�LQ�LQWHUDFWLRQ�ZLWK
SK\VLFDO�GHYLFHV
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:KDW�LV�VDIHW\"

    Freedom from exposure to danger, or
exemption from hurt, injury or loss.

>%RZHQ�DQG�6WDYULGRX@

� 'HJUHHV�RI�VDIHW\
� &ORVHO\�UHODWHG�WR�ULVN
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:KDW�LV�ULVN"

    (1) A combination of the likelihood of an
accident and the severity of the potential
consequences.

   (2) The harm that can result if a threat is
actualised.

� 7KH�3LQWR�FDVH
� $FFHSWDEOH�WROHUDEOH�ULVN
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+D]DUGV�	�V\VWHP�VDIHW\
� $FKLHYHG�E\�DQWLFLSLWDWLQJ
DFFLGHQWV��DQG�HOLPLQDWLQJ�WKHLU
FDXVHV

� +D]DUGV�DUH�SRWHQWLDO�FDXVHV�RI
DFFLGHQWV

   Conditions in a system which together with
other factors in the environment inevitably
cause accidents.
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6DIHW\�	�ULVN�PDQDJHPHQW

� 0HDQV�DQWLFLSDWLQJ�DFFLGHQWV«
� KHQFH�DQWLFLSDWLQJ�KD]DUGV�«
� ZKLFK�PHDQV
TXDQWLI\LQJ�FODVVLI\LQJ�WKH
SRWHQWLDO����

� 0XVW�UHGXFH�ULVNV�ZKLFK�DUH�QRW
WROHUDEOH�
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)DLO�VDIH�GHVLJQ
LQ�DHURVSDFH

   No single failure or probable combination
of  failures during any one flight shall
jeopardise the continued safe flight and
landing of the aircraft. >)$$@

� %XW�ZKDW�LV�IDLOXUH"
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(UURUV��IDXOWV�	�)DLOXUHV

� )DXOW��D�GHIHFW�ZLWKLQ�WKH�V\VWHP
RU�D�VLWXDWLRQ�WKDW�FDQ�OHDG�WR
IDLOXUH

� (UURU��PDQLIHVWDWLRQ��V\PSWRP�
RI�WKH�IDXOW���DQ�XQH[SHFWHG
EHKDYLRXU

� )DLOXUH��V\VWHP�QRW�SHUIRPLQJ�LWV
LQWHQGHG�IXQFWLRQ
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)DXOW�⇒�(UURU�⇒�)DLOXUH

� *RDO�RI�V\VWHP�YHULILFDWLRQ�DQG
YDOLGDWLRQ�LV�WR�´UHPRYH´�IDXOWV

� *RDO�RI�UHOLDELOLW\�DQDO\VLV�LV�WR
IRFXV�RQ�LPSRUWDQW�IDXOWV��WKRVH
ZKLFK�PLJKW�OHDG�WR�IDLOXUHV

� *RDO�RI�IDXOW�WROHUDQFH�PHWKRGV�LV
WR�UHGXFH�HIIHFWV�RI�HUURUV�LI�WKH\
DSSHDU���HOLPLQDWH�RU�GHOD\�IDLOXUHV
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:KDW�LV�UHOLDELOLW\"

    A measure of an item performing its
intended function satisfactorily for a
prescribed time and under given
environment conditions.

��7KH�PHDVXUH�LV�W\SLFDOO\�H[SUHVVHG
DV�D�SUREDELOLW\��RU�WLPH�WR�IDLOXUH

�>/DSULH@
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5HOLDELOLW\�DQG�VDIHW\

� 1RWH��UHOLDELOLW\�GHILQHG
±RYHU�WLPH

±ZLWK�UHVSHFW�WR�VSHFLILHG�FRQGLWLRQV

� ,PSURYLQJ�VRIWZDUH�RU�KDUGZDUH
UHOLDELOLW\�QHHG�QRW�LPSURYH�VDIHW\�
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:KDW�LV�GHSHQGDELOLW\"

    Property of a computing system which
allows reliance to be justifiably placed on
the service it delivers.

>/DSULH@
� :LGHU�FRQFHSW�ZKLFK�FRYHUV
´VDIHW\´��UHOLDELOLW\��VHFXULW\��IDXOW�
WROHUDQFH��DYDLODELOLW\����
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7KLV�FRXUVH���

� 'RHV�QRW�FRYHU�VHFXULW\
� 6DIHW\��FRUUHFW�EHKDYLRXU�LQ
VRIWZDUH��UHOLDELOLW\�IRU�VRIWZDUH
DQG�KDUGZDUH��IDXOW�WROHUDQFH��DUH
WRXFKHG�XSRQ

� $OVR�WULHV�WR�FRYHU�VRPH�DVSHFWV�LQ
WKH�ODUJHU�V\VWHPV�HQJLQHHULQJ
GRPDLQ


