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How to Prevent Failures

m Todays lecture will be about how to prevent failures

B What is needed to be done during the design process
B What can be done after the system is deployed to minimize failure effects

Picture taken by Janis Krums



Attributes of Dependability

m [FIP WG 10.4 definitions

B Safety: absence of harm to people and environment

M Availability: the readiness for correct service

B Integrity: absence of improper system alterations

B Reliability: continuity of correct service

B Maintainability: ability to undergo modifications and repairs



Maintainability
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Geographical Hierarchy

Central repair facility, spare parts
warehouse, and distribution center

Regional repair facilities and
spare parts distribution centers

Field repair facilities
and spare parts
distribution centers

Stocks of spare parts on-site with
customers
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Houston — We’ve had a problem

Okay, Houston - =

oz 07 55 20 CDR I believe we've had a problem here.

02 07 55 28 ce This is Houston. Say again, please.

02 07T 55 35 CDR Houston, we've had a problem, We'we had a
MATN B BUS UNDERVOLT.

02 o7 55 k2 cc Roger. MAIN B UNDERVOLT.

02 0T 55 58 cC Okay, stand by, 13. We're locking at it.

oz 07 56 10 IMP Okay, Right now, Houston, the voltage is - is

locking good. And we had a pretty large bang
associated with the CAUTION AND WARNING there.
And as I recall, MAIN B was the one that had had
an amp spike on it once before.

02 07 56 Lo cc Roger, Fred.
0z 07 56 5k MNP In the interim here, we're starting to g0 ahead
and button up the tunnel again.
02 07T 57 01 cC Roger.
J |
*' 02 07 57 ok LMP Yes. That Jolt must have rocked the sensor ocn -

see now - 0, QUARTITY 2. Tt - was oscillating

down around 20 to 60 percemt. Now it's full-
scale high again.

02 07 57 22 ce Roger.



Houston — We’ve had a problem
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Okay, Houston - -
I believe we've had & problem here.
This is Houston. ©8Say again, please.

Houston, we've had a problem, We'wve had a

MAIN B BUS UNDERVOLT.

Roger. MAIN B UNDERVOLT.
Okay, stand by, 13. We're locking at it.

Okay. Right now, Houston, the voltage is - is

locking good. | And we had a pretty|large bang

acsociated with the CAUTION AND WARNING there.

And as T recall, MAIN B was the one that had B
an amp spike on it once before.

Roger, Fred.



What do you think?
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“Well HAL, ’'m damned if | can find anything wrong with it.”
“Yes. It's puzzling. | don’t think I've ever seen anything quite like this before.”

— 2001: A Space Odyssey



Model of the NASA ADAPT Satellite System
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Model-Based Diagnosis Principles

Corrections repair actions

Observations
- (Observed

behavior
Actual system
Passenger seat system

—r —— Diagnosis
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Model of the passenger
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The Diagnostic Problem
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Where the Model Comes From?
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Traditional Design Flow

m Traditional Design Flow

B Characterized by a sequential flow, iteration is expensive

B Manual code development, paper intensive, error prone, resistant to change
B Projects get complex to manage by the end of integration process

REQUIREMENTS DESIGN
ANALYSIS

IMPLEMENTATION INTEGRATION & VALIDATION
TESTING

Documentation Documentation Documentation & Documentation & Documentation &

Code and Hardware Testing Testing on Target
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Model-Based Design

= A
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m Model-Based Design Flow
W Build explicit architectures of predictable systems
B Go seamlessly from abstraction to realizations
B Capitalize on verification activities early and all along the development flow
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ARP 4754 Safety Assessment Diagram
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Frequency of Faults
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[Jim Cooling 2003, cited from DeMarco78]

Undergraduate course on Real-time Systems 12 of 40
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Traditional Model Development
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MDA-Based Modeling and Development
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Model-Based Approach to Safety Assessment
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Flexibility in Supporting the Process
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Vehicle Verification Stage




The Diagnosis Problem
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Traditional Service Process
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Model-Based Diagnostics in Practice




Diagnostic Rules
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Generated by systematic computation
Contains virtually all

Root cause <=> symptom relationships
Applicable in Real Time systems

Finds single & multiple faults

Interfaces exist to various embedded systems
exist

Einsteliungen  Information  Extras

Zustandsdatenbank: | fhomespresenterddemorseatsy stemss dh-datasSe|

Yhomerp P ——.

Generiere DR| Optionen...|

23 seatws11 short_to_gne <w: Z>
24 sealws12 disconnected <w: 2>
25 seatws12 short_to_gnd =W 2>
26 seatws13 disconnected < 2
27 seatws13 short_to_gned < 2
za seatwsz disconnected <z
29 seatwsz shor_to_gnd <w Z>

31 seatws3 short_to_gnd =W 2>
seatws4 disconnected < 2
seatwsd short_to_gnd W e
seatwss disconnected <z

38 wal disconnected <W: 2>
EE] wetiu short_to_gnd <MW 2>
an wis disconnected <Ww: 2>
1 wis short_to_gnd  <w: 2>
az whs disconnected <w: 2>
43 wis short_to_gnd  <w: 2>

Rules (30

R1: centralCahinControlUnitdrv Audiovidea fcDisc
if centralCahinContralUnitdreAudiovidea feDise = an
suspect

cCCU disconnected

cSeat disconnected

seatc? disconnected

seatwSupply Ay disconnected

seatwsd disconnected

wtve disconnected

R2: centralCahinContralUnitdrv AudioWideo ToDisc-OkK
if centralCahinContralUnitdreAudiovidea feDisc = off

centralCabinCartrallnit drusudioVideo foDiscTest = active
clear

cCCU discannected

cSeat discannected

seatc? disconnected

seatwSupplyay disconnected

seatwsd disconnected

wew disconnected

Pager Al |
Bl 1

Resources Diagnostic Engine:
16 Bit J-processor, 25 Mhz
118 KB Flash memory

Resources Diagnostic Application:
Compiled model < 2KB

Some 20 msec time




ltem & System Verification Stage

bda



The FMEA Process

\ 4

-

—>

—

Design
and CAD
Information

FM modeling

Func decomp

Engineering

Reusable
Failure Data

Effect
modeling

FMEA, s

e Traditional FMEA Process.
Based on documents and
manual reasoning

e Model Based FMEA provide
systematic and quicker
feedback to engineering
automatically
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Tutorial Demo Model and Generated FMEA

B rRoDON 4.0 - SmokeDetectionSystem.SdSystem
Filz

Edit Analysis “iew Tools Options Window Help
R
Em Fe e P
= @ e i & 2 oo ~ | | Al Frames
Walues || Editor || State
areal
L]
alarmReset = o
»--- = = =
5 A o
8 T b
. E g
o
=
cablel
- o

— sdJunctionl

ECU

ecu

Opening model SmokeDetectionSystem. SdSystem completed (1274 variables, 1872 constraints, 1.3 sec).

_,_Jj Compaser )| Analyzer | imbd | SDEView _u:.,a_‘ DikiGen ﬂ Optimizer Reliability

Overview x
-~
O
O O
0 | 14
& |:| = O =— O
areaZz - X
L ] L
E
_% 0
[&] =
= Tahle Properties
S| & || F 03| €| & osic Al |v| fsi all | v| |[FMEA SDS) - sdb-data/sm
Mo, item l:ailure Mode l:ailure Effecis |Recognition of Failure |
cable2 areal. sd bulkb clark, Srmoke alarm is different from ok-case |Failure indication during test
-r'_:l_‘n- Srmoke in areal but no alarm Hidden failure during operation
areal. sd bulb dimmed Sroke alarm is different from ok-case [Hidden failure during operation
sdlu Srnoke in areal but no alarm Hidden failure during test
areal.sd.controllerinterface |driver_is_disconnected Srmoke alarm is different from ok-case  [Failure indication curing operation
Smoke in areal but no alarm Failure indication during test
areal.zd.controllerinterface |increased_frequency Srmoke alarm is different from ok-case |Failure indication during operation
=moke in areal but no alarm Failure indication during test
Gmoke in area? but no alarm
areal sd controllerinterface |[not_terminated Srmoke alarm is different from ok-case  |Failure indication during operation
Srmoke in areal but no alarm Failure indication during test
Smoke in area2 but no alarm
areal sd.controllerlnterface |output_delayed Sroke alarm is different from ok-case |Failure indication during operation
Smoke in areal but no alarm Failure indication during test
areal.sd.photocell insensitive Srmoke alarm is different from ok-case  |Failure indication during test
Srmoke in areal but no alarm Hiclcen failure during operation
areal.zd.photocell sensitivity_diminished Srmaoke alarm is different from ok-case [Hidden failure during operation
=moke in areal but no alarm Hidden failure during test
areal sd.testSpray blocked Failure indication during test
Hiclden failure during operation
areal. sd.transparentArea contaminated Srmoke alarm is different from ok-case [Hidden failure during operation
Srmoke in areal but no alarm Hidden failure during test
areal sd.transparentArea opague Srmoke alarm is different from ok-case |Failure indication during test
Smoke in areal but no alarm Hiclden failure during operation
areal.zdPlug pinA_corroded Smoke alarm is different from ok-case |Failure indication curing operation
Smoke in areal but no alarm Failure indication during test
areal.zdPlug pinCanl_corroded Srmoke alarm is different from ok-case  [Failure indication curing operation
Smaoke in areal but no alarm Failure indication during test
Smoke in area? but no alarm




Failure Impact on Functions (detected and undetected)

[8] roDON 3.13 - Ecdm Level3 SmokeDetectionSystem
File Edit Tools Options Window Help

F TR R o 5

u Ty

B E S 8 & i

( Composer | Analyzer | SDBView | Optimizer | Reliability |

[ Table [ Properties |

=101 x|

RODON based FMEA

~ | 040921/ CargoAnda detects recognized and

= FE B g @ 9¢ oplac all | v| Fmide @l |~ | |FMEA cairbus)
Mo, |ltem ||:ailure Mode ":ailure Effects |Recugniti0n of Failure
LTy _ O S L TOTTTOmET ImIiETTdreE LITTWET _T5_UTSTONMTELTELT NS TTE dLE

unrecogiized failures

cawity_8.5c_2 controllerlinterface

Cawity_ @ soPlug_1
cawity_ 3. sdPlug_2
cawity_=.5cd_1. bulb

cavity_3.sd_1 controllerinterface

cawity_= sd_1. photocell
cawity_ 2. sd_1.transparentArea
cavity_ 9. sd_2 bulb

cavity_9.sd_2 controllerlnterface

increased_frequency 2. Bus A& Mo communication
not_terminated
output_delayed
driver_is_disconnected
increased_freguency
not_terminated
output_delayed
pinA_corroded
pinCan_corroded
pinA_corroded
pinCan_carroded
dark,

2. Bus B: Mo communication

driver_is_disconnected
increased_frequency
not_terminated
autput_delayed
insensitive

2. Bus & Mo communication

opague
dark,

driver_is_disconnected
increased_freguency
not_terminated
output_delayed

2. Bus B: Mo communication

CMS Message

M5 Message
CM5 Message
CMS Message
CM5 Message
CMS Message
M5 Message
ChS Message

Ch5 Message
M5 Message

CMS Message
Tl

@Failure during undangerous D@

CM5S Mestage
CM5 Message
CMS Message
CM5 Message
CMS Message
Hidden Failure during undangerous operation
CMS Message
Hidden Failure during undangerous operation
Ch5 Message
Hidden Failure during undangerous operation
M5 Message
M5 Message
M5 Message
M5 Message hd

1]

Messages Console

Producing view completed ¢9:10 m:s).




ltem Design Implementation Stage

Arch Req

FE

Lambda budget
HW Level

SW Level

M
Lambda
FE




Train Electrical Door System




iagnostics Results — Decision Trees

ODON 4.1 - DemoExamples.ElevatorControl.ElevatorControlDtGen

File Edit View DbGen Tools Options Window Help

=10l =|

E )
&R P e Ee| &
Configuration
] +
23 d & P
] i switch contiSHck in peaificn '8
£ 5db File: elevatorControlDbGen.sdb s poct achator

=4 Symptoms

B _ 4 Failure code pficu.iom, ackuatorl¥DTDecoder o is sek

Elfg Failure code pfeu.iom. actuatarl WDTDecoder . fr is set - defan
(Put switch controlSkick in position -5 [Inspect ackuakc

(@) [0.26837 0.26838] --- {Put switch contralStick in pe
(@) [-0.27653 -0.27652] --- (Put switch control3tick in
| failure code pfou.iom, ackuatorRYDTDecoder Fr s set

-] failure code pfeu.iom.servovalvel YDTDecoder Fr is set

-] failure code pfou, monitoring, actuator DT _HwMonitor, Flag is s«
] failure code pfou,monitaring, actuatorRYDT _HwMonitor Flag is s
-] failure code pfou, monitoring. noMovementMonitor flag is set
-] failure code pfou, monitoring, sensorInkegricyionitor  flag is set
-] failure code pFou, monitoring, servol alve CurrentMonitor flag is s
-] failure code pfou,monitoring. servoialvelYDT_HwMonitorflag is
-] failure code pfou, monitoring, servoYalvePositionMonitor flag is s
-] Failure Classes

I I3 [ T

) omposer

&3

— [D37381 0 37387 o o short

_%1 Imbd | Tj SDEView |

i

=
)| Analyzer

=unl Check.
ch conircd Sack in position 15

nspoct 11 plou

= Dl Cpkirni
-} 1=n} prirmizer
L sl

detectve —| x1_piou deconnected |

$ Reliability

scteciue —| x_p disoarrcted

{ graudWire deooreced

ok

pesifion -5

©_H botwesn psuc_paiscont

and actatod V)

rsorl_acs VDT contac T 1

[ 026837 0 262833 ——

Test confinuity on LVDT_Act W1 between ploucs 1_picurcontact 1] and achsator v

L [o2Tess ozvesz

|-

Model - DemoExamples. ElevatorControl. ElewvatorControlDEGen Al Owerview - Failure code pFou.iom, ackuatorLYDTDecoder Fe is set - default settings Ll Tree Plaver

-r-f-‘!

—

Fault Code Check

Put switch cantrolStick in position -5°
Check pfcu.iom.actuatorRYDTDecoder . fic

4+ | na load or short ok

Cancel | Opening session C:hProgram Files\RODOM, demosForRodon4lROSE-ElevatorContr ol-Dremnat 4. 04 _confighdynamicSim.rse completed (1496 msec),




Requirements Identification Stase

Arch Req
1 FE& PBudget  _ ___.

To Other
Systems

Arch R

‘ FE&P

To Other
Systems

Arch Req
FE
Lambda b
HW Level
SW Level



arly Function Failure Analysis

\Window  Help

& D

|c§_‘)| I S TR | EUT S 2

& Erowser: RequirementsMadel ] Values] Editor] State]

—
A JJ Composer

— |
)| Anakyzer imbd : SDBYiew

-iJ DkGen
a

=10l x|

— |
—f Opkimizer

File Edit Analysis Yiew Tools Options
~ w o w
d & | & o
Y
S| a|w| & 2| v
Orverview
—
— —_ _
_ —_
Instance LI&

&) requirementsiodel
@ RequirementsModel
#1-(Fp Al_1_1_DirectGndComm
% A1_1_Z_SatComm
= &
+]--@ FailZondandz
-+~ FallureComp1
+-= FailureCompz
#-= lossOFFunction
Ex &) FeasAreaEstimation = wide
e &) lossOfalComps
7 &) mcsFarCalc = quintuple
e &) mesToAvoid = single
- %o pFailact
- pFaiMax = 0.0001
+] &) scMinMcsSize
+-(F scPFaillimit
+] &) testStatus
w19 Al_2Z_Cruise
=% A1_3_Land
¥ &) Al_RealizeComm

|

| Bl

0.0001
g

ax

10,0001 .
| Al_1_1_DirectGndComm

-

0.0001 max.
| »=1 Al_RealizeComm

ax.
Al_1_Start

j 0.0001

0.0001 max.
| Al_2_Cruise

0.0001 max.
| Al_1_2_SatComm

ES
Al_3_Land

Le

Wariables |

Initial Values

A1_1_Star failureCamp
A1_1_Star failureCamp2
A1_1_StartlossOfFunction
A1_1_Start.mosToAwoid

ifalze, truel
ifalze, truel
italse, true}
single

LD

KT

Opening mode| SystemDesignDemo, RequirementsModel completed (61 variables, 36 constraints, 970 msec),

\% Reeliability
Documentation

Instance: A1_1_Skark
Realize Comm at start.

F
Class: FailCondandz

Class to describe failure conditions
of a systern function that depends on
2 component failure events.

The function is lost, if event
failureComp1 AND failureComp2 is
true.

@authar Soerman Information &
Media AB




Early test strateg

&= o0

File Edit ‘iew DtGen Tools Options  Window Help

=10l x|

3E B e

®| & ©

Owerview - SyskemTest - defaulk settings

x|

—
) JJ Composet

» Ohservation

Inspect A’ ealizeComm
t

— |
| Analyzer imbdl : SDEvYiew

-ia DtGen
a3

I 1
L] * -
= W

L Observation

Inspect A1_2_Cruise
I_ true false —|

Tue false —|
]

» Ohservation

Fﬁspect A1_1_1_DirectGndComm

true —I— false ——l—
i i I - - -
Seilie 5= S =l -/ ’ N f o - . Observation
= ] = | (A1_2_Cruise failed | |A1_3_Land failed | ®
= . / . Inspect A1_1_2_SatComm
1] 5db File: requModel_RealizeCommunication.sdb ;I
4 Symptoms |: true false
- A SystemTest Ve ™ TN
El‘Eg SystemTest - default setkings |A1_1_2_SatComm failed | |OK |
=18 [Inspect A1_RealizeComm] o A NS
B brue --- [Inspect Al_Z2_Cruise]
=8 false --- [Inspeck Al_1_1_DirectEndComm]
B Wrrue --- (A1 1_1_DireckGndComm Failed)
[=]--8 False --- [Inspect 41_1_2_SatComm]
@ true --- (a1 1 7 SatComm Failedy | Model - SystemDesignDemno. RequirementsModel
Kl |»
Tree Flayer ﬂ
1 max.
A1_RealizeComm
Al_1_1_DirectGndComm failed
0.0001 rmax. 0.0001 max. 0.0001 max.
ax, 0.0001 max,
| ﬂl_l_l_ﬁlect(ﬁndcumm :F\ 1_1 2 SatComm
Cancel

Producing view completed (1.3 sec),

——
ﬂ Optimizer & Reliability




Testability and Test Coverage

[BIr0ODON 4.0 - DemoExamples.SteerByWire.Systems.Aircraft. ShwSystemAircraft
File Edit View Dkden Tools Options Window Help

EE S| F S| B | @ = = === 2 = "
poser | ()| Analyzer | imbd SDEiEw DiGen Optimizer Reliability
Cverview - SystemTest - defaulk settings x| | SystemTest - default settings x|
- - — Test

Test actl testStatus

Test

Configurstion: * | Test
a o %1 Test angleSensor2 testStatus

N B
Edb File: Sbwsystemaircraft.sdb - -

Lok v ™y
ymptoms (angleSensor2 defective |
4 SystemTest . Y,
E--Fg SystemTest - default settings

(=) [Test actl.teststatus]

Test act3 testStatus

failed

passed — ) ’7,“”“ passed

) Failed - [Test angleSensorl bestStatus] - - - -
B o - [Test ackz testStatus] 0 N ) (e ) VEELE
4 passe st ark2, testStatus (ecu2 defective ) act? defective)  (angleSensora defective |
~] Failsd — [Test anglsSensor2 testStatus] . S L AN A Test averridingDiive testStatus

[Test act3 testStatus]

failed

passed —) [t passed

Test

e ™, Ve N N

Test ecu3. testStatus] | ecu3 defective | | act3 defective | | overridingDrive defective |

(=cus defective) S A S e A

# passed - (act3 defective)

[=}-"4 passed - [Test wheelRoadSystem. testStatus] | failed pa
[+ Failed --- [Test overridingDrive. testStatus] Ve ™~ Fan
=)~ 4 passed -- [Test dcSupply.testStatus] | steeringGear defective | |

® Failed —- {dcSupphy1 defective) N A

TeststeeringGeartes

el (3

53 passed — [Test desupply2.testStatus]
® failed — (desupplyz defective) | 4 | L4
@ passed - (OK) Mode - DemoExarples. SteerByWire, Systers, Alrcraft, ShwSystemaircraft
Failure Classes
cockpit

[Bsystemproperties

ackl

angleSensorl ecul

ovenidingDrive

angleSensor2 act2

angleSensar3 ccus act?
Test wheelRoadSystem
Test angleSensor3. testStatus decSupplyl
English United States)|
desupply2
systemFunctionSteering
i | faied passed -

Cancel || Reliability Analysis DemoExamples. SteerByWire, Systems. Aircraft. SowSystemaircraft ...



Models for Reliability Prediction
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Model-Based Safety Assessment

m The biggest disadvantage of every model-based approach is
the model itself

B Building models takes time
B Finding the right level of abstraction is difficult

m Model Reusability can be achieved by development of
generic model libraries



Communication with other Systems

MODELING g f 1

LANGUAGE
MATLAB

SIMULINK

Helelogic

DOORS LA

Aircraft Requirement
Identification

System Req
Identification

Item Req
Identificati®

‘ System Verification Aircraft Verification

FHA < FHA

Prelim FHA

CCA _—E&e
Arch Req E

RELEX .
FE & P Budget | =
ISOG RA P H To ot,her systems ! 1 / it

Aircraft Interation Crosscheck @

m Interation Crosscheck @ ﬂ
{reap FTA &
Y CCA Update
\ CCA Update ! T ]

CFTA e I B
CCA other Items
; ‘ [ Arch Req FMES
l | FE&PBudget FTA & FE&P -
To other systems T CCA Update
- Prelim FHA ’ —
' Re’e‘ LEGEND — - Safety Objectives for FMEAs ) T T
excellence in reliability CCA FMES FE&P from
FHA - Functional Hazard Assesment I other ltems
FTA - Fault Tree Analysis ABudget ———— I
CCA - Common Cause Analysis | FE HW FM FMEA
Arch Req - Architectural Requirements Arch Req A
FE - Failure Effects HW Level T
FM - Failure Mode FE ———1FE
FC&C - Failure Condition and Clasification > MchRea | SW
A - Failure Rate SW Level I —
P- Probability P/O Other‘
FMEA - Failure Modes and Effect Analysis — General Verif.
DO-178
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Modeling Challenge

Aircraft Function Tree
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Conclusions

m The Safety Assessment community should look closer on
integrations issues as well

m Common modeling formalism and model-based approach for
safety assessment process is important.



