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!BSTRACT

)N�MODERN�MILITARY�COMMAND�AND�CONTROL��THE�DEMANDS�FOR�FASTER�ANALYSIS�AND�LESS
EXPENSIVE�EXERCISES�GROWS�ALL�THE�TIME��/NE�RESULT�OF�THIS�IS�THE�DESIRE�TO�GET�AS�MUCH
VALUABLE�KNOWLEDGE�OUT�OF�EACH�EXERCISE�AS�POSSIBLE�FOR�EVALUATION�PURPOSES��4HE�LOG�FILES
IN�THE�MILITARY�#OMMAND�AND�#ONTROL�SYSTEMS�ARE�ONE�AREA�WITH�A�LOT�OF�RARELY�USED�DATA�

4O�EXTRACT�THIS�INFORMATION�DIFFERENT�TECHNIQUES�CAN�BE�USED��-OBILE�AGENTS�ARE�ONE
APPROACH�THAT�HAS�BEEN�USED�INCREASINGLY�IN�THE�LAST�FEW�YEARS��4HIS�REPORT�DESCRIBES�A
FEASIBILITY�STUDY�ON�THE�USE�OF�MOBILE�AGENTS�IN�DISTRIBUTED�MILITARY�#OMMAND�AND
#ONTROL�SYSTEMS�FOR�ACQUIRING�AND�ANALYSING�DATA�IN�LOG�FILES��$IFFERENT�COMMERCIAL�OFF
THE�SHELF�AGENT�DEVELOPMENT�TOOLS�WHERE�TESTED�TO�EXAMINE�THE�MOBILE�AGENT�TECHNOLOGY
AND�EVALUATE�IF�AND�HOW�IT�CAN�BE�USED�TO�COLLECT�DATA�FROM�LOG�FILES�IN�DISTRIBUTED�MILITARY
#OMMAND�AND�#ONTROL�SYSTEMS�

4HE�RESULT�SHOWS�THAT�THE�MOBILE�AGENT�CONCEPT�IS�PROMISING�BUT�THAT�FURTHER�WORK�IS
NEEDED��4HE�MOBILE�AGENT�TECHNIQUE�HAS�BENEFITS�COMPARED�TO�THE�USUAL�CLIENT
SERVER
MODEL��ESPECIALLY�FROM�A�MILITARY�PERSPECTIVE�

4HIS�WORK�WAS�DONE�AT�&/!��THE�3WEDISH�.ATIONAL�$EFENCE�2ESEARCH�%STABLISHMENT	�IN
THE�$IVISION�OF�(UMAN�3CIENCES�AND�RESULTED�IN�PROTOTYPE�AGENTS�AND�THIS�REPORT�
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3AMMANFATTNING

)�MODERN�MILIT¤R�LEDNING�S¥�¶KAR�ST¤NDIGT�KRAVEN�P¥�SNABBARE�ANALYSER�OCH�MINDRE
KOSTSAMMA�¶VNINGAR��%TT�RESULTAT�AV�DETTA�¤R�¶NSKAN�ATT�FR¥N�DE�GENOMF¶RDA�¶VNINGARNA
F¥�UT�S¥�MYCKET�V¤RDEFULL�KUNSKAP�SOM�M¶JLIGT�F¶R�UTV¤RDERINGS¤NDAM¥L��,OGGFILERNA�I�DE
MILIT¤RA�LEDNINGSSYSTEMEN�¤R�ETT�OMR¥DE�MED�M¤NGDER�AV�S¤LLAN�UTNYTTJAD�DATA�

&¶R�ATT�F¥�FRAM�DENNA�INFORMATION�KAN�OLIKA�TEKNIKER�ANV¤NDAS��-OBILA�AGENTER�¤R�ETT
TILLV¤GAG¥NGSS¤TT�SOM�HAR�B¶RJAT�ATT�ANV¤NDAS�ALLT�MER�UNDER�DE�SENASTE�¥REN��$ENNA
RAPPORT�BESKRIVER�EN�GENOMF¶RBARHETSSTUDIE�AV�ANV¤NDANDET�AV�MOBILA�AGENTER�I
DISTRIBUERADE�LEDNINGSSYSTEM�F¶R�ATT�F¶RV¤RVA�OCH�ANALYSERA�DATA�I�LOGGFILER��.¥GRA�OLIKA
KOMMERSIELLA�AGENTUTVECKLINGSVERKTYG�HAR�TESTATS�F¶R�ATT�UTFORSKA�DEN�MOBILA
AGENTTEKNOLOGIN�OCH�UTV¤RDERA�OM�OCH�HUR�DENNA�KAN�ANV¤NDAS�F¶R�ATT�SAMLA�DATA�FR¥N
LOGGFILER�I�DISTRIBUERADE�LEDNINGSYSTEM�

2ESULTATET�VISAR�ATT�DET�MOBILA�AGENTBEGREPPET�¤R�MYCKET�LOVANDE�MEN�ATT�YTTERLIGARE
STUDIER�BEH¶VS��-OBIL�AGENTTEKNIK�HAR�F¶RDELAR�J¤MF¶RT�MED�DEN�TRADITIONELLA�KLIENT
SERVER
MODELLEN��SPECIELLT�UTIFR¥N�ETT�MILIT¤RT�PERSPEKTIV�

$ETTA�ARBETE�HAR�GJORTS�P¥�&/!��&¶RSVARETS�FORSKNINGSANSTALT	�P¥�AVDELNINGEN�F¶R
HUMANVETENSKAP�OCH�RESULTERADE�I�PROTOTYPAGENTER�OCH�DENNA�RAPPORT�
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�� )NTRODUCTION
4ODAY S�MILITARY�ARE�NO�LONGER�BASED�ON�THE�SAME�PREMISES�AND�PREREQUISITES�AS�THEY�WERE
���YEARS�AGO��&ROM�ONCE�BEING�CATEGORISED�BY�ITS�SIZE�IN�NUMBER�OF�MEN�AND�THAT�A�WAR
COULD�LAST�FOR�TENS�OF�YEARS��THE�SITUATION�IS�NOW�DIFFERENT��4HROUGH�TECHNICAL
DEVELOPMENTS��WARS�ARE�NOW�SHORTER�AND�FASTER��MEANING�THAT�THE�#OMMAND�AND�#ONTROL�

PROCESSES�FOR�THE�MILITARY�MUST�ALSO�BECOME�FASTER��7HAT�MATTERS�NOW�IS�THAT�THE
COMMANDING�STAFF�HAS�A�GOOD�VIEW�OF�THE�SITUATION�AND�THEREFORE�CAN�MAKE�GOOD�AND�FAST
DECISIONS�AND�INFORM�THE�CONCERNED�UNITS�AND�PEOPLE�

���� "ACKGROUND
4HIS�WORK�WAS�DONE�AT�&/!��THE�3WEDISH�.ATIONAL�$EFENCE�2ESEARCH�%STABLISHMENT	�IN
,INK¶PING��&/!�IS�A�RESEARCH�INSTITUTE�THAT�MOSTLY�DOES�RESEARCH�FOR�THE�3WEDISH�DEFENCE
INDUSTRY�AND�HAVE�OVER�����RESEARCHERS�IN�ACADEMIC�POSITIONS�

4HE�THESIS�WORK�WAS�DONE�IN�THE�$IVISION�OF�(UMAN�3CIENCES�AND�WITHIN�THE�PROJECT
,ED&RAM��,ED&RAM�IS�A�PROJECT�THAT�PERFORMS�RESEARCH�ON�SUPPORT�FOR�THE�DEVELOPMENT�OF
#OMMAND�AND�#ONTROL�SYSTEMS�FOR�MILITARY�PURPOSES��4HE�EMPHASIS�IS�ON�IMPROVING
CURRENT�SYSTEMS�AND�DEVELOPING�BETTER�SYSTEMS�IN�THE�LONG�TERM�

���� 0URPOSE
4HE�PURPOSE�OF�THIS�WORK�IS�TO�PERFORM�A�FEASIBILITY�STUDY�TO�EXPLORE�AND�EVALUATE�THE
MOBILE�AGENT�CONCEPT�FOR�USE�IN�DISTRIBUTED�#OMMAND�AND�#ONTROL�SYSTEMS�FOR�DATA
COLLECTION��4HE�FOCUS�WILL�BE�TO�ENHANCE�THE�INFORMATION�GAINED�AND�THE�UTILITY�OF�THE
EXERCISES�PERFORMED��/NE�PART�OF�THE�WORK�IS�ALSO�TO�EVALUATE�SOME�DEVELOPMENT�TOOLS
FOR�CREATING�MOBILE�AGENTS�AND�SEE�HOW�THEY�PERFORM�IN�A�SIMILAR�ENVIRONMENT�

/UR�AIM�IS�TO�PRODUCE�SOME�SIMPLE�AGENT�PROTOTYPES��WITH�THE�PURPOSE�TO�HIGHLIGHT
POSSIBLE�BENEFITS��SHORTCOMINGS�AND�POSSIBILITIES�DIFFICULTIES�WHEN�USING�MOBILE�AGENTS
AND�MOBILE�AGENT�DEVELOPMENT�TOOLS��7E�WILL�NOT�FOCUS�ON�THE�SECURITY�ASPECTS�IN�THIS
WORK��4HE�MAIN�PURPOSE�FOR�THE�WORK�IS�AS�A�BASIS�FOR�FURTHER�WORK�WITH�THIS�REPORT�AS
THE�MAIN�SOURCE�

���� -ETHODOLOGY
&IRST�THE�AGENT�DOMAIN�WILL�BE�STUDIED�WITH�EMPHASIS�ON�MOBILE�AGENTS��4HEN�THE
DIFFERENT�AGENT�DEVELOPMENT�TOOLS�WILL�BE�DESCRIBED�AND�EVALUATED��4O�DO�THAT�SOME
EXAMPLE�AGENTS�WILL�BE�DEFINED�AND�CREATED�WITH�THE�TOOLS��&INALLY�THE�RESULTS�AND
CONCLUSIONS�WILL�BE�ANALYSED�AND�DISCUSSED�IN�THIS�REPORT�

������������������������������������������������
��#OMMAND�AND�#ONTROL�WILL�BE�ABBREVIATED�TO�#r��)N�THE�REST�OF�THE�DOCUMENT�ALL�ABBREVIATIONS�AND
DESCRIPTIONS�CAN�BE�FOUND�IN�APPENDIX�!�



$ATA�#OLLECTION�IN�$ISTRIBUTED�#OMMAND�AND�#ONTROL�3YSTEMS�WITH�-OBILE�!GENTS
Introduction

University of Linköping – Department of Computer and Information Science�



$ATA�#OLLECTION�IN�$ISTRIBUTED�#OMMAND�AND�#ONTROL�3YSTEMS�WITH�-OBILE�!GENTS
Military domain

University of Linköping – Department of Computer and Information Science �

�� -ILITARY�DOMAIN
4HE�MILITARY�DOMAIN�HAS�ITS�OWN�DEMANDS��RULES�AND�PROBLEMS��4HIS�CHAPTER�TRIES�TO
PRESENT�AN�OVERVIEW�OF�THEM�

���� #OMMAND�AND�#ONTROL�SYSTEMS
-ILITARY�#�
SYSTEMS�ARE�USED�TO�COMMAND�THE�UNITS�IN�THE�FIELD��4HE�SYSTEMS�ARE�OFTEN�A
COMBINATION�OF�DIFFERENT�HARDWARE�AND�SOFTWARE�TAILORED�FOR�THE�MILITARY��)N�THE�LAST�FEW
YEARS�#/43
PRODUCTS��#OMMERCIAL�OFF�THE�SHELF�PRODUCTS	�HAVE�BECOME�INCREASINGLY
IMPORTANT�TO�USE�AS�MODULES�TO�LOWER�DEVELOPMENT�COSTS�OF�THESE�SYSTEMS�;.ATIONAL
RESEARCH�COUNCIL������=�

!S�THE�MILITARY�BECOMES�EVEN�MORE�COMPUTERISED�THE�SYSTEMS�BECOME�MORE�AND�MORE
COMPLEX�AND�THEIR�USERS�ARE�SPREAD�OVER�LARGER�AND�LARGER�GEOGRAPHICAL�AREAS��4HIS�IS�ALSO
AN�EFFECT�OF�THE�NEW�KIND�OF�MOBILE�MILITARY�UNITS�AND�THE�NEW�KIND�OF�FASTER�COMMAND
CHAINS�THAT�ARE�NEEDED��"ECAUSE�OF�THIS��IT�IS�BECOMING�INCREASINGLY�HARD�TO�EFFECTIVELY
VALIDATE�AND�VERIFY�THE�#�
SYSTEMS�AND�THE�WAY�THEY�ARE�USED�

4HE�#r
SYSTEMS�ARE�BOTH�HETEROGENEOUS��MADE�UP�OF�SEVERAL�DIFFERENT�SYSTEMS�FROM
DIFFERENT�MANUFACTURES�AND�YEARS��AND�DISTRIBUTED�WHICH�MAKES�IT�HARD�TO�SURVEY�WHAT�IS
HAPPENING�IN�THE�COMPLETE�TECHNICAL�SYSTEM�

���� -ODEL�VERIFICATION
4O�BE�ABLE�TO�UNDERSTAND�AND�ADAPT�TO�FUTURE�WARFARE�DIFFERENT�BUSINESS�MODELS�ARE�BEING
DEVELOPED��4HESE�BUSINESS�MODELS�CONTAIN�GOALS��OBJECTS�AND�PROCESSES�INCLUDED�IN
MODERN�COMMAND��WITH�THE�PURPOSE�OF�SPECIFYING�FUTURE�#r
SYSTEMS�

)F�THE�BUSINESS�MODELS�SHOULD�BE�DEVELOPED�FURTHER�THEY�MUST�BE�VERIFIED�AND�VALIDATED�
3INCE�IT�IS�HARD�TO�COMPARE�THEM�WITH�FUTURE�WARFARE�THEY�ARE�COMPARED�WITH�TODAY S
WARFARE�INSTEAD��4HE�PRIMARY�BUSINESS�MODEL�USED�IN�THIS�WORK�IS�(0�!4,% S�MODEL
-ARKSTRID�����THAT�CONCERNS�GROUND�BATTLE�;'ARDELIUS������=�

���� -ILITARY�EXERCISES
4HE�MILITARY�NOT�ONLY�HAS�EXERCISES�TO�TRAIN�THEIR�UNITS�BUT�IT�IS�OF�EQUAL�IMPORTANCE�TO
TRAIN�THE�COMMAND�STAFF�THAT�LEADS�THE�UNITS��4HIS�TRAINING�IS�DONE�ON�SO
CALLED
DEVELOPMENT�EXERCISES��$URING�THESE�EXERCISES�THE�EVALUATION�OF�THE�BUSINESS�MODELS�ARE
ALSO�CONDUCTED�

4HESE�EXERCISES�ARE�RUN�AND�SUPERVISED�BY�STAFF�INSTRUCTORS��4HESE�ARE�EXPERIENCED
OFFICERS�THAT�CREATE�AND�AFTERWARDS�EVALUATE�THE�SCENARIO�THAT�THE�OFFICERS�BEING�TRAINED
WILL�BE�FACED�WITH��"UT�WHAT�IS�EVEN�MORE�IMPORTANT�IS�THAT�THEY�DRAW�CONCLUSIONS�ABOUT
HOW�WELL�THE�TRAINED�OFFICERS�PERFORMED�IN�DIFFERENT�SITUATIONS�AND�WHAT�COULD�BE
IMPROVED�

$URING�THE�EXERCISE�THE�STAFF�INSTRUCTORS�OBSERVE�THE�ACTIVITIES�AND�ASK�QUESTIONS�TO�GET
THE�NEEDED�INFORMATION�TO�FURTHER�DEVELOP�THE�MODELS��METHODS�AND�TACTICS�THAT�FORM�THE
BASE�OF�THE�COMMAND�AND�CONTROL�WORK�PROCEDURES�

4HE�DEVELOPMENT�EXERCISES�ARE�OFTEN�SIMULATED��I�E��THERE�ARE�NO��OR�ONLY�A�FEW��REAL�UNITS
IN�THE�FIELD�AND�THE�REST�ARE�SIMULATED�EITHER�BY�COMPUTER�SYSTEMS�OR�STAFF�INSTRUCTORS�
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/NE�PROBLEM�IS�TO�GET�ENOUGH�FACTS�ABOUT�THE�OUTCOME�OF�THE�EXERCISE�TO�BE�ABLE�TO�DRAW
ANY�CONCLUSIONS�ABOUT�THE�MODELS��4ODAY�THIS�IS�DONE�MOSTLY�BY�INTERVIEWING�THE�STAFF
INSTRUCTORS�AND�LETTING�THEM�FILL�IN�QUESTIONNAIRES��4HE�PROBLEM�WITH�THIS�IS�THAT�IT�IS�HARD
OR�MAYBE�EVEN�IMPOSSIBLE�TO�GET�ALL�THE�RELEVANT�INFORMATION��!NOTHER�PROBLEM�WITH�THIS
APPROACH�IS�THAT�IT�IS�VERY�TIME�CONSUMING�BOTH�FOR�THE�STAFF�INSTRUCTORS�AND�THE
DEVELOPERS�OF�THE�MODELS�

���� 3TAFF�INSTRUCTORS
4HE�QUESTIONS�THAT�STAFF�INSTRUCTORS�WISH�TO�ANSWER�ARE�MANY�AND�ARE�OF�VARIED�KINDS�
4HESE�CAN�INCLUDE�HOW�THE�SYSTEM�PERFORMS��WHO�IS�SENDING�WHICH�DOCUMENT�TO�WHOM
IN�THE�#�
NETWORK��HOW�LONG�THAT�TAKES��WHAT�HAPPENS�WITH�THE�DOCUMENT��ETC��/F�COURSE
ALL�OF�THESE�QUESTIONS�CAN�BE�TIED�TO�THE�BUSINESS�MODEL�-ARKSTRID�����ON�SOME�LEVEL�

������ 1UESTIONS�TIED�TO�THE�MODEL
(OW�CAN�QUESTIONS�DERIVED�FROM�THE�MODEL�BE�ANSWERED�WITH�THE�HELP�OF�LOG�FILES��!ND
IS�IT�POSSIBLE�TO�USE�A�LOG�ALONE�INSTEAD�OF�OBSERVATIONS�OR�MAYBE�AS�A�COMPLEMENT�TO
THEM��4HE�QUESTIONS�BELOW�ARE�A�FEW�SELECTED�FROM�A�REPORT�TEMPLATE�;7IKBERG�ET�AL�
����=�AND�FREELY�TRANSLATED�FROM�3WEDISH��4HE�NUMBERING��!��ETC�	�CORRESPONDS�TO�THE
NUMBERING�OF�THE�QUESTIONS�IN�THE�REPORT�TEMPLATE�

!���4O�WHAT�EXTENT�DOES�THE�RIGHT�RECIPIENT�ASSESSES�THE�RIGHT�INFORMATION�AT�THE
RIGHT�TIME�

!���4O�WHAT�EXTENT�ARE�DEFINED�CONSEQUENCES�RELEVANT�WITH�REGARD�TO
PREDETERMINED�GOALS�

!���4O�WHAT�EXTENT�IS�THE�METHOD�FOR�SCRUTINISATION�AND�ESTABLISHMENT�OF
DIFFERENT�ALTERNATIVES�CHOSEN�WITH�REGARDS�TO�DISPOSABLE�TIME�

!����4O�WHAT�EXTENT�ARE�EXECUTION�ORDERS�ABOUT�SUPPRESSION�ACKNOWLEDGED�

1UESTIONS�!��AND�!���SEEM�MORE�EASILY�ANSWERED�THROUGH�COMPUTER�ANALYSIS�OF�DATA
WHILE�THE�OTHER�TWO�QUESTIONS�SEEM�MORE�DIFFICULT�TO�RETRIEVE�FROM�LOG�FILES�

4HE�EXAMPLES�ABOVE�SHOW�THAT�NOT�ALL�QUESTIONS�CAN�BE�ANSWERED�WITH�ONLY�THE�DATA�FROM
LOG�FILES��/FTEN�SOME�HUMAN�MUST�ANALYSE�THE�DATA�AND�DRAW�CONCLUSIONS��LIKE�IN�!�	�
/THER�QUESTIONS�ARE�MORE�EASILY�AND�FASTER�COLLECTED�FROM�LOG�FILES�BY�A�PROGRAM�THEN�BY
MANUALLY�SEARCHING��LIKE�IN�!��	�

������ /BSTACLES�FOR�THE�STAFF�INSTRUCTORS
4HE�TIME�PRESSURE�ON�THE�STAFF�INSTRUCTORS�IS�USUALLY�HIGH�DURING�THE�DEVELOPMENT
EXERCISES��SINCE�THERE�ARE�MANY�QUESTIONS�THAT�NEED�FOLLOW�UP��/FTEN�THE�QUESTIONS�ALSO
REQUIRE�HIGH�MOBILITY�OF�THE�STAFF�INSTRUCTORS��AS�THEY�USUALLY�NEED�TO�VISIT�SEVERAL
GEOGRAPHICALLY�DIFFERENT�LOCATIONS�TO�BE�ABLE�TO�ANSWER�THE�QUESTIONS��4HIS�CAN�BE�A�BIG
PROBLEM�SINCE�THE�EXERCISE�MIGHT�BE�SPREAD�OVER�A�VERY�LARGE�AREA��SOMETIMES�UP�TO����
SQUARE�KILOMETRES�

%VEN�IF�THE�STAFF�INSTRUCTORS�ARE�AT�THE�RIGHT�LOCATION�AT�THE�RIGHT�MOMENT�IT�STILL�MIGHT�BE
THE�CASE�THAT�THE�QUESTION�CAN�NOT�BE�ANSWERED��4HAT�CAN�DEPEND�ON�MANY�FACTORS��THE
STAFF�INSTRUCTOR�DOES�NOT�WANT�TO�INTERRUPT�A�PRESSURED�DECISION
MAKER��IT�CAN�BE�HARD�TO
OBSERVE�THE�STAFF�MEMBERS�AS�THEY�WORK�IN�A�NARROW�STAFF�VEHICLE�OR�DIFFICULTIES�WITH
OBSERVING�WHO�IS�SENDING�WHAT�TO�WHOM�IN�THE�#�
SYSTEM��"UT�TO�BE�ABLE�TO�CONDUCT
CORRECT�OBSERVATIONS�AND�TO�BE�ABLE�TO�FULLY�ANSWER�THE�QUESTIONS�IT�IS�OFTEN�A�NECESSITY



$ATA�#OLLECTION�IN�$ISTRIBUTED�#OMMAND�AND�#ONTROL�3YSTEMS�WITH�-OBILE�!GENTS
Military domain

University of Linköping – Department of Computer and Information Science �

THAT�THE�STAFF�INSTRUCTOR�KNOWS�WHAT�IS�HAPPENING�IN�THE�SYSTEM��4HIS�INFORMATION�IS�OFTEN
AVAILABLE�TODAY�IN�DIFFERENT�LOG�FILES�BUT�NOT�EASY�ACCESSIBLE�TO�THE�ONES�WHO�NEED�IT��THE
STAFF�INSTRUCTORS�

/NE�REASON�FOR�THIS�IS�THAT�A�HIGH�LEVEL�OF�COMPUTER�KNOWLEDGE�IS�OFTEN�NEEDED�TO
RETRIEVE�INFORMATION�FROM�A�SYSTEM��FOR�EXAMPLE�A�DATABASE	��4HE�INTERFACES�ARE�OFTEN�NOT
ESPECIALLY�USER�FRIENDLY�AND�THE�USE�OF�THEM�MIGHT�EVEN�REQUIRE�PROGRAMMING�KNOWLEDGE
�LIKE�ASKING�ADVANCED�31,
QUESTIONS	��"UT�TO�PUT�THE�RIGHT�QUESTION�TO�THE�SYSTEM�
KNOWLEDGE�ABOUT�THE�MILITARY�ACTIVITIES�IS�NECESSARY��4HESE�TWO�SKILLS�ARE�NOT�OFTEN
COMBINED�IN�THE�SAME�PERSON�

���� ,OG�FILES
3INCE�THE�EXERCISES�ARE�CARRIED�OUT�WITH�THE�HELP�OF�COMPUTER�TOOLS�AND�SOFTWARE��A�LOT�OF
LOG�FILES�ABOUT�WHAT�HAS�BEEN�DONE�WITH�THE�SYSTEMS�ARE�CREATED��)N�THESE�LARGE�FILES�THERE
IS�A�LOT�OF�INFORMATION�THAT�COULD�BE�USED�TO�GET�AN�UNDERSTANDING�OF�WHAT�HAS�HAPPENED�
4HE�PROBLEM�WITH�LOG�FILES�IS�THAT�THEY�ARE�VERY�HARD�TO�UNDERSTAND�BY�READING�THEM
MANUALLY�AND�IT�ALSO�CONSUMES�A�LOT�OF�TIME�TO�DO�SO�

4HEY�MIGHT�ALSO�BE�SAVED�IN�SOME�SPECIAL�FORMAT�OR�IN�A�DATABASE�AND�IF�SO��READING�THEM
WOULD�REQUIRE�SPECIALIST�KNOWLEDGE��$IFFERENT�SYSTEMS�ALSO�PRODUCE�DIFFERENT�KINDS�OF�LOG
FILES�FOR�DIFFERENT�PURPOSES��WHICH�ENTAILS�INTEGRATION�DIFFICULTIES��)T�IS�ALSO�HARD�TO� GET
THE�WHOLE�PICTURE �FROM�LOG�FILES��EVEN�IF�THE�INFORMATION�EXISTS�IN�THEM�AND�THEY�ARE�IN�A
REGULAR��READABLE�TEXT�FORMAT�AND�NOT�SO�LONG��4HIS�CAN�BE�SEEN�IN�A�DEMONSTRATION�LOG�FILE
IN�APPENDIX�"�

���� 3UMMARY�OF�PROBLEMS
4O�BE�ABLE�TO�GET�THE�RESULTS�FROM�THE�DEVELOPMENT�EXERCISES��MORE�EFFICIENTLY�AND�FASTER�
TOOLS�ARE�NEEDED�TO�COLLECT�AND�PRESENT�THE�LARGE�AMOUNT�OF�DIGITAL�INFORMATION�THAT�IS
STORED�AUTOMATICALLY��4HE�PROBLEM�TODAY�IS�THAT�NO�GOOD�TOOLS�EXIST�EITHER�TO�COLLECT�OR�TO
PRESENT�THE�LOG�FILES�THAT�ARE�GENERATED�DURING�THE�EXERCISES��4HIS�PROBLEM�IS�GROWING�ALL
THE�TIME�AS�SYSTEMS�ARE�COMPUTERISED�AND�THE�LOG�FILES�GROW�LARGER�AND�LARGER�BECAUSE
MORE�DETAILS�ARE�LOGGED�AND�MORE�COMPLEX�MANOEUVRES�ARE�PERFORMED�;7ATSON�2������=�

/NE�PROBLEM�WITH�COLLECTING�DATA�FROM�THE�LOG�FILES�IS�THAT�THEY�ARE�SCATTERED�ON�MANY
DIFFERENT��HETEROGENEOUS	�COMPUTER�SYSTEMS�DISTRIBUTED�IN�MANY�DIFFERENT�PLACES��3OME
FILES�CAN�FOR�EXAMPLE�BE�LOCATED�LOCALLY�ON�A�COMPUTER�IN�A�STAFF�VEHICLE�THAT�LACKS
CONSTANT�CONNECTION�TO�THE�OTHER�UNITS��4HAT�CAN�BE�BECAUSE�THEY�OFTEN�HAVE�TO�REGROUP
TO�OTHER�LOCATIONS�AND�THEN�TEMPORARILY�BREAK�THE�CONNECTIONS�OR�BECAUSE�THEY�WANT�TO
KEEP�A�LOW�PROFILE�SO�THE�ENEMY�WILL�NOT�SPOT�THEM�AND�THEREFORE�DELIBERATELY�BREAK�THE
CONNECTIONS�WITH�THE�OTHER�UNITS��4HIS�MEANS�THAT�ALL�COMPUTERS�ARE�NOT�NECESSARILY
AVAILABLE�ALL�THE�TIME�OR�CAN�ONLY�BE�CONTACTED�FOR�A�VERY�SHORT�PERIOD�OF�TIME�AND�THEN
THE�CONNECTION�IS�LOST�AGAIN�

7HAT�WOULD�BE�NEEDED�IS�SOME�TOOL�TO�GET�THE�USEFUL�INFORMATION�OUT�OF�ALL�THE�BIG�LOG
FILES��!ND�TO�BE�USEFUL�THAT�TOOL�MUST�HAVE�AN�EASY�TO�USE�INTERFACE��)T�COULD�BE�THE�SAME
AS�A�SEARCH�ENGINE�ON�THE�)NTERNET�WHERE�ONE�ENTERS�ONE�OR�SEVERAL�SEARCH�WORDS�AND�GETS
A�RESULT�BASED�ON�THOSE�WORDS�

)T�COULD�ALSO�BE�DESIRABLE�IF�IT�WAS�POSSIBLE�TO� BROWSE�THE�#�
SYSTEM �AND�WITH�SIMPLE
MEANS�DURING�TIMES�OF�HIGH�PRESSURE�AND�WITHOUT�EXPERT�KNOWLEDGE��ASK�ALL�TYPES�OF� AD
HOC�QUESTIONS �ABOUT�THE�EVENTS��DOCUMENT�HANDLING��ETC�
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�� 4HE�AGENT�CONCEPT
4O�TRY�TO�SOLVE�THE�PROBLEMS�OUTLINED�IN�THE�PREVIOUS�CHAPTER��THE�USE�OF�SOFTWARE�AGENTS
WILL�BE�EVALUATED��"UT�WHAT�IS�AN�AGENT�

���� !GENTS
4HERE�EXIST�MANY�DEFINITIONS�OF�THE�CONCEPT�OF�AGENTS��-ILOJIÍIÇ�;-ILOJIÍIÇ�ET�AL������=
DEFINES�AGENTS�ACCORDING�TO�THEIR�ATTRIBUTES�� !CTIVE��AUTONOMOUS��GOAL
DRIVEN��AND�TYPICALLY
ACTING�ON�BEHALF�OF�A�USER�OR�ANOTHER�AGENT� �!N�AGENT�SHOULD�THEREFORE�HAVE�A�GOAL�OR�TASK�THAT
IT�INDEPENDENTLY��WITHOUT�USER�GUIDANCE��TRIES�TO�SOLVE�ON�BEHALF�AND�IN�THE�INTEREST�OF
SOMEONE�ELSE�

/F�COURSE�THIS�IS�JUST�ONE�DEFINITION�OF�A�SOFTWARE�AGENT��HEREAFTER�JUST�CALLED�AGENT	�AND
ALMOST�EVERY�RESEARCHER�HAS�THEIR�OWN�DEFINITION��!GENTS�CAN�ALSO�BE�CHARACTERISED�MORE
SPECIFICALLY�ACCORDING�TO�THEIR�EMPHASISE��)F�THEY�COLLABORATE�WITH�EACH�OTHER�TO�SOLVE
THEIR�TASK�THEY�CAN�BE�CALLED�COLLABORATIVE�AGENTS��AND�IF�THEY�CAN�MOVE�AROUND�THEY�CAN�BE
CALLED�MOBILE�AGENTS��!�LONGER�LIST�CAN�BE�FOUND�IN�;.WANA���.DUMU������=�

���� -OBILE�AGENTS
!�MOBILE�AGENT�IS�AN�AGENT�THAT�INDEPENDENTLY�AND�AUTONOMOUSLY��BY�ITSELF	�MOVES�FROM
ONE�COMPUTER�TO�ANOTHER�IN�A�NETWORK�TO�PERFORM�ITS�TASK��#OMPARED�TO�A�REGULAR�DATA
TRANSMISSION�IT�IS�NOT�JUST�TRANSFERRING�ITS�CODE�AND�ITS�DATA�BUT�MOST�IMPORTANTLY��IT�STARTS
TO�RUN�AGAIN�WHEN�IT�REACHES�EACH�DESTINATION�

/NE�TASK�FOR�A�MOBILE�AGENT�COULD�BE�TO�FIND�SOME�DATA�IN�LOG�FILES�DISTRIBUTED�AT�SEVERAL
DIFFERENT�LOCATIONS�AS�MENTIONED�IN�THE�PREVIOUS�CHAPTER��/NE�BENEFIT�WITH�USING�MOBILE
AGENTS�IS�THAT�THEY�CAN�BE�SENT�AWAY�WHEN�A�CONNECTION�IS�PRESENT��THEN�THE�CONNECTION
CAN�BE�BROKEN��BUT�THE�AGENT�REMAINS�AT�THE�SITE�WHERE�THE�DATA�IS�STORED�SO�IT�CAN�STILL
CONTINUE�TO�WORK��7HEN�A�CONNECTION�IS�RE
ESTABLISHED�THE�AGENT�CAN�RETURN�AND�PRESENT
WHAT�IT�HAS�FOUND�AS�A�WEB�PAGE��FOR�EXAMPLE��4HIS�IS�A�LARGE�BENEFIT�COMPARED�TO�THE
CLIENT
SERVER�APPROACH�WHERE�THERE�MUST�EXIST�A�CONSTANT�CONNECTION�FOR�THE�SAME�THING
TO�WORK�

&OR�THIS�TO�WORK�A�SO
CALLED�!GENT�PLATFORM�IS�NEEDED��!N�AGENT�PLATFORM�IS�A�SERVER�THAT�MUST
RUN�ON�EVERY�COMPUTER�THAT�SHOULD�BE�ABLE�TO�SEND�OR�RECEIVE�MOBILE�AGENTS��4HE�AGENTS
RUN�ON�TOP��OR�INSIDE��OF�THIS�SERVER��7HEN�AN�AGENT�IS�FINISHED�AT�ONE�HOST�AND�SHOULD�BE
TRANSFERRED�THIS�IS�HANDLED�SOLELY�BY�THE�TWO�AGENT�PLATFORMS�AT�THE�SENDING�AND�RECEIVING
HOSTS��-OBILE�AGENTS�CAN�THEREFORE�NOT�BE�RECEIVED�UNLESS�THERE�IS�AN�AGENT�PLATFORM
RUNNING�AT�THE�RECEIVING�HOST��THIS�IS�DONE�FOR�BOTH�PRACTICAL�AND�SECURITY�REASONS��&OR
SOME�WORDS�ABOUT�SECURITY�CONCERNING�MOBILE�AGENTS��SEE�����3ECURITY�OF�AGENTS�

���� !GENT�DEVELOPMENT�TOOLS
-OBILE�AGENT�DEVELOPMENT�SYSTEMS�ARE�TOOLS�TO�DEVELOP�AND�RUN�DISTRIBUTED�APPLICATIONS
BY�CREATING�MOBILE�AGENTS��4HE�AGENTS�ARE�OFTEN�SMALL�*AVA�PROGRAMS�THAT�TRAVEL�IN�THE
NETWORK�TO�PERFORM�THEIR�FUNCTION��4HEY�CAN�BE�TAILORED�TO�PERFORM�A�SPECIFIC�TASK�OR�BE
MADE�MORE�GENERAL�TO�BE�ABLE�TO�COPE�WITH�DIFFERENT�SITUATIONS�

4HERE�EXIST�QUITE�A�LOT�OF�AGENT�DEVELOPMENT�TOOLS��BOTH�TO�CREATE�STATIC�AND�MOBILE
AGENTS�DEPENDING�ON�THE�PURPOSE�OF�THE�AGENT��3INCE�THIS�WORK�WILL�FOCUS�ON�MOBILITY�THE
STATIC�AGENTS�SYSTEMS�ARE�OF�LESS�IMPORTANCE�AND�WILL�NOT�BE�DISCUSSED�FURTHER��7HAT�IS
USUALLY�INCLUDED�WITH�MOBILE�AGENT�DEVELOPMENT�TOOLS�IS�THE�AGENT�PLATFORM�TO�RUN�THE
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AGENTS�AND�SOME�PROGRAMS�TO�CREATE�THE�AGENTS�ALTERNATIVELY�SOME�!0)�TO�ADD�AGENT
FUNCTIONALITY�TO�YOUR�OWN�PROGRAMS�

4HE�BASIS�FOR�MOBILE�AGENT�TECHNOLOGY�INCLUDES�THREE�IMPORTANT�THINGS�;#OCKAYNE��
:YDA������=��4HE�FIRST�IS�A�PROGRAMMING�LANGUAGE�THAT�MAKES�THE�DEVELOPMENT�OF�AGENTS
POSSIBLE�AND�ALLOWS�THEM�TO�BE�CO
ORDINATED�WITH�AN�AGENT�PLATFORM�AND�TO�BE�USED�IN�A
SYSTEM��4HE�MAJORITY�OF�THE�AGENT�DEVELOPER�TOOLS�COMMONLY�USE�*AVA�FOR�THIS�PURPOSE�
4HE�SECOND�IS�AN�EXECUTION�ENVIRONMENT��IN�THE�CASE�OF�*AVA��A� 6IRTUAL�-ACHINE 	�THAT
CAN�RUN�THE�DEVELOPED�CODE��!ND�THE�LAST�ONE�IS�A�COMMUNICATION�PROTOCOL��4#0�)0�OR
2-)�FOR�EXAMPLE	�THAT�CONNECTS�DIFFERENT�SYSTEMS�AND�GIVES�THE�AGENT�THE�ABILITY�TO�MOVE
BETWEEN�OR�WITHIN�SYSTEMS�
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�� %XPERIMENTAL�-ETHOD
4HE�GOAL�OF�THIS�WORK�IS�SPECIFIED�AND�INITIAL�DELIMITATIONS�ARE�GIVEN�IN�THIS�SECTION�

���� 'OALS
4HE�PURPOSE�OF�THIS�WORK�IS�TO�PERFORM�A�FEASIBILITY�STUDY�TO�EXPLORE�AND�EVALUATE�THE
MOBILE�AGENT�CONCEPT��4HE�FOCUS�WILL�BE�ON�EVALUATING�IF�MOBILE�AGENTS�ARE�SUITABLE�TO�BE
USED�AS�A�SUPPORT�MECHANISM�FOR�DATA�COLLECTION�IN�DISTRIBUTED�MILITARY�#�
SYSTEMS��4HE
REASON�FOR�THIS�IS�TO�ENHANCE�THE�INFORMATION�GAINED�AND�THE�UTILITY�OF�THE�EXERCISES
PERFORMED��!NOTHER�GOAL�IS�ALSO�TO�TEST�AND�EVALUATE�SOME�#/43
PRODUCTS�FOR
DEVELOPING�MOBILE�AGENTS�AND�SEE�HOW�THEY�PERFORM��4HE�MAIN�PURPOSE�FOR�THE�WORK�IS
AS�A�BASIS�FOR�FURTHER�WORK�IN�THE�AREA�

������ 0ERFORMANCE
4HE�PURPOSE�OF�THIS�WORK�IS�TO�EVALUATE�MOBILE�AGENT�TECHNOLOGY�AND�EVALUATE�IF�AND�HOW
IT�CAN�BE�USED�TO�COLLECT�DATA�FROM�LOG�FILES�IN�DISTRIBUTED�MILITARY�#r
SYSTEMS��4HE�WORK
WILL�PRODUCE�SOME�SIMPLE�AGENT�PROTOTYPES��WITH�THE�PURPOSE�OF�HIGHLIGHTING�POSSIBLE
BENEFITS��SHORTCOMINGS�AND�POSSIBILITIES�DIFFICULTIES�WHEN�USING�MOBILE�AGENTS�AND�MOBILE
AGENT�DEVELOPMENT�TOOLS�

4O�FULFIL�THE�PURPOSE��THIS�WORK�HAS�BEEN�DIVIDED�INTO�THREE�PARTS�

q )NVESTIGATE�HOW�WELL�#/43
PRODUCTS�CAN�BE�USED�TO�CONSTRUCT�MOBILE�AGENTS�AND
DESCRIBE�ADVANTAGES�AND�DRAWBACKS�WITH�USING�THEM�

q 4HROUGH�MAKING�SOME�SMALL�PROTOTYPE�AGENTS��EVALUATE�THE�AGENT�CONCEPT�AND�DECIDE
IF�IT�IS�SUITABLE�FOR�DATA�COLLECTION�IN�AN�EXPERIMENTAL�DEMONSTRATION�DISTRIBUTED�#�

SYSTEMS�

q $ISCUSS�THE�RESULTS�OF�THE�TWO�POINTS�ABOVE�FROM�THE�MILITARY�POINT�OF�VIEW�

4O�TEST�THIS��A�SCENARIO�WILL�BE�DESIGNED�AND�TESTED�CONCERNING�DATA�COLLECTION�RELATED�TO
MILITARY�#�
ISSUES��!FTER�THAT��ONE�OR�SEVERAL�AGENTS�WILL�BE�CREATED�THAT�CAN�SOLVE�DIFFERENT
TYPES�OF�SEARCH�QUESTIONS��4HE�IMPORTANT�PART�IS�THE�METHODS�AND�CONCEPTS�TO�EXAMINE
WHAT�CAN�BE�DONE�WITH�MOBILE�AGENTS�AND�HOW�IT�CAN�BE�DONE��WITH�FOCUS�ON�THE�DATA
COLLECTION	�

������ -ILITARY�BENEFITS
4O�EFFECTIVELY�USE�THE�STORED�INFORMATION�IN�THE�LOG�FILES�SOME�BETTER�METHOD�THAN�JUST
LETTING�THE�STAFF�INSTRUCTORS�FIND�AND�OPEN�THE�FILES�MANUALLY�AND�THEN�READ�THEM�MUST�BE
USED��4HE�EXERCISES�ARE�OFTEN�VERY�EXPENSIVE�BECAUSE�THERE�ARE�A�LOT�OF�PEOPLE�NEEDED�TO
PERFORM�A�REALISTIC�EXERCISE��/FTEN�THE�OFFICERS�ARE�ALSO�FROM�DIFFERENT�PLACES�IN�THE
COUNTRY��&OR�THESE�REASONS�THE�EXERCISES�ARE�SHORT�AND�INTENSE��WHICH�MEANS�THAT�THE�STAFF
INSTRUCTORS�HAVE�A�LOT�TO�DO�AND�THAT�THE�MILITARY�WANTS�TO�GET�AS�MUCH�FEEDBACK�AS
POSSIBLE�FROM�EACH�EXERCISE��(ERE��A�MOBILE�SEARCH�AGENT�CAN�HELP�THE�STAFF�INSTRUCTOR�TO
COLLECT�INFORMATION�THAT�NORMALLY�IS�JUST�LEFT�UNUSED�BECAUSE�OF�TIME�PRESSURE�OR�LACK�OF
NECESSARY�TECHNICAL�KNOWLEDGE�

������ %VALUATION�SCENARIO
4O�BE�ABLE�TO�IN�AN�EQUIVALENT�WAY�COMPARE�AGENTS�CREATED�WITH�DIFFERENT�#/43

PRODUCTS�A�SCENARIO�WAS�CONSTRUCTED��)T�INCLUDES�CREATING�ONE�OR�A�FEW�DIFFERENT�MOBILE



$ATA�#OLLECTION�IN�$ISTRIBUTED�#OMMAND�AND�#ONTROL�3YSTEMS�WITH�-OBILE�!GENTS
Experimental Method

University of Linköping – Department of Computer and Information Science��

AGENTS�AND�TESTING�THEIR�ABILITIES��4HE�PRIMARY�ONE�IS�A�SEARCH�AGENT�THAT�WILL�TAKE�A�WORD
TO�SEARCH�FOR�AND�MOVE�OVER�TO�ANOTHER�COMPUTER��4HERE�IT�WILL�SEARCH�THROUGH�THE�TEXT
FILES�ON�THAT�COMPUTER�AND�RETRIEVE�A�LIST�OF�THE�FILES�THAT�CONTAIN�THE�SEARCH�WORD�AND
RETURN�TO�THE�SENDER�AND�PRESENT�THE�RESULT��4HE�DATA�COLLECTION�QUESTIONS�IN�THE�SCENARIO
CORRESPOND�TO�QUESTIONS�THAT�STAFF�INSTRUCTORS�ON�A�TACTICAL�LEVEL�ARE�BELIEVED�TO�ASK�

���� )NITIAL�DELIMITATION
4HE�PRODUCT�!GENT"UILDER�WAS�PREDETERMINED�TO�BE�THE�PLATFORM�FOR�DEVELOPING�THE
AGENTS��!NOTHER�DELIMITATION�IS�THAT�THE�PROGRAMMING�LANGUAGE�*AVA�SHOULD�BE�USED�AS
THE�IMPLEMENTATION�LANGUAGE�FOR�THE�AGENTS��4HE�AGENTS�CREATED�WOULD�ONLY�BE�RUN�IN�AN
EXPERIMENTAL�LOCAL�NETWORK�AND�NOT�IN�THE�ACTUAL�#r
SYSTEM��4HEY�WILL�THEREFORE�NOT�SOLVE
THE�CURRENT�PROBLEMS�THE�MILITARY�STRUGGLES�WITH��THE�INTENTION�IS�TO�HELP�IN�THE�LONG�TERM
WITH�THIS�STUDY�

4HE�WORK�WILL�RESULT�IN�A�PROTOTYPE�USED�TO�HIGHLIGHT�SOME�BENEFITS�AND�POSSIBILITIES�OF
USING�AGENTS��)T�WILL�NOT�BE�A�COMPLETE�SYSTEM�AND�THEREFORE�IT�WILL�NOT�HAVE�ALL�THE
FUNCTIONALITY��ERROR�CONTROL��SECURITY�FEATURES��ETC�THAT�A�REAL�SYSTEM�MUST�HAVE��!LSO�THE
PRESENTATION�OF�THE�COLLECTED�DATA�WILL�NOT�BE�DEALT�WITH�SINCE�THAT�IS�COVERED�BY�ANOTHER
THESIS�PROJECT�;!LBINSSON�����=�

���� ,ITERATURE�STUDY
4O�GET�TO�KNOW�THE�AREA�A�LITERATURE�STUDY�WAS�PERFORMED��THAT�INCLUDED�READING�DIFFERENT
BOOKS�AS�WELL�AS�ARTICLES�ABOUT�AGENTS�AND�AGENT�DEVELOPMENT�WITH�FOCUS�ON�#/43

PRODUCTS��4HE�MAIN�EMPHASIS�HAS�BEEN�ON�REAL
TIME�SYSTEMS�AND�ALSO�INTEGRATION�OF�OLD
AND�NEW�SYSTEMS��/THER�LITERATURE�USED�WAS�*AVA�REFERENCE�LITERATURE�;7EBER������=�AND
USER�GUIDES�FOR�THE�DIFFERENT�TOOLS��4HE�)NTERNET�WAS�ALSO�USED�AS�AN�INFORMATION�SOURCE�
PARTICULARLY�THE�TOOL S�HOME�PAGES�WERE�FREQUENTLY�USED��!LSO�ARTICLES�REGARDING�MILITARY
SUBJECTS�WERE�READ�TO�GET�AN�OVERVIEW�OF�THE�AREA�

���� %NVIRONMENT
4HE�DEVELOPMENT�AND�TESTING�OF�THE�AGENTS�WAS�PRIMARY�MADE�ON�A�$ELL�7ORKSTATION����
WITH�7INDOWS�.4������4O�BE�ABLE�TO�SEND�THE�AGENTS�OUT�TO�DIFFERENT�COMPUTERS��FOUR
MORE�COMPUTERS�WERE�USED��!LL�OF�THEM�HAD�7INDOWS����AND�WERE�0ENTIUM�))�OR
0ENTIUM�)))�$ELL�MACHINES��4HE�COMPUTERS�WERE�CONNECTED�THROUGH�&/! S�INTERNAL
NETWORK��4HE�SOFTWARE�USED�WAS�!GENT"UILDER�,ITE�����FROM�2ETICULAR�3YSTEMS�)NC�
6ISUAL�#AF©���FROM�3YMANTEC��!ND�LATER�ON�#ONCORDIA��������BUILD���	�FROM�-ITSUBISHI
%LECTRIC�)NFORMATION�4ECHNOLOGY�#ENTER�!MERICA�AND�*ESS�����BY�%RNEST�&RIEDMAN
(ILL
AT�3ANDIA�.ATIONAL�,ABORATORIES�
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�� #/43�SOFTWARE�EVALUATIONS
4HE�#/43
PRODUCTS�THAT�WERE�TESTED�ARE�!GENT"UILDER�AND�#ONCORDIA�WHICH�BOTH�ARE
AGENT�DEVELOPMENT�SYSTEMS�AND�*ESS��WHICH�IS�A�RULE
BASED�EXPERT�SYSTEM��"OTH�THE�AGENT
DEVELOPMENT�SYSTEMS�CLAIMED�TO�BE�ABLE�TO�MAKE�MOBILE�AGENTS�AND�THEY�WERE�TESTED�BY
RUNNING�THE�SUPPLIED�AGENTS�AND�BY�CREATING�EXAMPLE�AGENTS��4HE�IMPRESSIONS�AND�PROS
AND�CONS�WITH�EACH�OF�THEM�ARE�IN�THE�FOLLOWING�SECTIONS��!LSO�COMMENTS�REGARDING
IMPLEMENTATION�WILL�BE�GIVEN�WHERE�APPROPRIATE�

���� !GENT"UILDER
!GENT"UILDER�IS�A�SYSTEM�MADE�BY�2ETICULAR�3YSTEMS�)NC�;2ETICULAR������=�TO�CREATE
AGENTS��4HIS�IS�DONE�BY�USING�A�SEMI
GRAPHICAL�DEVELOP�ENVIRONMENT��)N�OTHER�WORDS��TO
CREATE�AGENTS�A�COMBINATION�OF�TRADITIONAL�PROGRAMMING�AND�GRAPHICAL� SELECT�AND�FILL�IN
FIELDS �ARE�USED��&OR�MORE�DISCUSSION�ABOUT�HOW�THIS�IS�DONE�SEE�!GENT"UILDER S�USER
GUIDE�;2ETICULAR������=��&IGURE���SHOWS�A�SNAPSHOT�OF�!GENT"UILDER S�DEVELOPMENT
ENVIRONMENT�

&IGURE���� !GENT"UILDER�OPENED�WITH�DIFFERENT�WINDOWS�
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&IRST�!GENT"UILDER�WAS�INSTALLED�AND�TESTED�BY�RUNNING�THE�ACCOMPANYING�EXAMPLE�AGENTS�
4HE�AGENTS�THAT�WERE�RUN�WERE� (ELLO�7ORLD �AND� %XAMPLE�AGENT�� �TO� %XAMPLE�AGENT
� ��ALL�SUPPLIED�WITH�THE�PRODUCT��!FTER�THAT�WAS�DONE�THE�ENCLOSED�TUTORIAL�WAS�FOLLOWED�
!CCORDING�TO�A�STEP�BY�STEP�INSTRUCTION�THE�USER�CREATED�THE�SAME�AGENTS�AS�THE�EXAMPLE
AGENTS�TO�SEE�HOW�IT�IS�DONE�

4HERE�WERE�SOME�PROBLEMS�USING�!GENT"UILDER�IN�GENERAL��"UT�THE�WORST�PROBLEM�WAS
THAT�THE�!GENT"UILDER�VERSION�TESTED��!GENT"UILDER�,ITE����	�DID�NOT�SUPPORT�MOBILITY�AT
ALL��CONTRADICTORY�TO�WHAT�THEY�CLAIMED��7ITH�!GENT"UILDER�YOU�CAN�ONLY�MAKE�STATIC
AGENTS�AND�NOT�MOBILE�AGENTS�AND�IT�MUST�THEREFORE�BE�CLASSED�AS�A�STATIC��PLANNING	�AGENT
SYSTEM��"UT�THIS�IS�NOT�ENOUGH�ACCORDING�TO�THE�SPECIFIED�DEMANDS�AND�!GENT"UILDER
THEREFORE�LACKS�SUPPORT�FOR�AN�ESSENTIAL�CAPABILITY�FOR�SOLVING�THE�PROBLEM�

4HE�FOLLOWING�POINTS�ARE�SOME�PROBLEMS�THAT�WERE�DISCOVERED�DURING�ITS�USAGE�

q 4HE�TOOL�IS�A�BIT�AWKWARD�TO�USE��4HERE�IS�A�LOT�OF�CLICKING�TO�GET�ANYTHING�DONE�AND
AS�A�USER��YOU�NEITHER�GET�A�GOOD�OVERVIEW�OF�THE�SYSTEM�NOR�OF�HOW�TO�BUILD�AN
AGENT�

q 4HE�HELP�SYSTEM�DOES�NOT�WORK��IN�THE�VERSION�USED	��7HEN�USING�IT�THE�PROGRAM
CRASHES��4HAT�CAN�BE�SOLVED�BY�READING�THE�HELP�FILES�WITH�A�BROWSER��"UT�THEN�YOU
MISS�THE�CONTEXT�SENSITIVE�HELP�

q 9OU�CANNOT�CREATE�OR�REMOVE�AGENTS�DYNAMICALLY�SO�ALL�AGENTS�MUST�EXIST�FROM�THE
BEGINNING��4HIS�IS�A�PROBLEM�IF�YOU�WANT�THE�AGENT�TO�BE�ABLE�TO�CLONE�ITSELF�AND�THEN
TRANSFER�TO�DIFFERENT�COMPUTERS�TO�MORE�QUICKLY�OR�MORE�FLEXIBLY�SOLVE�ITS�TASK�

q !GENT"UILDER�CAN�NOT�AUTOMATICALLY�GENERATE�ALL�NECESSARY�CODE�AND�IT�DOES�NOT�HIDE
THE�IMPLEMENTATION�DETAILS��4HAT�MEANS�THAT�ONE�MUST�FILL�IN�THE�MISSING�PARTS�FOR�THE
TOOL�OR�WRITE�SOME�CODE�TO�GET�A�FUNCTIONING�AGENT��)F�THE�CODING�OF�THE�FUNCTIONS�FOR
THE�AGENT�HAD�BEEN�SEPARATED�FROM�THE�BEHAVIOUR�SPECIFICATION��IT�COULD�HAVE�BEEN�A
VERY�GOOD�SYSTEM��.OW�PROGRAMMING�SKILLS�ARE�NEEDED��TO�A�CERTAIN�DEGREE	�TO�USE
THE�TOOL�

q !N�)0
ADDRESS��WHICH�IS�STATIC�DURING�THE�LIFETIME�OF�THE�AGENT	�CAN�BE�GIVEN�BUT�IT�IS
ONLY�USED�IF�AN�AGENT�WANTS�TO�COMMUNICATE�WITH�OTHER�AGENTS��4HIS�LED�TO�CONFUSION
IN�THE�BEGINNING�WHEN�WE�WERE�UNDER�THE�IMPRESSION�THAT�THE�AGENTS�CREATED�WERE
ABLE�TO�BE�MOBILE�

q 4HE�COMMUNICATION�IS�MADE�THROUGH�+1-,��WHICH�AT�FIRST�SEEMS�TO�BE�A�GOOD�THING
AS�IT�IS�STANDARDISED��BUT�ACCORDING�TO�*¶NSSON�AND�.ORDBERG�;*¶NSSON���.ORDBERG�
����=�THIS�COULD�BE�CHANGED�IN�THE�FUTURE�WITH�THE�ADVENT�OF�8-,�

q 4HE�ENCLOSED�EXAMPLE�AGENTS�ONLY�DID�QUITE�SIMPLE�THINGS��FOR�EXAMPLE�PRINT�OUT�A
MESSAGE�WHEN�A�TIME�INTERVAL�HAS�PASSED	��(OWEVER��EVEN�IF�THEY�WHERE�SIMPLE�THERE
WAS�A�GREAT�DEAL�OF�WORK�TO�CREATE�THEM�WHEN�FOLLOWING�THE�TUTORIALS�

q 3EVERAL�BUGS�WERE�ALSO�FOUND��MOSTLY�'5)�RELATED�

!LTHOUGH�THIS�SHOWS�A�LOT�OF�NEGATIVE�THINGS�WITH�!GENT"UILDER�THERE�EXISTS�GOOD�THINGS
ALSO��4HE�MAIN�ONE�IS�THAT�!GENT"UILDER�USES�ABSTRACT�TERMS�AND�TOOLS��)NSTEAD�OF
SPECIFYING�EXACTLY�WHAT�TO�DO�IN�THE�CODE�ONE�SPECIFIES�RULES�AND�COMMITMENTS�FOR�THE
AGENT�THROUGH�DIFFERENT�MANAGERS�AND�EDITORS��FOR�EXAMPLE�THE�/NTOLOGY�-ANAGER�OR�THE
2ULE�%DITOR	��+1-,�IS�USED�WHICH�RIGHT�NOW�IS�THE�STANDARD�FOR�AGENT�COMMUNICATION
AND�THERE�ARE�SEVERAL�FINISHED�MODULES�THAT�YOU�CAN�BUY�AND�USE�IN�YOUR�AGENTS�

7E�DID�NOT�USE�!GENT"UILDER�MUCH�AFTER�WE�CONCLUDED�THAT�IT�DID�NOT�MEET�THE
REQUIREMENTS�FOR�MOBILE�AGENTS��3INCE�MANY�GOOD�THINGS�ABOUT�A�TOOL�ARE�DISCOVERED



$ATA�#OLLECTION�IN�$ISTRIBUTED�#OMMAND�AND�#ONTROL�3YSTEMS�WITH�-OBILE�!GENTS
 COTS software evaluations

University of Linköping – Department of Computer and Information Science ��

DURING�ITS�USAGE��THEY�ARE�NOT�REPORTED�HERE��4O�CREATE�A�STATIC��PLANNING	�AGENT�YOU�CAN
POSSIBLY�TRY�OUT�!GENT"UILDER��BUT�WE�SHOULD�SUGGEST�TO�ALSO�TESTING�OTHER�ALTERNATIVES�AS
WELL��SINCE�THEY�MIGHT�BE�BETTER��"UT�FOR�THE�PURPOSE�OF�DEVELOPING�MOBILE�AGENTS
!GENT"UILDER�IS�OF�NO�USE�AT�ALL��4HEREFORE�THE�CONCLUSION�MUST�BE��DESPITE�THE�INITIAL
DELIMITATION�THAT�!GENT"UILDER�SHOULD�BE�USED��THAT�ANOTHER�AGENT�DEVELOPMENT�SYSTEM
FOR�THIS�PROJECT�MUST�BE�CHOSEN�

���� #ONCORDIA
#ONCORDIA�IS�A�COMMERCIAL�PRODUCT�MADE�BY�-ITSUBISHI�%LECTRIC�)NFORMATION�4ECHNOLOGY
#ENTER�!MERICA�;-ITSUBISHI�%LECTRIC������=�DESIGNED�AS�A�PLATFORM�AND�DEVELOPMENT�TOOL
TO�CREATE�MOBILE�AGENTS��4HE�VERSION�USED�������	�IS�AN�EVALUATION�KIT��THAT�DOES�NOT
EXPIRE	�AND�IT�HAS�ALMOST�ALL�THE�FEATURES�THAT�THE�FULL�PRODUCT�HAS�

!GENT"UILDER�IS�A�MORE�COMPLEX�SYSTEM�THAN�#ONCORDIA�SINCE�IT�HAS�REASONING�AND�IS
PARTLY�'5)
BASED�FOR�MAKING�THE�AGENTS��#ONCORDIA�ON�THE�OTHER�HAND�IS�JUST�A�*AVA�!0)
IN�A�PACKAGE�THAT�IS�IMPORTED�WHEN�THE�AGENTS�ARE�CODED��!LMOST�THE�ONLY�REQUIREMENT�IS
THAT�THE�CLASS�FOR�THE�AGENT�THAT�THE�PROGRAMMER�CREATES�MUST�BE�INHERITED�FROM
#ONCORDIA S�!GENT�CLASS�

7HY�WAS�#ONCORDIA�CHOSEN�THEN��4HERE�EXISTS�MANY�OTHER�AGENT�DEVELOPMENT�TOOLS�ON
THE�MARKET��*UST�TO�NAME�A�FEW�OF�THEM�THEY�ARE�!GLETS��'RASSHOPPER�AND�:EUS��!�LONGER�LIST
WITH�ALL�THE�LINKS�CAN�BE�FOUND�AT�THE�!GENT"UILDER S�SITE�;!GENT4OOLS������=��)�ONLY
TESTED�A�FEW�OF�THEM�AND�THEREFORE�CAN�NOT�SAY�THAT�#ONCORDIA�IS�THE�BEST�CHOICE��4HE
FIRST�SUITABLE�ONE�FOUND�WAS�CHOSEN�AND�THAT�WAS�#ONCORDIA��4O�PUT�A�LOT�OF�EFFORT
SCANNING�THE�VERY�TURBULENT�AGENT�DEVELOPMENT�TOOLS�MARKET�WOULD�HAVE�CONFLICTED�WITH
THE�GOALS�OF�THE�PROJECT��#ONCORDIA�WORKS�AND�HAS�A�SIMPLE�TO�USE�!0)�SO�IT�SUITED�THIS
INITIAL�PROJECT�WELL�

������ /VERVIEW
4O�GET�A�BETTER�IDEA�OF�WHAT�#ONCORDIA�IS�-ITSUBISHI�DESCRIBES�IT�ON�THEIR�HOMEPAGE
;-ITSUBISHI�%LECTRIC������=�IN�THE�FOLLOWING�WAY�

#ONCORDIA�IS�A�FULL
FEATURED�FRAMEWORK�FOR�DEVELOPMENT�AND�MANAGEMENT�OF
NETWORK
EFFICIENT�MOBILE�AGENT�APPLICATIONS�FOR�ACCESSING�INFORMATION�ANYTIME�
ANYWHERE�AND�ON�ANY�DEVICE�SUPPORTING�*AVA��7ITH�#ONCORDIA��APPLICATIONS�

q 0ROCESS�DATA�AT�THE�DATA�SOURCE

q 0ROCESS�DATA�EVEN�IF�THE�USER�IS�DISCONNECTED�FROM�THE�NETWORK

q !CCESS�AND�DELIVER�INFORMATION�ACROSS�MULTIPLE�NETWORKS��,!.S��)NTRANETS
AND�)NTERNET	

q 5SE�WIRE
LINE�OR�WIRELESS�COMMUNICATION

q 3UPPORT�MULTIPLE�CLIENT�DEVICES��SUCH�AS�$ESKTOP�#OMPUTERS��0$!S�
.OTEBOOK�#OMPUTERS��AND�3MART�0HONES

!S�STATED�ABOVE�WITH�#ONCORDIA�YOU�ARE�FULLY�ABLE�TO�CREATE�AGENTS�THAT�CAN�MOVE�AROUND
IN�THE�NETWORK��4HE�ITINERARY�FOR�THE�AGENT�CAN�BE�CHANGED�AT�ANY�TIME�AND�THERE�IS�NO
LIMIT�ON�THE�NUMBER�OF�HOSTS�AN�AGENT�CAN�VISIT��)T�IS�POSSIBLE�TO�BOTH�CREATE�SINGLE�AGENTS
AND�MULTIPLE�AGENTS�THAT�COMMUNICATE�TO�SOLVE�THEIR�TASK��/NLY�SINGLE�AGENTS�WERE�TESTED
IN�THIS�WORK��-ITSUBISHI�ALSO�HAS�A�FULL�VERSION�THAT�SUPPORTS�SECURITY��RELIABILITY�AND�BETTER
ADMINISTRATION�OF�THE�AGENTS��WHICH�WOULD�BE�NEEDED�IN�A�FINAL�SYSTEM��"UT�OF�COURSE
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OTHER�SYSTEMS�CAN�ALSO�BE�INVESTIGATED�AND�MORE�THOROUGHLY�TESTED��&OR�SECURITY�ISSUES�
SEE�����3ECURITY�OF�AGENTS��4HE�SERVER�CONTROL�PANEL�FOR�THE�EVALUATION�VERSION�IS�SHOWN�IN
FIGURE���

&IGURE���� 4HE�SERVER�CONTROL�PANEL�FOR�THE�EVALUATION�VERSION�OF�#ONCORDIA�

#ONCORDIA�INCLUDES�SEVERAL�INTERESTING�TECHNIQUES��/NE�IS�SUPPORT�FOR�CO
OPERATION
BETWEEN�MULTIPLE�AGENTS��4HIS�IS�ACHIEVED�BY�USING�THE�MECHANISMS�FOR�COLLABORATION�AND
DISTRIBUTED�EVENTS��!NOTHER�FEATURE�IS�THE�!GENT�4RANSPORTER��WHICH�IS�A�KIND�OF�MINIMAL
#ONCORDIA�SERVER�THAT�CAN�BE�INCLUDED�IN�ANY�*AVA�APPLICATION��OR�APPLET	��7ITH�THAT�THE
APPLICATION�CAN�SEND��RECEIVE��AND�EXECUTE�AGENTS��!�USEFUL�FEATURE�FOR�THE�PROGRAMMER�IS
THAT�AGENTS�CAN�BRING�SELECTED�CLASS
FILES�WITH�THEM�THAT�THE�PROGRAMMER�KNOWS�WILL�BE
NEEDED��FOR�EXAMPLE�SOME�DATA�STORAGE�OBJECT	��)F�THE�AGENT�NEEDS�A�CLASS
FILE�THAT�IT�DID
NOT�BRING�AND�CAN�NOT�FIND�LOCALLY�#ONCORDIA�WILL�AUTOMATICALLY�RETRIEVE�IT�FROM�SOME
SOURCE��LIKE�A�WEB�SERVER	��)N�THIS�WAY�THE�PROGRAMMER�CAN�DECIDE�THAT�AN�AGENT�SHOULD
NOT�BRING�SOME�BIG�CLASS
FILE�WITH�IT�THAT�IS�SELDOM�NEEDED��BUT�IF�IT�IS��IT�WILL�BE�FETCHED�TO
THE�CURRENT�HOST�OF�THE�AGENT�

3ERVICE�BRIDGES�ARE�APPLICATION�SPECIFIC�SERVICE�PROVIDERS�THAT�OPERATE�WITHIN�THE�#ONCORDIA
SERVER�AND�PROVIDE�FUNCTIONALITY�TO�AGENTS��3ERVICE�BRIDGES�ARE�*AVA�MODULES�THAT�CAN�BE
INSTALLED�INTO�A�#ONCORDIA�SERVER�SUCH�THAT�THEY�ARE�AUTOMATICALLY�INSTANTIATED�AT�SERVER
START
UP�AND�ARE�REGISTERED�WITH�A�NAMING�SERVICE�WITHIN�THE�SERVER��-OBILE�AGENTS�CAN
THEN�TRAVEL�TO�THE�SERVER�AND�INTERACT�WITH�THE�SERVICE�S�PUBLIC�INTERFACE�TO�GATHER�THE
INFORMATION�THEY�NEED�OR�TO�PERFORM�THE�TASKS�THEY�NEED�TO�ACCOMPLISH��!�SERVICE�BRIDGE
GIVES�A�UNIFORM�INTERFACE�BETWEEN�DIFFERENT�AGENTS�AND�SOME�MACHINE
SPECIFIC�RESOURCES
�FOR�EXAMPLE�SOME�LEGACY�SYSTEM��LIKE�A�DATABASE	�

������ )MPLEMENTATION�DETAILS
4O�LAUNCH�AN�AGENT�WITH�#ONCORDIA�IS�EASY�AND�DOES�NOT�REQUIRE�SO�MUCH�WRITTEN�CODE
�BUT�FOR�THE�AGENT�TO�DO�SOMETHING�USEFUL�MORE�CODE�IS�OF�COURSE�NEEDED	��4HIS�IS�A�SHORT
EXAMPLE�OF�HOW�IT�IS�DONE�
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!�SIMPLE�!GENT�COULD�BE�CONSTRUCTED�LIKE�THE�FOLLOWING�

&IRST�ONE�MUST�HAVE�AN�AGENT�THAT�DERIVES�FROM�#ONCORDIA S�BASE�CLASS�!GENT�
class TestAgent extends Agent{

public void arrive(){
System.out.println("The agent has reached its destination");

}
}

4HIS�VERY�SIMPLE�AGENT�WITH�ONE�FUNCTION��THAT�PRINTS�OUT�A�MESSAGE�ON�THE�SCREEN�AT�THE
COMPUTER�WERE�IT�HAS�ARRIVED	�CAN�BE�LAUNCHED�IN�THREE�WAYS��4HE�FIRST�IS�BY�THE�!GENT
LAUNCH�WIZARD��FIGURE���BELOW	�AND�THEN�NO�MORE�CODING�HAS�TO�BE�DONE��4HE�SECOND
VERSION�IS�BY�A�SCRIPT��WHICH�MEANS�THAT�AGENTS�CAN�BE�MADE�TO�LAUNCH�AUTOMATICALLY��FOR
INSTANCE�WHEN�A�COMPUTER�IS�STARTED�UP	��!ND�THE�THIRD�ONE�IS�THE�MOST�POWERFUL��THE
AGENT�CAN�BE�LAUNCHED�THROUGH�SOME�OTHER�*AVA�CODE��!N�EXAMPLE�OF�THAT�FOLLOWS�BELOW�

TestAgent agent = new TestAgent();
Itinerary path = new Itinerary();
path.addDestination(new Destination("host1", "arrive"));
path.addDestination(new Destination("host2", "arrive"));
path.addDestination(new Destination("host3", "arrive"));
agent.setItinerary(path);
agent.setHomeCodebaseURL("http://webserver/Agents");
agent.launch();

!�SHORT�DESCRIPTION�OF�THE�INTERESTING�PARTS�

,INE���CREATES�A�NEW�TestAgent�TO�BE�LAUNCHED�

,INES��
��CREATE�AN�ITINERARY�FOR�THE�AGENT�AND�FILL�IT�WITH�THE�DESTINATIONS��%ACH
Destination�CONTAINING�TWO�THINGS��&IRST�WHERE�THE�AGENT�SHOULD�GO��AND�THEN�WHAT�IT
SHOULD�DO�WHEN�IT�ARRIVES�THERE�� (OST� �CAN�BE�A�LOGICAL�NAME�IN�THE�NETWORK�OR�AN�)0

ADDRESS�� !RRIVE �IS�THE�NAME�OF�THE�METHOD�TO�BE�RUN��IN�THIS�CASE�TestAgent�ONLY�HAS�A
SINGLE�METHOD�WHICH�IS�RUN�AT�EVERY�NEW�DESTINATION�

,INE���SETS�UP�THE�CODE�BASE�FOR�THE�AGENT��4HIS�IS�WHERE�IT�CAN�FETCH�CLASSES�THAT�IT�NEEDS�
BUT�CAN�NOT�FIND�AT�ITS�CURRENT�LOCATION�

,INE���FINALLY�LAUNCHES�THE�AGENT�THROUGH�THE�#ONCORDIA�SERVER�

4HE�AGENT�THEN�TRAVELS�TO�HOST���HOST��AND�HOST��IN�TURN�AND�AT�EACH�LOCATION�IT�PRINTS�OUT
ITS�MESSAGE��!ND�ONCE�THE�)TINERARY�IS�COMPLETED��THE�!GENT�WILL�BE�GARBAGE�COLLECTED�AND
WILL�DISAPPEAR�FROM�THE�NETWORK��.ORMALLY�AN�AGENT�IN�THE�END�RETURNS�TO�THE�COMPUTER�IT
STARTED�FROM�TO�PRESENT�ITS�RESULT�
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&IGURE���� #ONCORDIA S�!GENT�,AUNCH�7IZARD�WHERE�THE�DESTINATIONS�THE�AGENT�SHOULD�VISIT�ARE
SPECIFIED�AND�THE�METHOD�OF�THE�AGENT�TO�BE�RUN�AT�THE�DESTINATION�

/NE�PROBLEM�WAS�FOUND�THOUGH��!GENTS�WOULD�NOT�BE�LAUNCHED�WHEN�EXECUTING�THE
AGENT�LAUNCH�	�COMMAND�BUT�INSTEAD�OF�THAT�A�CRYPTIC�ERROR�MESSAGE�APPEARED��!FTER�SOME
EMAIL�CORRESPONDENCE�WITH�-ITSUBISHI�-ICHAEL�*��9OUNG�ANSWERED�THAT� #ONCORDIA������
DOES�NOT�WORK�WITH�*AVA��AT�THIS�TIME �

4HIS�WAS�A�TOTAL�SURPRISE�SINCE�IN�THE�DOCUMENTATION�THEY�CLAIM�THAT�#ONCORDIA�WILL�WORK
WITH��!NY�OPERATING�SYSTEM�SUPPORTING�THE�*AVA�$EVELOPMENT�+IT��*$+	�������OR
HIGHER���WHICH�)�ASSUMED�INCLUDED�*AVA���!ND�AS�IN�ANY�MODERN�*AVA�DEVELOPMENT�)�HAD
USED�*AVA��

)�THEN�SENT�A�REPLY�ASKING�WHEN�THEY�SUPPOSED�THEY�WILL�HAVE�*AVA��SUPPORT�AND�$AVID
7ONG�ANSWERED� 7E�ARE�EXPECTING�TO�HAVE�SUPPORT�FOR�*AVA��AT�THE�END�OF�THIS�CALENDAR
YEAR ��WHICH�SOUNDS�PROMISING�

������ 3UMMARY
4HE�IMPRESSION�OF�#ONCORDIA�IS�THAT�IT�IS�A�VERY�STABLE�AND�EASY�TO�USE�PLATFORM��4HE�ONLY
PROBLEMS�WERE�THE�PROBLEM�CONCERNING�*AVA��INCOMPATIBILITY�AND�THE�HANDLING�OF�THE
#ONCORDIA�SERVER��WHICH�IS�A�BIT�LIMITED��&ORTUNATELY�THE�*AVA��SUPPORT�WILL�COME�THIS�YEAR
AND�THE�SERVER�HANDLING�WILL�PROBABLY�BE�BETTER�WITH�THE�FULL�PRODUCT�THAT�INCLUDES�THE
ENHANCED�ADMINISTRATION�TOOLS�

7HAT�IS�MISSING�COMPARED�TO�!GENT"UILDER�IS�THE�REASONING�PART��#ONCORDIA�JUST�SUPPLIES
THE�TRANSFER�MECHANISM��BUT�THE�CREATOR�OF�THE�AGENTS�HAS�TO�DECIDE�WHERE�THE�AGENT
SHOULD�GO�AND�WHAT�IT�SHOULD�DO�WHEN�IT�REACHES�ITS�DESTINATION��4O�REMEDY�THIS�YOU
COULD�BUILD�YOUR�OWN�REASONING�SYSTEM�OR�USE�A�FINISHED�ONE��/UR�CHOICE�WAS�THE�LATTER�
AS�DESCRIBED�NEXT�
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���� *ESS
*ESS�IS�A�SYSTEM�DEVELOPED�BY�%RNEST�&RIEDMAN
(ILL�AT�3ANDIA�.ATIONAL�,ABORATORIES
;&RIEDMAN
(ILL������=��*ESS�IS�A�RULE�BASED�EXPERT�SYSTEM�WRITTEN�ENTIRELY�IN�THE�*AVA
LANGUAGE��4HEREFORE�IT�IS�POSSIBLE�TO�EASILY�COMBINE�IT�WITH�MOBILE�AGENTS�WRITTEN�IN�*AVA�
5SING�*ESS��YOU�CAN�BUILD�*AVA�APPLICATIONS�THAT�HAVE�THE�CAPACITY�TO�REASON�ABOUT�THE
WORLD�AROUND�THEM�USING�KNOWLEDGE�SUPPLIED�IN�THE�FORM�OF�DECLARATIVE�RULES�AND�FACTS�

*ESS�IS�A�TOOL�TO�BUILD�PROGRAMS�OF�THE�TYPE�OF� INTELLIGENT �SOFTWARE�CALLED�%XPERT
3YSTEMS��!N�%XPERT�3YSTEM�HAS�A�SET�OF�RULES�THAT�CAN�BE�REPEATEDLY�APPLIED�TO�A
COLLECTION�OF�FACTS�ABOUT�THE�WORLD��2ULES�THAT�APPLY�ARE�FIRED��OR�EXECUTED��*ESS�USES�A
SPECIAL�ALGORITHM�CALLED�THE�2ETE�ALGORITHM�;*ESS�USER�GUIDE������=�TO�MATCH�THE�RULES�TO�THE
FACTS�

-AYBE�THE�TERM� INTELLIGENT �SHOULD�BE�USED�WITH�CARE�SINCE�A�SYSTEM�BUILT�IN�*ESS�IS�NO
MORE�INTELLIGENT�THAN�THE�FACTS�AND�RULES��"UT�COMPARED�TO�AN�ORDINARY�PROGRAM�ONE
MIGHT�CALL�IT�INTELLIGENT�SINCE�IT�HAS�THE�ABILITY�TO�STRIVE�FOR�A�GOAL��ADAPT�TO�DYNAMIC�EVENTS
AND�CHANGE�ITS�PLANS�IF�IT�CAN��OR�MUST	�DO�THEM�IN�ANOTHER�WAY�TO�REACH�ITS�GOAL�

������ /VERVIEW
*ESS�IS�A�PRODUCTION�SYSTEM��WHICH�IS�A�MORE�PRECISE�NAME�FOR�THE�SPECIAL�TYPE�OF�RULE

BASED�EXPERT�SYSTEMS�THAT�APPLIES�RULES�TO�DATA�;7ATSON�-������=��!�RULE
BASED�PROGRAM
CAN�HAVE�HUNDREDS�OR�EVEN�THOUSANDS�OF�RULES��AND�THE�INFERENCE�ENGINE�IN�*ESS�WILL
CONTINUALLY�APPLY�THEM�TO�DATA��FACTS	�IN�THE�FORM�OF�A�KNOWLEDGE�BASE��4HE�RULES�CAN
REPRESENT�THE�HEURISTIC�KNOWLEDGE�OF�A�HUMAN�EXPERT�IN�SOME�DOMAIN��AND�THE
KNOWLEDGE�BASE�WILL�THEN�REPRESENT�THE�STATE�OF�AN�EVOLVING�SITUATION��AN�INTERVIEW��AN
EMERGENCY	��)N�THIS�CASE��THEY�ARE�SAID�TO�CONSTITUTE�AN�EXPERT�SYSTEM��%XPERT�SYSTEMS�ARE
WIDELY�USED�IN�MANY�DOMAINS��4HE�NEWEST�APPLICATIONS�OF�EXPERT�SYSTEMS�ARE�IN�THE
REASONING�PART�OF�INTELLIGENT�AGENTS��IN�ENTERPRISE�RESOURCE�PLANNING��%20	�SYSTEMS��AND�IN
ORDER�VALIDATION�FOR�ELECTRONIC�COMMERCE�

7ITH�GOOD�RULES�THE�SYSTEM�CAN�REASON�ABOUT�THE�WORLD�AROUND�IT�AND�MAKE�PLANS�TO
REACH�ITS�GOALS��/NE�GOAL�COULD�BE�FOR�EXAMPLE�TO�DECIDE�FOR�A�MOBILE�AGENT�WHICH
COMPUTERS�IT�SHOULD�VISIT�TO�FIND�SOME�SPECIFIED�DATA��)T�COULD�FIRST�USE�ITS�RULES�TO�DECIDE
WHICH�COMPUTERS�MIGHT�HAVE�THE�DATA�AND�WHICH�DO�NOT��4HEN�IT�ORDERS�THE�MOBILE�AGENT
TO�MOVE�TO�EACH�OF�THE�POSSIBLE�INTERESTING�COMPUTERS�AND�DOING�A�SEARCH�ON�EACH�OF
THEM��4HE�RESULTS�ARE�NOTED�IN�*ESS �KNOWLEDGE�BASE��7HEN�THE�SEARCH�FINDS�THE�DATA�A
RULE�FIRES�THAT�SAYS�THAT�THE�GOAL�IS�FULFILLED�AND�THE�SYSTEM�CAN�THEN�CONTINUE�WITH�THE�NEXT
GOAL�INSTEAD��)N�THIS�WAY�THE�SYSTEM�CAN�BE�MADE�GOAL�DRIVEN�INSTEAD�OF�THE�MORE
TRADITIONAL�SEQUENTIALLY�CONTROLLED�PROGRAMS��'OALS�CAN�ALSO�BE�DIVIDED�INTO�SUB
GOALS�

4HE�*ESS�LANGUAGE�IS�A�RE
IMPLEMENTATION�IN�*AVA�OF�THE�#,)03�EXPERT�SYSTEM�SHELL�
WRITTEN�IN�THE�#�LANGUAGE��#,)03�MEANS�#�LANGUAGE�INTEGRATED�PRODUCTION�SYSTEM��AND�THESE
KINDS�OF�PRODUCTION�SYSTEMS�WERE�ORIGINALLY�IN�MOST�CASES�IMPLEMENTED�IN�,ISP��THEREFORE
THE�NAME��&OR�MORE�THEORY�ABOUT�EXPERT�SYSTEMS�AND�ALSO�A�DESCRIPTION�OF�THE�#,)03
LANGUAGE��WHICH�*ESS�USERS�ALSO�CAN�BENEFIT�FROM�SINCE�THEY�ARE�ALMOST�SIMILAR	�SEE
;'IARRATANO���2ILEY������=��*ESS�STARTED�AS�AN�INTERNAL�RESEARCH�PROJECT�AT�THE�3ANDIA
.ATIONAL�,ABORATORIES��BUT�HAS�GROWN�TO�A�FULL�FREEWARE��FOR�NON
COMMERCIAL�USE	�SYSTEM
AND�IS�CONSTANTLY�IMPROVED�BY�INPUT�FROM�THE�USERS�

������ )MPLEMENTATION�DETAILS
*ESS�IS�A�SET�OF�ORDINARY�*AVA�CLASSES�THAT�CAN�BE�USED�IN�OTHER�PROGRAMS��FOR�EXAMPLE�IN
AGENTS��4HE�jess.Rete�CLASS�IS�THE�INFERENCE�ENGINE�ITSELF��THE� BRAIN �OF�*ESS��)T�WORKS�BY
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LOADING�RULES�AND�FACTS�ABOUT�THE�WORLD�AND�THEN�MATCHING�THE�FACTS�TO�RULES�AND�FIRES�THE
MATCHING�RULES��WHICH�THEN�CAN�GIVE�NEW�FACTS�AND�SO�ON	�

&ACTS�AND�2ULES�CAN�BE�GIVEN�TO�*ESS�IN�TWO�WAYS��%ITHER�THEY�CAN�BE�LOADED�FROM�A�SCRIPT
FILE��SINCE�*ESS�HAS�ITS�OWN�SCRIPTING�LANGUAGE	�OR�THEY�CAN�BE�GIVEN�IN�THE�*AVA�CODE
THROUGH�*ESS�*AVA�!0)��4HE�PREVIOUS�METHOD�CAN�BE�USED�TO� LOAD �THE�INTENTIONS�AND
GOALS�FOR�AN�INITIALISING�AGENT�AND�THE�LATTER�WHEN�THE�AGENT�IS�RUNNING�

*ESS�LANGUAGE�SYNTAX�LOOKS�LIKE�,ISP��STRUCTURED�IN�THE�SAME�WAY�WITH�PARENTHESES	��(ERE
IS�AN�EASY�EXAMPLE�

(defrule small
(fire)
=>
(assert (send out firetrucks)))

)F�THE�FACT�(fire)�EXISTS�IN�THE�KNOWLEDGE�BASE�THEN�THE�FIRST�PART�OF�THE�RULE�(fire)
WILL�MATCH��AND�THE�RULE�WILL�BE�FIRED�ONCE�WHEN�THE�*ESS�COMMAND�(run)�IS�GIVEN��4HIS
WILL�RESULT�IN�THE�FACT�(send out firetrucks)�BEING�INSERTED�INTO�THE�KNOWLEDGE
BASE��WHICH�IN�TURN�CAN�FIRE�OTHER�RULES�THAT�MATCH�THE�NEW�FACT�

7HAT�WOULD�BE�RECOMMENDED�IS�THAT�THE�*ESS�CLASSES��AND�ANY�OTHER�CLASSES�COMMONLY
USED�BY�AGENTS	�ARE�PLACED�WITH�THE�#ONCORDIA�SERVER�ON�EVERY�COMPUTER�THAT�SHOULD�HAVE
THE�SERVER��)N�THAT�WAY�THE�NETWORK�TRANSIT�TIME�CAN�BE�REDUCED�BY�ONLY�TRANSPORTING�THE
CLASSES�THAT�ARE�NOT�USED�OR�NEEDED�BY�EVERY�AGENT�

/NE�PROBLEM�THAT�WAS�DISCOVERED�WITH�*ESS��VERSION����	�IN�COMBINATION�WITH�#ONCORDIA
IS�THAT�IT�WAS�NOT�STRAIGHTFORWARD�TO�CONNECT�THE�TWO�OF�THEM��3INCE�#ONCORDIA�DEPENDS
ON�*AVA S�SERIALIZATION�MECHANISM�TO�TRANSFER�THE�AGENTS�)�WAS�PLEASED�TO�SEE�THAT�ALL�THE
*ESS�CLASSES�IMPLEMENTED�THE�Serializable�INTERFACE�AND�THEREFORE�SHOULD�BE�ABLE�TO
BE�INCLUDED�IN�THE�AGENT�AND�TRAVEL�WITH�THE�AGENT�

4HEN�IT�BECAME�APPARENT�THAT�IT�WAS�NOT�THAT�EASY��!FTER�INCLUDING�THE�*ESS�ENGINE�IN�THE
AGENT�CODE�AND�COMPILING�IT��EVERYTHING�SEEMED�TO�WORK�FINE��4HE�AGENT�COULD�MOVE�AND
BRING�THE�ENGINE�WITH�IT�AND�EXECUTE�RULES�AFTER�IT�REACHED�ITS�DESTINATION��"UT�EVERY�TIME
THE�AGENT�MOVED�THE�ENGINE�LOST�ALL�OF�ITS�PRESENT�RULES�AND�FACTS��CONTEXT	�

!FTER�SOME�QUESTIONS�TO�THE�*ESS�MAILING�LIST�%RNEST�&RIEDMAN
(ILL��THAT�DEVELOPS�*ESS	
ANSWERED�THAT�IN�THE�CURRENT�VERSION�IT�WAS�NOT�POSSIBLE�TO�DO�THAT�QUITE�SO�EASILY��7HAT
HAD�TO�BE�DONE�WAS�TO�SAVE�ALL�RULES�AND�FACTS�TO�A�FILE��OR�TWO�FILES�TO�BE�EXACT	��TRANSFER
THE�FILES�WITH�THE�AGENT��AND�THEN�LOAD�THEM�INTO�THE�ENGINE�AT�THE�NEW�DESTINATION��7E
HAD�TO�WORK�AT�IT�A�BIT�TO�GET�IT�TO�WORK�BUT�FINALLY�THE�AGENT�COULD�TRANSFER�ITSELF�AND�*ESS
AND�ALL�ITS�CONTENTS�WITHOUT�PROBLEM�

4O�QUOTE�&RIEDMAN
(ILL�� )�M�HOPING�THAT�BY�THE�*ESS�����RELEASE��)�LL�HAVE�THINGS�WORKED�OUT�SUCH
THAT�THE�STRAIGHTFORWARD�PROCESS�YOU�TRIED�WILL�BE�SUFFICIENT� �3INCE�VERSION�����IS�OUT�AS�A�VERY�EARLY
ALPHA�VERSION�IT�IS�HARD�TO�SAY�WHEN�IT�WILL�BE�FINISHED��BUT�THE�WORKAROUND�WILL�BE�FINE
UNTIL�THEN�

3EE�APPENDIX�#�FOR�THE�CODE�OF�THE�AGENT��4HE�IMPORTANT�SECTIONS�CONCERNING�THE�TRANSFER
OF�*ESS�ARE�prepareForTransport��THAT�IS�AUTOMATICALLY�RUN�BY�THE�#ONCORDIA
SERVER�DIRECTLY�BEFORE�THE�AGENTS�ARE�SENT�AWAY��AND�completedTransport��THAT�IS
RUN�BEFORE�THE�AGENT�RESUMES�EXECUTION�AT�THE�NEW�HOST�
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������ 3UMMARY
*ESS�IS�AN�EXPERT�SYSTEM�SHELL�BASED�ON�FACTS�AND�RULES��7ITH�THOSE�IT�REASONS�ABOUT�THE
WORLD�AND�TRIES�TO�ACCOMPLISH�ITS�GOALS��%XPERT�SYSTEMS�USING�RULES�CAN�BE�USED�TO�MAKE
DECISIONS�AND�DO�PLANNING�ON�A�HIGHER�LEVER�THAN�IN�ORDINARY�CODE��*ESS�IS�WRITTEN�ENTIRELY
IN�*AVA�AND�THEREFORE�IT�WAS�POSSIBLE�TO�CONNECT�IT�WITH�THE�MOBILE�AGENTS�CREATED�WITH
#ONCORDIA��)N�FUTURE�WORK�IT�WILL�BE�PLAUSIBLE�TO�HAVE�*ESS�EXPERT�SYSTEMS�CONTROL�WHAT�AN
AGENT�DOES�WHEN�IT�TRANSFERS�BETWEEN�SYSTEMS�

���� #OMPARISON�BETWEEN�TOOLS
4HE�TOOLS�USED�WERE�!GENT"UILDER��#ONCORDIA�AND�*ESS��4HE�REASON�THAT�THE�SYSTEM�WAS
CHANGED�FROM�!GENT"UILDER�TO�#ONCORDIA�WAS�THAT�!GENT"UILDER�LACKED�SUPPORT�FOR
MOBILE�AGENT�DEVELOPMENT�

!FTER�INSTALLING�#ONCORDIA�IT�SEEMED�TO�FULFIL�THE�DEMANDS�BETTER��7HICH�TOOL�THAT�WAS
CHOSEN�IS�NOT�THAT�IMPORTANT��THE�IMPORTANT�THING�WAS�THE�AGENT�AND�MOBILITY�CONCEPTS
AND�THEREFORE�THE�FIRST�SUITABLE�TOOL�WAS�SELECTED�

/NE�THING�THAT�THE�CREATED�#ONCORDIA�AGENTS�LACKED�COMPARED�TO�AGENTS�BUILT�WITH
!GENT"UILDER�WAS�THE�ABILITY�TO�REASON�ABOUT�THEIR�WORLD�AND�ACCORDING�TO�THEIR
KNOWLEDGE�DECIDE�WHAT�TO�DO��.OT�TO�SAY�THAT�THE�AGENTS�COULD�BE�MADE� INTELLIGENT ��BUT
THAT�THEY�CAN�BETTER�HANDLE�DIFFERENT�SITUATIONS�AND�THEREFORE�HAVE�A�HIGHER�CHANCE�OF
FULFILLING�THEIR�GOALS�

4O�FILL�THAT�NEED�IN�#ONCORDIA��THE�SEARCH�STARTED�FOR�SOME�SYSTEM�THAT�COULD�REASON��*ESS
IS�AN�EXPERT�SYSTEM�THAT�COULD�DO�THAT��)T�IS�WRITTEN�IN�*AVA�AND�BASED�ON�FACTS��CONTAINS
INFORMATION�ABOUT�THE�WORLD	�AND�RULES��MATCHES�THE�FACTS�TO�SEE�IF�THE�RULES�PATTERNS�ARE
FULFILLED��IF�SO�THE�RULE�TRIGGERS	�

!NOTHER�REASON�THAT�*ESS�WAS�UTILISED�IS�THE�DESIRE�TO��WHERE�POSSIBLE��MAKE�A�MORE
FLEXIBLE�AND�GENERAL�FOUNDATION�FOR�AN�AGENT�SYSTEM�WITHOUT�AD�HOC�SOLUTIONS��!�SEARCH
AGENT�COULD�BE�TAILORED�TO�WORK�VERY�WELL�FOR�ONE�TASK��BUT�IF�THE�DEMANDS�OR
ENVIRONMENT�CHANGES�MORE�WORK�IS�NEEDED�TO�CORRECT�IT�THAN�IF�THE�AGENT�WAS�CONTROLLED
BY�*ESS�

4O�SUM�UP��BUILDING�AGENTS�WITH�*ESS�AND�#ONCORDIA�COMBINED�HAVE�MUCH�THE�SAME
REASONING�STRENGTH�AS�!GENT"UILDER�AGENTS�BUT�WITH�THE�EXTRA�BENEFIT�THAT�THEY�ARE�ALSO
MOBILE��4HEREFORE�IT�IS�SHOWN�THAT�IT�IS�FEASIBLE�TO�CREATE�AGENTS�THAT�ARE�BOTH�MOBILE�AND
ALSO�HAVE�PLANNING�AND�ADAPTABILITY�CAPABILITIES�
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�� %VALUATION�OF�THE�AGENT�CONCEPT
4HIS�CHAPTER�REPORTS�THE�RESULTS�OF�THE�EVALUATION�OF�MOBILE�AGENTS�

���� !GENT�BENEFITS�AND�DRAWBACKS
$ATA�COMMUNICATIONS�NOWADAYS�OFTEN�TAKE�PLACE�THROUGH�THE�CLIENT
SERVER�MODEL��WHICH
USUALLY�WORKS�FINE��3O�WHAT�DOES�MOBILE�AGENTS�HAVE�TO�OFFER�THAT�IS�NEW�

(ERE�ARE�SEVEN�BENEFITS�OF�USING�MOBILE�AGENTS�;,ANGE���/SHIMA�����=�COMPARED�TO
CLIENT
SERVER�SOLUTIONS�

�� 4HEY�REDUCE�NETWORK�LOAD� �$ISTRIBUTED�SYSTEMS�OFTEN�RELY�ON�THE�CLIENT
SERVER
MODEL�WHERE�MULTIPLE�INTERACTIONS�BETWEEN�THE�CLIENT�AND�THE�SERVER�ARE�REQUIRED�TO
ACCOMPLISH�A�GIVEN�TASK��LOOKING�AT�WWW�PAGES�IS�A�GOOD�EXAMPLE	��%SPECIALLY�WHEN
SECURITY�MEASURES�ARE�ENABLED��4HIS�CAN�RESULT�IN�A�LOT�OF�NETWORK�TRAFFIC��!ND
PARTICULARLY�WHEN�THE�SERVERS�HAVE�MORE�INFORMATION�THAT�CAN�REASONABLY�BE
TRANSFERRED�BACK�TO�THE�CLIENT�FOR�PROCESSING�THERE�;(UHNS���3INGH������=��-OBILE
AGENTS�ON�THE�OTHER�HAND�TAKE�THE�REQUEST�OR�QUESTION�AND�TRANSFER�WITH�IT�TO�THE
SERVER��$ATA�CAN�THEN�BE�PROCESSED��FOR�EXAMPLE�SEARCHING	�LOCALLY�AND�THEREFORE
REDUCING�THE�FLOW�OF�RAW�UNPROCESSED�DATA�IN�THE�NETWORK��7HEN�VERY�LARGE�VOLUMES
OF�DATA��LIKE�LOG�FILES	�ARE�STORED�AT�REMOTE�HOSTS��THESE�DATA�SHOULD�BE�PROCESSED�ON
THAT�HOST�RATHER�THAT�TRANSFERRED�OVER�THE�NETWORK�

�� 4HEY�OVERCOME�NETWORK�LATENCY� �)N�CRITICAL�REAL
TIME�SYSTEMS��SUCH�AS�ROBOTS	
PROCESSES�NEED�TO�RESPOND�TO�CHANGES�IN�THEIR�ENVIRONMENT�IN�REAL�TIME��#ONTROLLING
SUCH�SYSTEMS�THROUGH�A�LARGE�FACTORY�NETWORK�INVOLVES�SIGNIFICANT�LATENCIES��WHICH
MIGHT�NOT�BE�ACCEPTABLE��-OBILE�AGENTS�OFFER�A�SOLUTION��SINCE�THEY�CAN�BE�DISPATCHED
FROM�A�CENTRAL�CONTROLLER�TO�ACT�LOCALLY�AND�DIRECTLY�EXECUTE�THE�CONTROLLER S�DIRECTIONS�

�� 4HEY�ENCAPSULATE�PROTOCOLS� �-ANY��LEGACY	�SYSTEMS�HAVE�THEIR�OWN�PROTOCOLS�OR
THEY�CAN�HAVE�DIFFERENT�VERSIONS�OF�THE�SAME�PROTOCOL��4HE�AGENT�CAN�THEN�BE�MADE�TO
COMMUNICATE�WITH�DIFFERENT�PROTOCOLS�ON�DIFFERENT�HOSTS�AND�THAT�CAN�OVERCOME�A
LEGACY�PROBLEM�THAT�OTHERWISE�MAY�ARISE�

�� 4HEY�EXECUTE�ASYNCHRONOUSLY�AND�AUTONOMOUSLY� �7HEN�THE�AGENT�IS�SENT�AWAY
IT�NEEDS�NO�CONNECTION�WITH�OR�GUIDANCE�FROM�ITS�SENDER��)T�IS�TOTALLY�INDEPENDENT�AND
ONLY�NEEDS�A�CONNECTION�TO�THE�SENDER�WHEN�IT�IS�FINISHED�WITH�ITS�TASK�SO�THAT�IT�CAN
RETURN�HOME�TO�THE�SENDER��4HIS�IS�ALSO�GOOD�IF�THE�NETWORK�CONNECTIONS�ARE
EXPENSIVE�OR�FRAGILE�

�� 4HEY�ADAPT�DYNAMICALLY� �-OBILE�AGENTS�CAN�SENSE�THEIR�ENVIRONMENT�AND�REACT�TO
CHANGES�DYNAMICALLY��4HEY�CAN�THEREFORE�MOVE�AROUND�IN�THE�NETWORK�IN�SUCH�A�WAY
AS�TO�MAINTAIN�A�GOOD�POSITION�FOR�SOLVING�THEIR�TASK�

�� 4HEY�CAN�BE�HETEROGENEOUS� �!�MOBILE�AGENT�IS�GENERALLY�COMPUTER�AND�TRANSPORT

LAYER
INDEPENDENT�AND�DEPENDANT�ONLY�ON�ITS�EXECUTION�ENVIRONMENT��)T�THEREFORE
PROVIDES�GOOD�CONDITIONS�FOR�SEAMLESS�SYSTEM�INTEGRATION�

�� 4HEY�ARE�ROBUST�AND�FAULT
TOLERANT� �4HE�ABILITY�OF�MOBILE�AGENTS�TO�REACT
DYNAMICALLY�TO�UNFAVOURABLE�SITUATIONS�AND�EVENTS�MAKES�IT�EASIER�TO�BUILD�ROBUST�AND
FAULT
TOLERANT�DISTRIBUTED�SYSTEMS��)F�A�HOST�IS�BEING�SHUT�DOWN��AGENTS�CAN�BE�WARNED
AND�GIVEN�TIME�TO�TRANSFER�TO�ANOTHER�HOST�IN�THE�NETWORK��!�LARGE�TASK�CAN�ALSO�HAVE
BACKUP�AGENTS�IN�CASE�SOMETHING�GOES�WRONG�WITH�THE�PRIMARY�AGENTS�
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/F�COURSE�THERE�EXIST�SOME�DRAWBACK�WITH�USING�MOBILE�AGENTS��OR�RATHER�PROBLEMS�TO
SOLVE	�

q 3ECURITY� �4HIS�IS�AN�AREA�THAT�STILL�IS�OPEN�FOR�RESEARCH��&OR�OUR�DISCUSSION�OF�FUTURE
WORK�ON�SECURITY�ISSUES��SEE�����3ECURITY�OF�AGENTS�

q ,ACK�OF�INFRASTRUCTURE� �&OR�AGENTS�TO�WORK�EFFICIENTLY��WHEN�FOR�EXAMPLE�DOING�A
SEARCH��ADDITIONAL�INFRASTRUCTURE�IS�NEEDED��4O�FIND�DATA��THE�AGENT�NEEDS�TO�KNOW
WHAT�COMPUTER�TO�SEARCH�AND�HOW�TO�SEARCH��3OME�KIND�OF�SERVERS�MIGHT�BE�NEEDED
SO�THAT�THE�AGENTS�CAN�MAKE�SUCH�QUERIES��3ERVERS�CAN�BE�USED�FOR�NAME�LOOKUPS�
LOCATING�DATA��CONTROLLING�AGENTS�AND�COMMUNICATION�BETWEEN�AGENTS�

)N�THE�MARKET�RIGHT�NOW�THERE�SEEMS�TO�EXIST�TWO�VARIETIES�OF�AGENT�SYSTEMS��/NE�OF�THEM
IS�FOCUSED�ON�PLANNING��WHICH�TRIES�TO�MAKE�A�PLAN�TO�SOLVE�ITS�TASK�OR�GOAL�USING�THE
KNOWLEDGE�IT�HAS�ABOUT�THE�WORLD�AROUND�IT��4HE�OTHER�FOCUS�IS�ON�MOBILE�AGENTS��WHICH
CAN�AUTONOMOUSLY�TRANSFER�FROM�COMPUTER�TO�COMPUTER�IN�A�NETWORK�AND�THEREBY�GET
CLOSER�TO�THE�DATA�SOURCE�OR�CONTINUE�TO�USE�THE�DATA�SOURCE�EVEN�IF�THERE�EXISTS�ONLY�A
TEMPORARY�CONNECTION�WITH�IT�;-ILOJIÍIÇ�ET�AL������=�

3INCE�AGENT�TECHNOLOGY�IS�NOT�FULLY�MATURE�YET��THESE�TWO�TYPES�OF�FOCUS�ARE�SELDOM
INCLUDED�IN�ONE�PRODUCT�OR�IF�DONE�GIVE�A�POOR�RESULT��4HE�BEST�THING�WOULD�BE�TO�HAVE�A
COMBINATION�OF�BOTH�SO�THAT�THE�AGENT�CAN�REASON�ABOUT�ITS�WORLD�AND�MAKE�ACTIVE
DECISIONS�ABOUT�WHAT�TO�DO�NEXT��AND�ALSO�TRANSFER�BETWEEN�HOSTS�IF�NEEDED�IN�THE
PROCESS�

���� %XAMPLE�AGENTS
4O�TEST�THE�#/43
PRODUCTS�AND�ALSO�SHOW�SOME�POSSIBLE�APPLICATIONS�AGENTS�HAVE�
DIFFERENT�EXAMPLE�AGENTS�WERE�CONSTRUCTED��4HEY�WERE�FOCUSED�ON�DEMONSTRATING�SOME
POSSIBILITIES�RATHER�THEN�CREATING�FINISHED�AND�FULLY�FUNCTIONALLY�AGENTS��4HE�AGENTS�WERE
ALL�PROGRAMMED�IN�*AVA�WITH�THE�USE�OF�THE�#ONCORDIA�CLASSES�THROUGH�THEIR�!GENT�!0)�
3OME�OF�THE�AGENTS�ALSO�INCLUDE�THE�*ESS�ENGINE�AS�AN�INTEGRATED�PART�OF�IT�

"ELOW�IS�A�DESCRIPTION�OF�THE�DIFFERENT�EXAMPLE�AGENTS�THAT�ARE�MOST�RELEVANT�FOR�THIS
WORK��4HIS�IS�NOT�AN�EXHAUSTIVE�LIST��SINCE�DIFFERENT�AGENTS�ACCOMPANYING�THE�TOOLS�ALSO
WERE�RUN�AND�TESTED��!LL�OF�THEM�EXCEPT�THE�3IMPLE�INFORMATION�AGENT��THAT�AGENT�WAS
INCLUDED�WITH�THE�#ONCORDIA�EVALUATION�KIT	�WERE�CONSTRUCTED�DURING�THIS�WORK�

3IMPLE�INFORMATION�AGENT� �!�QUITE�SIMPLE�AGENT�THAT�TRANSFERS�TO�ANOTHER
COMPUTER��HOST��	��COLLECTS�SOME�SYSTEM�INFORMATION�AND�RETURNS�BACK�TO�HOST���TO
PRESENT�IT��4HE�INTERESTING�THING�WITH�THIS�AGENT�IS�THAT�IT�CREATES�A�NEW�DATA�OBJECT�AT
HOST����FILLS�IT�WITH�THE�DATA�AND�BRINGS�IT�BACK��!ND�IF�THE�CLASS�FOR�THE�OBJECT�CAN�NOT
BE�FOUND�AT�HOST���THE�#ONCORDIA�SERVER�AUTOMATICALLY�SENDS�A�REQUEST�TO�FETCH�THAT
CLASS�FILE�FROM�HOST���

3EARCH�AGENT� �4HIS�WAS�THE�FIRST�AGENT�MADE��)T�TRANSFERS�TO�ANOTHER�COMPUTER�AND
THERE�SEARCHES�THE�FILE�TREE�LOOKING�FOR�A�SPECIFIC�FILENAME��)F�THE�FILE�IS�FOUND�IT�SAVES
THE�PATH�FOR�THE�FILE�AND�THEN�RETURNS�HOME�

0ICTURE�AGENT� �4HIS�AGENT�WAS�SOLELY�MADE�AS�A�DEMONSTRATION�AGENT�TO�VISUALLY
SHOW�HOW�THE�AGENTS�MOVE��)T�TRANSFERS�TO�ANOTHER�COMPUTER��OPENS�A�WINDOW�AND
SHOWS�A�PICTURE�THERE�

!DVANCED�SEARCH�AGENT� �&IRST�THIS�AGENT�ASKS�FOR�A�WORD�TO�SEARCH�FOR�IN�TEXT�FILES
ON�A�REMOTE�COMPUTER��)T�THEN�TRANSFERS�TO�THAT�COMPUTER�AND�SCANS�IT�FOR�TEXT�FILES
AND�ZIP
FILES��)F�IT�FINDS�A�PLAIN�TEXT�FILE��IT�OPENS�IT�AND�SEARCHES�THE�FILE�FOR�THE�SEARCH
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WORD��%VERY�TIME�IT�FINDS�ONE�OCCURRENCE�OF�THE�WORD�THE�AGENT�COPIES�THAT�LINE�FROM
THE�FILE�AND�ALSO�SAVES�THE�ENTIRE�PATH�TO�THE�FILE��!FTER�ALL�FILES�HAVE�BEEN�SEARCHED�IT
CAN�MOVE�TO�ANOTHER�COMPUTER��OR�BACK�TO�THE�FIRST�OF�COURSE	�TO�PRESENT�ITS�RESULTS�

-OBILE�*ESS�AGENT� �4HIS�IS�THE�MOST�ADVANCED�OF�THE�AGENTS��)T�IS�AN�AGENT�THAT
CONTAINS�THE�RULE�BASED�EXPERT�SYSTEM�*ESS�INTEGRATED�WITH�IT��)T�CONTAINS�THE�SAME
FUNCTIONS�AS�THE�PICTURE�AGENT�AND�ADVANCED�SEARCH�AGENT�WITH�THE�ADDITION�THAT�IT
CAN�KEEP�FACTS�AND�RULES�ABOUT�THE�WORLD��!S�THIS�AGENT�WORKS�RIGHT�NOW�IT�ONLY�TAKES
THE�*ESS�ENGINE�AND�ALL�ITS�FACTS�AND�RULES�WITH�IT�WHEN�THE�AGENT�MOVES��4HIS�AGENT
COULD�BE�EXPANDED�SO�THAT�THE�EXPERT�SYSTEM�DECIDES�FOR�THE�AGENT�WHAT�IT�SHOULD�DO
IN�DIFFERENT�CIRCUMSTANCES��4HE�CODE�FOR�THIS�AGENT�CAN�BE�FOUND��SOMEWHAT�EDITED
FOR�READABILITY	�IN�APPENDIX�#�

4HE�REASON�TO�CREATE�OUR�OWN�AGENTS�WAS�THAT�THE�ENCLOSED�EXAMPLE�AGENTS�IN
!GENT"UILDER�AND�#ONCORDIA�WERE�NOT�SUITABLE��4HE�AGENTS�IN�!GENT"UILDER�WERE�TOO
SIMPLE�AND�THE�ONES�IN�#ONCORDIA�OFTEN�DEPENDED�ON�SOME�DATABASE�CONNECTION��WHICH
WAS�NOT�PRESENT	��!LSO�THE�ENCLOSED�SAMPLE�AGENTS�WERE�NOT�ESPECIALLY�FOCUSED�ON�DATA
COLLECTION�

/VERALL��THE�AGENTS�WORKED�VERY�WELL�AND�THEY�WERE�EASY�TO�CONSTRUCT�WITH�THE�HELP�FROM
THE�#ONCORDIA�DOCUMENTATION�AND�ITS�*AVA�!0)��"OTH�THE�AGENTS�AND�THE�SYSTEM�WERE
STABLE�SO�OUR�PERSONAL�OPINIONS�ARE�THAT�#ONCORDIA�IS�A�SUITABLE�SYSTEM�FOR�CREATING
MOBILE�APPLICATIONS�

���� 4HE�,3��EXERCISE
4HE�,3��EXERCISE�IS�A�YEARLY�COMMAND�AND�CONTROL�TRAINING�EXERCISE�AND�THIS�YEAR�IT�WAS
SITUATED�IN�%NK¶PING�BETWEEN�THE���TH�AND���TH�OF�-AY�������4HE�EXERCISE�INCLUDED
SEVERAL�THOUSAND�PERSONS��TRAINED��STAFF�INSTRUCTORS�AND�SUPPORT�PERSONAL	�AND�IS�ONE�OF
THE�LARGER�MILITARY�EXERCISES�IN�3WEDEN�

$URING�THIS�EXERCISE�&/!�HAD�AN�EXHIBITION�CASE�WHERE�THIS�WORK�AND�ANOTHER�RELATED
THESIS�WORK�ABOUT�VISUALISATION�OF�THE�COLLECTED�DATA�;!LBINSSON�����=�WHERE�SHOWN�TO
THE�MILITARY�STAFF��&OUR�COMPUTERS�WERE�CONNECTED�IN�A�LOCAL�NETWORK�AND�TWO�OF�THE
CREATED�AGENTS�WERE�DEMONSTRATED��4HE�AGENTS�WERE�THE�0ICTURE�AGENT�AND�THE�!DVANCED
SEARCH�AGENT��SEE�THE�PREVIOUS�SECTION	��4HE�-OBILE�*ESS�AGENT�WAS�ALSO�DISCUSSED�BUT�NOT
SHOWN�

4HE�PEOPLE�VISITING�THE�STAND�WERE�MOSTLY�OFFICERS�INVOLVED�IN�COMMAND�AND�CONTROL
ISSUES��BUT�ALSO�PEOPLE�FROM�DIFFERENT�DEPARTMENTS��!4,%��&-6��ETC�	��4HE
DEMONSTRATIONS�WERE�MADE�ON�A�PERSONAL�BASIS�WHEN�PEOPLE�HAD�TIME��3LIGHTLY�MORE�THAN
���PEOPLE�GOT�DEMONSTRATIONS�

4HE�PERSONNEL�SUGGESTED�MANY�QUESTIONS�AND�IDEAS�AND�WE�HAD�SEVERAL�DISCUSSIONS�
WHICH�WAS�THE�PURPOSE��/FTEN�QUESTIONS�REGARDING�THE�SECURITY�OF�MOBILE�AGENTS�WERE
ASKED��/VERALL�THE�PRESENTATIONS�GOT�A�GOOD�RECEPTION�FROM�THE�AUDIENCE�AND�MANY
WANTED�TO�KNOW�MORE�ABOUT�MOBILE�AGENTS�AND�IF�THE�WORK�WOULD�LATER�PRODUCE�A�FINAL
SYSTEM�
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�� $ISCUSSION
3INCE�THE�MAIN�PURPOSE�FOR�THIS�WORK�IS�TO�FORM�A�BASIS�FOR�FURTHER�STUDIES�AND
DEVELOPMENT�IT�IS�INTERESTING�TO�REFLECT�ON�HOW�MOBILE�AGENTS�CAN�BE�EXPLOITED�BY�THE
MILITARY�IN�THE�FUTURE�

���� #/43
PRODUCTS
4HE�#/43
PRODUCTS�USED�ARE�OF�TWO�KINDS��COMMERCIAL�AND�FREEWARE��!GENT"UILDER�AND
#ONCORDIA�ARE�OF�THE�FIRST�CATEGORY�AND�*ESS�OF�THE�LATER�

/NE�INTERESTING�QUESTION�IS�IF�IT�IS�ALWAYS�BETTER�TO�BUY�A�PRODUCT�AND�THEREFORE�GET�THE
RIGHT�TO�FULL�SUPPORT�THAN�TO�USE�A�FREELY�DEVELOPED�PRODUCT��/FTEN�THE�ARGUMENT�FOR
COMMERCIAL�SYSTEMS�IS�THAT�THEY�ARE�BETTER�AND�HAVE�FASTER�FUTURE�DEVELOPMENT�AND�MUCH
BETTER�SUPPORT��4HIS�IS�MY�EXPERIENCE�WITH�THE�#/43
PRODUCTS�USED�IN�THIS�WORK�

&IRST�)�MUST�SAY�THAT�THE�HELP�FROM�THE�*ESS�MAILING�LIST�IS�VERY�FAST�AND�COMPETENT��"OTH
QUESTIONS�ABOUT�THE�*ESS�SYSTEM�AND�THE�*ESS�SCRIPTING�LANGUAGE�WERE�ANSWERED�QUICKLY
AND�COMPETENTLY��#ONCORDIA�ON�THE�OTHER�HAND�WAS�NOT�AS�GOOD�OR�FAST�WHEN�ANSWERING
QUESTIONS��9OU�CAN�THEN�OF�COURSE�ARGUE�THAT�)�ONLY�USED�THE�EVALUATION�KIT�AND�NOT�THE
FULL�COMMERCIAL�VERSION��"UT�)�TRIED�TO�ASK�FOR�DETAILS��PRICE�ETC�	�FOR�THE�FULL�VERSION�BUT
SINCE�THEIR�INTEREST�ONLY�SEEMED�MODEST�)�DID�NOT�PUT�MORE�EFFORT�INTO�THAT�

7HEN�IT�COMES�TO�FUTURE�DEVELOPMENT�THE�NEW�VERSIONS�ARE�COMING�MUCH�FASTER�FOR�*ESS
THAN�FOR�#ONCORDIA��3INCE�)�STARTED�THIS�WORK�THERE�HAS�BEEN�NEW�VERSIONS�OF�*ESS��BOTH�A
NEW�BUG�FIX�����	�AND�AN�ALPHA�VERSION�FOR�THE�NEW�*ESS�����SYSTEM��#ONCORDIA�STILL�HAS
THE�SAME�VERSION�EVEN�THOUGH�THEY�STILL�DO�NOT�HAVE�FULL�SUPPORT�FOR�*AVA��

*ESS�ALSO�COMES�WITH�FULL�SOURCE�CODE��#ONCORDIA�ONLY�COMES�AS�BINARY�CODE�AND�THAT�WAS
NOT�SO�GOOD�SINCE�)�WANTED�TO�CHANGE�THE�!GENT�LAUNCH�WIZARD�A�BIT��4HE�REASON�FOR�THAT�IS
THAT�YOU�CAN�ONLY�LAUNCH�ONE�SINGLE�AGENT�WITH�THE�WIZARD�AND�THEN�THE�PROGRAM�EXITS�
4HIS�RESULTS�IN�HAVING�TO�FILL�IN�EVERYTHING�AGAIN�EVEN�IF�YOU�JUST�WANTED�TO�SEND�OUT�THE
SAME�AGENT�WITH�THE�SAME�ITINERARY�

4O�CONCLUDE��MY�IMPRESSION�IS�THAT�A�COMMERCIAL�PRODUCT�DOES�NOT�NECESSARY�HAVE�BETTER
SUPPORT�THAN�A�FREELY�DEVELOPED�PRODUCT�AND�THEREFORE�)�THINK�THAT�FREELY�DEVELOPED
PRODUCTS�CAN�ALSO�BE�CONSIDERED�AS�A�POSSIBLE�ALTERNATIVE��AT�LEAST�SOME�OF�THEM	�IN�REAL
SYSTEMS�

���� 4HE�MOBILE�AGENT�CONCEPT
/NE�BENEFIT�WITH�MOBILE�AGENTS�THAT�MIGHT�NOT�BE�SO�OBVIOUS�AT�FIRST�IS�THAT�IT�IS�EASIER�TO
DEVELOP�LARGE�ADVANCED�DISTRIBUTED�APPLICATIONS��4HE�REASON�FOR�THIS�IS�THAT�THE
PROGRAMMER�DOES�NOT�NEED�TO�BE�CONCERNED�WITH�THE�DISTRIBUTION�ISSUES�OF�THE
APPLICATION��THAT�PART�IS�ALMOST�TRANSPARENTLY�HANDLED�BY�THE�AGENT�PLATFORM�

-OBILE�AGENTS��AS�THE�ONES�BUILT��ARE�CONSTRUCTED�IN�A�STRAIT
FORWARD�MANNER��"UT�IN�A�REAL
SYSTEM�THEY�MIGHT�BE�CONSTRUCTED�FROM�DIFFERENT�PARTS��OR�MODULES��/NE�MODULE�COULD
BE�A�LOGGING�MODULE�THAT�LOGS�EVERYTHING�THE�AGENT�DOES��ANOTHER�COULD�BE�THE�*ESS
REASONING�SYSTEM��4O�MAKE�A�SPECIALISED�AGENT�FOR�SOME�TASK��DIFFERENT�,EGO
LIKE�MODULES
COULD�BE�ASSEMBLED�INTO�A�TEMPLATE�AGENT��7ITH�MANY�UNIVERSAL�MODULES�NOT�MUCH�*AVA
CODING�IS�REQUIRED�TO�CREATE�A�NEW�AGENT�

4HE�UNIVERSAL�MODULES�THAT�BUILD�UP�THE�AGENTS�DO�NOT�NECESSARY�HAVE�TO�ALWAYS�BE
TRANSFERRED�AROUND�WITH�THE�AGENT�AND�THEREFORE�INCREASE�THE�NETWORK�LOAD��)NSTEAD�OF
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THAT�THE�MODULES�CAN�BE�STORED�AT�EVERY�HOST�WITH�THE�SERVER��!ND�IF�THEY�ARE�INSTALLED�AS�A
PACKAGE�WITH�THE�#ONCORDIA�SERVER�NO�EXTRA�WORK�IS�NEEDED�

*ESS�COULD�ALSO�ADD�ONE�LEVEL�TO�THE�CONTROL�AND�CONSTRUCTION�OF�USEFUL�AGENTS��!N�AGENT
CAN�BE�PRE
MADE�WITH�DIFFERENT�FUNCTIONS�INCLUDED��4O�CONTROL�WHAT�THE�AGENT�DOES�A�*ESS
SCRIPT�FILE�WITH�THE�AGENT S�BEHAVIOUR��THE�FACTS�AND�RULES	�CAN�BE�LOADED�IN�ITS�LAUNCH
PHASE��!ND�TO�HAVE�ANOTHER�AGENT�THAT�BEHAVES�DIFFERENTLY��OTHER�RULES�CAN�BE�WRITTEN�AND
LOADED�INTO�THE�AGENT��4HIS�GIVES�THE�AGENTS�MUCH�MORE�FLEXIBLE�AND�ADAPTABLE�BEHAVIOUR
AND�COULD�ALSO�MORE�EASILY�SOLVE�INTEGRATION�PROBLEMS��FOR�EXAMPLE�NEW�SYSTEMS�THAT�ARE
INCLUDED�IN�THE�NETWORK	�

/NE�POTENTIAL�PROBLEM�THAT�WE�FOUND�DURING�THE�,3��EXERCISE�IT�THAT�THE�RESPONSE�TIME
COULD�BE�QUITE�DIFFERENT�FROM�THE�CLIENT
SERVER�MODEL��7HEN�A�REQUEST�IS�SENT�OUT�WITH�THE
CLIENT
SERVER�MODEL�THE�USER�OFTEN�HAS�TO�WAIT�WHILE�THE�REQUEST�IS�PROCESSED��4O�MAKE�THE
USER�NOTICE�THAT�IT�WILL�TAKE�SOME�TIME�SOME�KIND�OF� 3EARCHING��WAIT��� �MESSAGE�IS�OFTEN
DISPLAYED��4HIS�IS�NOT�THE�CASE�WITH�AGENTS�SINCE�THEY�EXECUTE�ASYNCHRONOUSLY�IN�THEIR
CURRENT�ENVIRONMENT�WHICH�MEANS�THAT�IT�IS�HARD�TO�TELL�HOW�LONG�A�REQUEST�WILL�TAKE��IF
THE�AGENT�DO�NOT�HAVE�A�TIME�LIMIT�IN�WHICH�IT�SHOULD�RETURN	��!GENTS�ARE�THEREFORE�MORE
SUITABLE�FOR�TASKS�WHERE�THE�USER�CAN�SEND�OUT�AN�AGENT�AND�THEN�CONTINUE�TO�WORK�WITH
SOMETHING�ELSE�UNTIL�THE�AGENT�RETURNS��(ERE�LIES�THE�POTENTIAL�PROBLEM��WHICH�IS
ESSENTIALLY�A�FEEDBACK�PROBLEM��)F�THE�USER�SENDS�OUT�AN�AGENT�AND�NOTHING�APPEARS�TO
HAPPEN�FOR�A�WHILE��A�NORMAL�USER�WILL�PROBABLY�SEND�IT�OUT�AGAIN�AND�AGAIN�UNTIL
SOMETHING�HAPPENS�OR�THE�USER�GIVES�UP��4HIS�WILL�CLOG�THE�NETWORK�AND�FRUSTRATE�THE
USER��3OME�POSSIBLE�WAYS�TO�SOLVE�THIS�COULD�BE�THAT�PERIODICALLY�SOME�MESSAGE�IS
DISPLAYED�SAYING�THAT�THE�AGENT�IS�WORKING�AND�ALSO�BY�INSTRUCTING�THE�USERS�ABOUT�HOW
MOBILE�AGENTS �FUNCTION�

!NOTHER�ISSUE�THAT�NEEDS�SOME�MORE�THOUGHT�IS�THAT�OF�THE�INFRASTRUCTURE�FOR�THE�AGENTS�
4HE�#ONCORDIA�SYSTEM�IS�GOOD�FOR�ITS�PURPOSE��BUT�NOT�ENOUGH�IN�A�REAL�DISTRIBUTED�#r

SYSTEM��7HAT�IT�LACKS�IS�SOME�INFRASTRUCTURE�TO�HELP�THE�AGENTS�LOCATE�THE�DATA��)T�CAN�BE
DIFFERENT�SERVERS�THAT�THE�AGENT�OR�A�3ERVICE�BRIDGE�IN�#ONCORDIA�KNOWS�ABOUT��4HE�AGENTS
CAN�THEN�QUERY�THESE�SERVERS�ABOUT�WHICH�COMPUTERS�THAT�ARE�ACCESSIBLE�AND�WHAT�KIND�OF
DATA�THEY�ARE�SUPPOSED�TO�CONTAIN��/NE�EXAMPLE�COULD�BE�THAT�THE�AGENT�WANTS�TO�FIND
MESSAGES�FROM�A�COMPANY�AND�ONLY�THOSE�MESSAGES�THAT�CONTAIN�ORDERS�THAT�ARE�GIVEN��)T
CAN�THEN�QUERY�A�LOCATING�SERVER�TO�GET�THE�)0
ADDRESSES�FOR�ALL�COMPUTERS�IN�THE
COMPANY��/R�EVEN�BETTER�IS�IF�IT�QUERIES�FOR�THE�STAFF�COMPUTERS�OF�THE�COMPANY��SINCE�THE
ORDERS�MOST�LIKELY�ARE�GIVEN�THERE�AND�THE�AGENT�THEN�HAS�FEWER�COMPUTERS�TO�SEARCH
THROUGH��4HE�DECISION�TO�NARROW�THE�SEARCH�QUESTION�COULD�BE�MADE�BY�*ESS �RULES�
)NSTEAD�OF�HAVING�THE�EXPERT�SYSTEM�IN�EVERY�AGENT�ONE�POSSIBLE�SOLUTION�IS�TO�HAVE�TRAFFIC
MANAGEMENT�AGENTS�OR�SERVERS�WITH�THAT�FUNCTIONALITY��4HEY�CAN�THEN�DIRECT�OTHER�AGENTS�TO
THE�RIGHT�COMPUTERS�IN�THE�NETWORK�

&INALLY��THE�MOBILE�AGENT�CONCEPT�APPEARS�TO�BE�SUITABLE�FOR�DATA�COLLECTION�TASKS�
ESPECIALLY�WHEN�WE�HAVE�LARGE�AMOUNTS�OF�DISTRIBUTED�DATA�AND�HAVE�ADVANCED�QUERIES
AND�MAYBE�DO�NOT�KNOW�PRECISELY�WHAT�WE�ARE�LOOKING�FOR�OR�HOW�TO�SPECIFY�THE�QUERY
FOR�IT�

���� -ILITARY�APPLICATIONS
5SE�OF�MOBILE�AGENTS�CAN�HAVE�MANY�BENEFITS�AS�STATED�IN�����!GENT�BENEFITS�AND�DRAWBACKS�
&ROM�A�MILITARY�POINT�OF�VIEW�SOME�OF�THEM�ARE�ESPECIALLY�INTERESTING�AND�THE�MOTIVATION
FOR�THEM�WILL�BE�DISCUSSED�BELOW�
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4HEY�REDUCE�NETWORK�LOAD� �4HIS�IS�IMPORTANT�IF�YOU�WANT�TO�KEEP�A�LOW�PROFILE�
&ROM�TO�A�STAFF
COMMAND�AREA�A�LOT�OF�NETWORK�TRAFFIC�IS�USUALLY�GENERATED��)F�THIS�IS
SPOTTED�THE�STAFF�CAN�BE�A�TARGET�FOR�ENEMY�FIRE��-OBILE�AGENTS�CAN�HELP�TO�REDUCE
UNNECESSARY�LOAD�ON�THE�NETWORK�

4HEY�ENCAPSULATE�PROTOCOLS� �!GENTS��AND�ESPECIALLY�#ONCORDIA S�3ERVICE�BRIDGE
FUNCTIONALITY	�CAN�HELP�TO�SOLVE�THE�PROBLEM�OF�CO
EXISTENCE�BETWEEN�BOTH�NEW�AND
OLD�SYSTEMS��#OMPUTER�SYSTEMS�USED�IN�THE�MILITARY�OFTEN�HAVE�A�LONG�LIFETIME�AND
NEW�SYSTEMS�MUST�BE�ABLE�TO�INTERACT�WITH�THE�OLD�ONES��4HEREFORE�THE�USE�OF�ONE
SINGLE�INTERNAL�AGENT�FORMAT�CAN�HELP�THE�INTRODUCTION�PERIOD�

4HEY�EXECUTE�ASYNCHRONOUSLY�AND�AUTONOMOUSLY� �$URING�A�REGROUP�OF�A�STAFF
VEHICLE�THE�NETWORK�CONNECTIONS�CAN�BE�BROKEN�AND�THEN�THE�CLIENT
SERVER�MODEL�WILL
NOT�WORK��!GENTS�CAN�ON�THE�OTHER�HAND�TRANSFER�TO�THE�COMPUTERS�IN�THE�VEHICLE�JUST
BEFORE�THE�CONNECTION�IS�CLOSED�AND�THEN�CONTINUE�THEIR�WORK��LIKE�A�DATA�SEARCH	
WITHOUT�THE�NETWORK�CONNECTION��7HEN�THE�REGROUPING�IS�FINISHED�THE�AGENT�CAN
MOVE�AWAY��4HIS�IS�A�GREAT�BENEFIT�WITH�AGENTS�IN�MANY�OTHER�SITUATIONS��THAT�THEY�ARE
TOTALLY�INDEPENDENT�FROM�ITS�HOME�HOST�

4HEY�ADAPT�DYNAMICALLY� �!�PLANNING�AGENT��LIKE�AN�AGENT�THAT�IS�DIRECTED�BY�*ESS	
CAN�SENSE�ITS�HOST�AND�ADAPT�TO�IT��/NE�WAY�TO�TAKE�ADVANTAGE�OF�THIS�IN�MILITARY
SYSTEMS�IS�TO�SENSE�WHICH�OTHER�SYSTEMS�ARE�INSTALLED�ON�THE�HOST�TO�BE�ABLE�TO
INTERACT�WITH�THEM��!NOTHER�WAY�IS�IF�THE�AGENT�GOT�A�NOTIFICATION�BEFORE�A�REGROUPING
�AND�NETWORK�DISCONNECTION	�SO�IT�COULD�DECIDE�IF�IT�WANTED�TO�CONTINUE�OR�TRANSFER
DIRECTLY�

!LL�THESE�MILITARY�BENEFITS�COMBINED�WITH�THE�REGULAR�BENEFITS�FROM�USING�MOBILE�AGENTS
CALL�FOR�A�DEEPER�AND�MORE�THROUGHOUT�STUDY�OF�HOW�THE�MILITARY�CAN�UTILISE�THIS�NEW
TECHNIQUE�IN�THE�BEST�AND�MOST�BENEFICIAL�WAY�

���� #ONCLUSIONS
4HE�COMBINATION�OF�THE�MOBILE�AGENT�SYSTEM�#ONCORDIA�AND�THE�EXPERT�SYSTEM�*ESS
TOGETHER�MEET�ALL�THE�REQUIREMENTS�TO�GIVE�A�FLEXIBLE�AND�GOOD�SOLUTION�FOR�THE�DATA
COLLECTION�TASK�IN�A�DISTRIBUTED�#OMMAND�AND�#ONTROL�SYSTEM�

4HE�RESULT�SHOWS�THAT�THE�MOBILE�AGENT�CONCEPT�IS�PROMISING�BUT�THAT�FURTHER�WORK�IS
NEEDED�BEFORE�THE�DESIGN�OF�A�DATA�COLLECTION�SYSTEM�CAN�BE�MADE��4HE�MOBILE�AGENT
TECHNIQUE�HAS�BENEFITS�COMPARED�TO�THE�USUAL�CLIENT
SERVER�MODEL��ESPECIALLY�FROM�A
MILITARY�PERSPECTIVE�
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�� &UTURE�WORK
3INCE�ONE�OF�THE�GOALS�OF�THIS�THESIS�WAS�TO�FORM�THE�BASIS�FOR�FUTURE�WORK��THIS�SECTION
DESCRIBES�IDEAS�AND�THOUGHTS�THAT�COULD��OR�IN�SOME�CASES�MUST��BE�FURTHER�STUDIED��4HE
DIFFERENT�SECTIONS�BELOW�SHOW�PROMISING�AREAS�THAT�FURTHER�WORK�CAN�EXAMINE�

���� )NITIAL�LIST�OF�POINTS�TO�STUDY
)N�THE�BEGINNING�OF�THE�WORK�A�LIST�OF�INTERESTING�POINTS�THAT�COULD�BE�STUDIED�WERE�MADE�
3INCE�IT�IS�A�LONG�AND�QUITE�COMPREHENSIVE�LIST�MANY�POINTS�ARE�STILL�UNTOUCHED��4HE�LIST
CAN�PROBABLY�BE�USED�AS�A�STARTING�POINT�FOR�IDEAS�ABOUT�HOW�TO�CONTINUE�THE�WORK��4HE
POINTS�WERE�

q (OW�WILL�A�DIVERSE��VAGUE�AND�OR�COMPLEX�QUESTION�BE�TURNED�INTO�A�SEARCH�QUESTION�

q (OW�SHOULD�EXAMPLE�AND�OR�TEMPLATE�AGENTS�BE�DESIGNED�TO�WORK�IN�A�DISTRIBUTED
#�
SYSTEM�

q (OW�SHOULD�PROBLEM�KNOWLEDGE�BE�HANDLED�

q )N�WHICH�FORM�SHOULD�THE�ANSWERS�FROM�A�SEARCH�QUESTION�BE�ASSEMBLED�

q (OW�SHOULD�THE�AGENT�KEEP�KNOWLEDGE�ABOUT�THE�WORLD�AROUND�IT�

q (OW�WILL�THE�AGENT�FIND�THE�RIGHT�DATA�

q (OW�CAN�THE�AGENT�CHOOSE�A�GOOD�PATH�IN�THE�NETWORK�

q #AN�THE�AGENT�LEARN�WHICH�WAY�TO�TAKE�IN�THE�NETWORK�AND�WHERE�SPECIFIC�DATA�ARE�

q 4O�WHICH�DEGREE�SHOULD�THE�AGENT�COLLECT�PARTS�OF�FILES�OR�WHOLE�FILES�

q 4O�WHICH�DEGREE�SHOULD�THERE�BE�DIFFERENT�KINDS�OF�AGENTS�FOR�DIFFERENT�TASKS�

q 7HAT�INFORMATION�CAN�./4�BE�COLLECTED�WITH�AGENTS�

q 7HAT�IF�THE�AGENT�HAS�A�RESTRICTION�THAT�IT�MUST�BE�FINISHED�BEFORE�A�SPECIFIED�TIME�AND
WHEN�THE�TIME�IS�REACHED�IT�HASN T��3HOULD�IT�THEN�RETURN�WITH�A�PARTIAL�ANSWER�OR
CLONE�ITSELF�SO�THE�CLONE�CAN�CONTINUE�WITH�THE�SEARCH�AND�GO�BACK�AND�NOTIFY�THE�USER
HOW�FAR�IT�HAS�PROGRESSED�RIGHT�NOW�

q 3HOULD�ONE�HOW�SHOULD�ONE�CHECK�THE�CORRECTNESS�OF�THE�DATA�THAT�THE�AGENT
COLLECTS�

q 7HAT�IF�SOMETHING�GOES�WRONG�WITH�THE�AGENT�NETWORK�DURING�ITS�TASK��(OW�SHOULD
THAT�BE�HANDLED�

q 7HICH�FACTORS�INFLUENCE�THE�DESIGN�OF�THE�USER�INTERFACE�WORK�AREA�

q 6ISUAL�TOOLS�FOR� MAKING �AN�AGENT��WHAT�SHOULD�THEY�LOOK�LIKE�AND�WHAT�FUNCTIONS�DO
WE�NEED�THEM�TO�HAVE�

q 7HERE�IN�A�LARGER�#�
SYSTEM��SHOULD�ONE�PLACE�THE�AGENT�FUNCTIONALITY�

q 3HOULD�THE�AGENTS�LOG�EVERYTHING�THEY�DO�EVERYWHERE�THEY�GO�

q (OW�CAN�AGENTS�BE�PUT�TOGETHER�FOR�DIFFERENT�SEARCH�QUESTIONS��4EMPLATE�AGENTS�
!GENTS�WITH�MODULES�THAT�ARE�PLUGGED
IN�WHEN�THE�FUNCTIONALITY�IS�NEEDED��$IFFERENT
AGENTS�FOR�DIFFERENT�QUESTIONS�

q )F�USERS�ASK�QUESTIONS�BY�ASSEMBLING�AN�AGENT�WITH� ,EGO 
TYPE�PARTS��HOW�CAN�WE�BE
SURE�THAT�THE�USER�AND�THE�AGENT�HAVE�THE�SAME�IDEA�OF�WHAT�THE�QUESTION�IS�ABOUT�



$ATA�#OLLECTION�IN�$ISTRIBUTED�#OMMAND�AND�#ONTROL�3YSTEMS�WITH�-OBILE�!GENTS
Future work

University of Linköping – Department of Computer and Information Science��

���� $ATA�MINING
$ATA�MINING�IS�ALSO�A�GROWING�AREA�THAT�MIGHT�BE�USED�TOGETHER�WITH�THE�MOBILE�AGENT
CONCEPT�TO�ENHANCE�THE�DATA�COLLECTION��FOR�AN�INTRODUCTION�TO�DATA�MINING��SEE�;!DRIAANS
��:ANTINGE������=	��-OBILE�AGENTS�CAN�ACTIVELY�GO�AND�LOOK�FOR�DIFFERENT�DATA�IN�THE�LOG
FILES�IN�ADVANCE��4HIS�COLLECTED�INFORMATION�CAN�BE�USED�TO�CREATE�DIRECTORIES�AND�INDICES
OF�CONTENTS�THAT�EITHER�HOLD�ALL�THE�DATA�OR�ONLY�POINTERS�TO�WHERE�IT�CAN�BE�FOUND��)N�THAT
WAY��THERE�IS�NO� SEARCH �REMOTELY�WITH�THE�QUERY��AND�THE�ANSWER�IS�RETURNED�WITHIN
FRACTIONS�OF�A�SECOND��IF�ALL�THE�DATA�IS�STORED�LOCALLY��OF�COURSE	��4HIS�METHOD�IS�CURRENTLY
USED�IN�LARGE�DATABASES�OF�TERABYTES�OF�LEGAL�DOCUMENTS�IN�THE�5NITED�3TATES��FOR�EXAMPLE
THE�7ESTLAW�SYSTEM�;7EST�'ROUP������=�

4HESE� DATA�MINING�AGENTS �CAN�THEN�CONSTANTLY�TRAVEL�AROUND�IN�THE�NETWORK�TO�KEEP�THE
INDICES�UPDATED�ALL�THE�TIME��!ND�TO�AVOID�HAVING�THE�INDICES�AT�EVERY�HOST��A�SET�OF�A�FEW
SERVERS�PROVIDING�THE�FUNCTIONALITY�CAN�BE�PLACED�AT�STRATEGIC�LOCATIONS�IN�THE�NETWORK�TO
BE�QUERIED�BY�THE�SEARCH�AGENTS��&OR�THIS�TO�BE�EFFICIENT�THE�#r
SYSTEMS�CAN�SPECIFY�WHERE
IT�STORES�ITS�LOG�FILES��THE�FILE�PATH	�AND�ALSO�WHAT�KIND�OF�DATA�AND�HOW�THE�DATA�IS�STORED
IN�SOME��FOR�THE�DATA�MINING�AGENTS	�UNIVERSAL�FORMAT�

4HIS�SOLUTION�CAN�BE�USED�IF�THE�IMPORTANCE�IS�THAT�THE�QUERIES�ARE�ANSWERED�QUICKLY��AT
THE�COST�OF�LARGER�STORAGE�USAGE��)N�A�QUERY�SYSTEM�OPERATING�IN�REAL
TIME�ON�CURRENT�DATA
�AND�NOT�AFTERWARDS��WHEN�ALL�DATA�FROM�THE�EXERCISE�ARE�ALREADY�GENERATED	�THIS�APPROACH
IS�PROBABLY�BOTH�FASTER�AND�MORE�EFFICIENT�

���� )MPLEMENTATION�AND�INFRASTRUCTURE
4HIS�SECTION�EXPLORES�THE�IDEAS�FOR�FUTURE�WORK�CONCERNING�THE�PRACTICAL�IMPLEMENTATION
OF�A�MOBILE�AGENT�DATA
COLLECTION�SYSTEM��1UESTIONS�REGARDING�INFRASTRUCTURES��LIKE�FILE
FORMATS�AND�NEEDED�SERVERS�ARE�ALSO�PLACED�HERE�

q )NTEGRATION� �4O�GET�A�USEFUL�SYSTEM�IT�MUST�BE�EASY�BOTH�TO�SPECIFY�WHICH
INFORMATION�ONE�IS�INTERESTED�IN��THE�SEARCH	�AND�ALSO�HOW�IT�SHOULD�BE�RETURNED�AND
DISPLAYED��4HE�AGENTS�MUST�THEREFORE�BE�INTEGRATED�WITH�A�SEARCH�FORM��A�GOOD�IDEA
WOULD�BE�IF�IT�WAS�WEB�BASED	�AND�SOME�PRESENTATION�TOOL�THAT�SHOWS�THE�DATA�IN�AN
EASILY�UNDERSTANDABLE�FORMAT��FOR�EXAMPLE�AS�A�TIME�LINE�;!LBINSSON������=	��!NOTHER
RELATED�QUESTION�IS�IF�THE�PRESENTATION�TOOL�IS�INTEGRATED�WITH�THE�AGENTS�IN�SUCH�A�WAY
THAT�IT�SHOULD�BE�ABLE�TO�SEND�OUT�MORE�AGENTS�TO�COLLECT�MISSING�DATA�IN�THE
PRESENTATION�

q $ATA�PARSING� �(OW�MUCH�SHOULD�THE�AGENT�PARSE��FIND�AND�SORT	�INFORMATION
DURING�THE�TIME�IT�TRIES�TO�ANSWER�THE�SEARCH�QUESTION��3HOULD�MOST�OF�THE�WORK�BE
DONE�AT�THE�HOST�WITH�THE�DATA�OR�AFTER�THE�AGENT�RETURNS�

q #ONCORDIA� �4HE�VERSION�THAT�WAS�USED�IS�ONLY�AN�EVALUATION�VERSION�AND�SHOULD
THEREFORE�BE�REPLACED�WITH�THE�FULL�VERSION�THAT�HAS�BETTER�SUPPORT�FOR�SECURITY�AND
ROBUSTNESS��/THER�ALTERNATIVE�AGENT�DEVELOPMENT�TOOLS�MIGHT�ALSO��IF�NECESSARY��BE
INVESTIGATED�

q 3TUDY�ADVANCED�POSSIBILITIES� �"OTH�#ONCORDIA�AND�*ESS�HAVE�MORE�ADVANCED
FEATURES�THAN�ARE�SHOWN�BY�THE�EXAMPLE�AGENTS��/NE�CAN�ALSO�USE�THE�SO
CALLED�3ERVICE
"RIDGES�AND�#OLLABORATION�BETWEEN�AGENTS�IN�#ONCORDIA��3ERVICE�"RIDGES�CAN�BE�USED
IN�A�GENERAL�WAY�TO�COMMUNICATE�AMONG�AGENTS�AND�DIFFERENT�SYSTEMS��LIKE�DATABASES
OR�OTHER�PROGRAMS	�AT�THE�HOST��4HE�AGENT�CAN�THEN�EASILY�USE�NEWLY�DEVELOPED
SYSTEMS�JUST�BY�ADDING�A�NEW�3ERVICE�"RIDGE��!ND�WITH�THE�HELP�OF�*ESS�THE�AGENT
COULD�MAKE�ACTIVE�DECISIONS��THUS�PARTLY�TAKING�ITS�OWN�INITIATIVE�
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q &ILE�FORMAT�SPECIFICATIONS� �4HESE�AGENTS�HAVE�ONLY�USED�TEXT�FILES��3INCE�THE
MILITARY�USES�A�LOT�OF�DIFFERENT�FORMATS��LIKE�FOR�INSTANCE�THE�-ICROSOFT�/FFICE
FORMATS	�THE�AGENTS�MUST�BE�ABLE�TO�SCAN�THESE�FORMATS��4O�DO�THAT�SPECIFICATIONS�FOR
THE�FORMATS�ARE�NEEDED�OR�MODULES�THAT�CAN�READ�THEM�

q 5NIVERSAL�AGENT�INTERNAL�DATA�FORMAT� �/NE�QUESTION�IS�IF�THE�AGENT�SHOULD�HAVE�ITS
OWN�INTERNAL�DATA�FORMAT��!S�ALMOST�EVERY�SYSTEM�HAS�ITS�OWN�FORMAT�FOR�THE�DATA�THE
PROBLEMS�WITH�COMPATIBLE�FORMATS�CAN�BE�A�BIG�PROBLEM��"UT�IF�THE�AGENT�HAS�A
UNIVERSAL�INTERNAL�DATA�FORMAT�AND�ALL�THE�DIFFERENT�3ERVICE�"RIDGES�TRANSLATE��OR�KEEP
TRACK�OF�THE�FORMAT	�FROM�THE�HOST�FORMAT��FROM�A�DATABASE�OR�SOME�OTHER�SOURCE	�TO
THE�AGENTS�UNIVERSAL�FORMAT�THIS�PROBLEM�CAN�BE�SOLVED�

q .ETWORK�ROUTE�PLANNING� �4HE�AGENTS�MUST�BE�ABLE�TO�PLAN�WHICH�COMPUTERS�IN�THE
NETWORK�THEY�SHOULD�VISIT��)N�A�NETWORK�WITH�HUNDREDS�OF�COMPUTERS�IT�IS�NOT�FEASIBLE
TO�VISIT�THEM�ALL��3INCE�SOME�SELECTION�MUST�BE�MADE��THIS�COULD�BE�A�GOOD�TASK�FOR
*ESS�TO�SOLVE��)N�A�TIME�LIMITED�TASK�THE�ORDER�OF�THE�VISITS�IS�VERY�IMPORTANT�SO�THAT
SOME�CRITERIA�FIND�THE�BEST�COMPUTERS�TO�VISIT�FIRST��IN�CASE�TIME�IS�RUNNING�OUT�

q )NFRASTRUCTURE�FOR�DATA�COLLECTION� �7HAT�KIND�OF�SERVERS�AND�SERVICES�ARE�NEEDED
TO�SUPPORT�DATA�COLLECTION�WITH�MOBILE�AGENTS��/NE�OBVIOUS�FUNCTION�IS�LOCATION
SERVERS�WHICH�GIVEN�A�QUESTION��FOR�EXAMPLE�A�NAME�OF�A�UNIT	�RETURNS�A�LIST�OF�)0

NUMBERS�OF�COMPUTERS�THAT�ARE�LIKELY�TO�BE�OF�INTEREST�FOR�THE�AGENT��"UT�OTHER��MAYBE
NOT�SO�EVIDENT��SERVICES�MIGHT�ALSO�BE�NEEDED�

q $ATA�MINING� �3HOULD�DATA��AND�IF�SO�HOW��BE�CATEGORISED�AND�INDEXED�IN�ADVANCE�TO
SPEED�UP�THE�QUERIES��3EE�SECTION�����$ATA�MINING�

���� 3ECURITY�OF�AGENTS
/NE�IMPORTANT�MATTER�THAT�HAS�NOT�BEEN�COVERED�IN�THIS�WORK�ABOUT�MOBILE�AGENTS�BUT�IS
VERY�CRUCIAL�IN�MILITARY�APPLICATIONS�IS�SECURITY��4HE�IMPACT�OF�SECURITY�IN�THE�MILITARY�IS
OBVIOUS�AND�SO�THE�CONCERNS�OF�MALFUNCTION�OR�HOSTILE�MOBILE�AGENTS�MUST�ALSO�BE
CONSIDERED��3O�WHY�HAS�THIS�NOT�BEEN�A�CENTRAL�PART�OF�THIS�WORK�THEN��/NE�REASON�IS�THAT
THE�PRIORITY�WAS�TO�EVALUATE�THE�POSSIBILITIES�OF�MOBILE�AGENTS�AND�NOT�THE�POTENTIAL
PROBLEMS��4HE�OTHER��MAYBE�MORE�IMPORTANT��REASON�IS�THAT�A�FUTURE�MOBILE�SYSTEM�IS
INTENDED�TO�BE�USED�DURING�EXERCISES�AND�NOT�NECESSARILY�IN�A�REAL�SITUATION��4HEREFORE�THE
DEMANDS�ON�SECURITY�MIGHT�BE�LOWERED�IF�THE�EXERCISE�IS�CONDUCTED�IN�A�CLOSED�LOCAL
NETWORK�WITHOUT�CONNECTION�TO�THE�)NTERNET�

4O�QUOTE�-ILOJIÍIÇ�ABOUT�MYTHS�REGARDING�MOBILE�AGENTS�;-ILOJIÍIÇ�ET�AL������=�

-YTH��-OBILE�AGENTS�ARE�RISKY�TO�USE�

&ACT��4HE�LARGEST�CONCERN�OF�POTENTIAL�MOBILE�AGENT�USERS�IS�RELATED�TO�SECURITY�
5SERS�ARE�AFRAID�TO�ACCEPT�AGENTS�AT�THEIR�COMPUTERS��4HE�CONCERN�ABOUT
ACCEPTING�AGENTS�AT�SERVERS�IS�EVEN�HIGHER��(OWEVER��ACCEPTING�MOBILE�AGENTS�IS
NOT�NECESSARILY�DIFFERENT�FROM�ALLOWING�REMOTE�ACCESS��AS�ENABLED�BY�*AVA
APPLETS��OR�ACCEPTING�E
MAIL�THAT�CONTAINS�ACTIVE�ENTITIES��SUCH�AS�7ORD
DOCUMENTS�WITH�MACROS��)F�AGENTS�WERE�ALLOWED�TO�COMMUNICATE�WITH�THE
SERVERS�THROUGH�A�SET�OF�LIMITED��WELL
DEFINED�INTERFACES��AND�IF�THEY�WERE
CONTAINED�WITHIN�A�CLEARLY�DEFINED�SANDBOX��AS�THE�*AVA�6IRTUAL�-ACHINE
SUPPORTS	��THE�RISK�WOULD�BE�SIGNIFICANTLY�REDUCED�

!S�THIS�SHOWS��MOBILE�AGENTS�DO�NOT�NECESSARY�PRESENT�A�SECURITY�HOLE��IF�TREATED�CORRECTLY�
#ONCORDIA�ALSO�HAS�SECURITY�SUPPORT�BUILT�INTO�THE�FULL�VERSION��WHICH�WE�HAVE�NOT�TESTED	�
&OR�MORE�INFORMATION�ON�THE�SECURITY�ISSUES�IN�#ONCORDIA�SEE�;7ALSH�ET�AL������=�
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���� $OMAIN�ANALYSIS
$OMAIN�ANALYSIS�IS�A�VERY�IMPORTANT�FACTOR�FOR�ANY�SYSTEM�TO�BE�SUCCESSFUL��4HE�REASON�IS
THAT�IF�THE�SYSTEM�PRODUCED�CAN�NOT�FULFIL�THE�DEMANDS�OF�ITS�CONTEMPLATED�USERS�THEN�IT
WILL��TO�A�LARGE�EXTENT��BE�A�WASTE�OF�MONEY�

q 4YPE�OF�QUESTIONS� �7HAT�KINDS�OF�QUESTIONS�SHOULD�THE�AGENT�BE�ABLE�TO�ANSWER
THAT�HELPS�THE�STAFF�INSTRUCTORS��4HIS�IS�RELATED�TO�WHICH�QUESTIONS�THEY�WANT�TO
ANSWER�AND�MAYBE�LATER�VISUALISE�

q 2EQUISITE�ANALYSIS� �.O�ANALYSIS�OF�WHAT�KIND�OF�INFORMATION�THE�STAFF�INSTRUCTORS
REQUIRE�HAS�BEEN�DONE�IN�THIS�INITIAL�STUDY��!�THOROUGH�REQUISITE�ANALYSIS�MUST�BE�DONE
TO�SPECIFY�WHICH�KIND�OF�DATA�THE�AGENTS�SHOULD�BE�ABLE�TO�FIND�AND�IN�THE
PROLONGATION�WHAT�KIND�OF�DATA�THE�SYSTEMS�MUST�STORE�IN�THEIR�LOG�FILES�

q ,OGGED�DATA�SPECIFICATIONS� �3INCE�THE�AGENTS�HAVE�NOT�BEEN�USED�TOGETHER�WITH�A
REAL�SYSTEM�THE�ASSUMPTION�HAS�BEEN�THAT�ALL�NEEDED�INFORMATION�IS�LOGGED��4HIS
MIGHT�NOT�BE�THE�CASE�IN�A�REAL�SYSTEM�AND�A�STUDY�OF�WHAT�IS�LOGGED�IN�THE�EXISTING
SYSTEMS�AND�WHAT�WOULD�BE�NEEDED�TO�BE�LOGGED�IN�FUTURE�SYSTEMS�TO�PRESENT�THE
INFORMATION�MUST�BE�DONE�

q 2EAL
TIME�OR� AFTER�ACTION�REVIEW � �3HOULD�THE�MOBILE�AGENTS�BE�USED�ONLY�AFTER
AN�EXERCISE��AND�IF�SO��ALL�THE�DATA�ARE�KNOWN�TO�BE�ALREADY�LOGGED�AND�ACCESSIBLE	�OR
SHOULD�THEY�BE�USED�DURING�A�RUNNING�EXERCISE��4HIS�HIGHLY�EFFECTS�HOW�THE�AGENTS
SHOULD�ACT�AND�BE�IMPLEMENTED��!LSO�THE�INTERFACE�WITH�THE�USER�MIGHT�DIFFER�

q 5SER�PERCEPTION�OF�MOBILE�AGENTS� �)T�IS�IMPORTANT�TO�MAKE�SURE�THAT�THE�POSSIBLE
USERS�OF�MOBILE�AGENTS�UNDERSTAND�BROADLY�HOW�THEY�WORK�AND�SHOULD�BEST�BE�USED�
!LSO�TO�WHAT�EXTENT�FEEDBACK�IS�NECESSARY�FOR�THE�USER�TO�FEEL�THAT�HE�OR�SHE�KNOWS
ENOUGH�ABOUT�THE�PROGRESS�OF�THE�AGENT�

���� !DDITIONAL�CONSIDERATIONS
(ERE�FOLLOWS�SOME�ADDITIONAL�CONSIDERATIONS�ABOUT�MOBILE�AGENTS�THAT�COULD�BE�MADE�

q )NSTALL�AND�TEST�THE�AGENTS�IN�A�MORE�REALISTIC�ENVIRONMENT� �!T�&(3��THE
3WEDISH�.ATIONAL�$EFENCE�#OLLEGE	�THEY�HAVE�A�#r
TRAINING�LABORATORY�THAT�COULD�BE�A
GOOD�ISOLATED�PLACE�TO�START��-AYBE�IT�ALSO�COULD�BE�DONE�AT�SOME�SMALLER�EXERCISE��LIKE
%3��

q !NALYSE�ENEMY�USE�OF�MOBILE�AGENTS� �%NEMY�MOBILE�AGENT�CODE�IS�A�POTENT
THREAT��4O�ASCERTAIN�THE�POSSIBILITIES�OF�HOW�ENEMY�MOBILE�AGENT�INTELLIGENCE
TECHNOLOGY�MIGHT�WORK��THE�USE�OF�AGENTS�FOR�DATA�COLLECTION�IS�A�GOOD�WAY�TO�LEARN
ABOUT�THAT�

q #ONNECTIONS�TO�OTHER�AREAS� �4HIS�ANALYSIS�OF�THE�USE�OF�MOBILE�AGENTS�IS�RESTRICTED
TO�DATA�COLLECTION�IN�THE�#r
SYSTEM�WITH�THE�PURPOSE�OF�EVALUATING�THE�GROUND�WARFARE
MODEL��"UT�MOBILE�AGENTS�HAVE�A�WIDE�RANGE�OF�POSSIBLE�USES��3OME�OF�THEM�ARE�IN
INFORMATION�DISTRIBUTION��USER�ADAPTABLE�AGENTS�AND�SURVEILLANCE�AGENTS�
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!PPENDIX�!�� !BBREVIATIONS�AND�DESCRIPTIONS
(ERE�ARE�ALL�USED�ABBREVIATIONS�AND�DESCRIPTIONS�OF�THE�CONCEPTIONS�USED�

!0)� �!PPLICATION�PROGRAMMING�INTERFACE

!4,%� �SEE�(0�!4,%

#r�
�#OMMAND�AND�#ONTROL

#,)03� �#�,ANGUAGE�)NTEGRATED�0RODUCTION�3YSTEM��)T�IS�A�WELL
KNOWN�EXPERT�SYSTEM�SHELL
WRITTEN�IN�THE�#�LANGUAGE��3EE�ALSO�*ESS�

#/43� �#OMMERCIAL�OFF�THE�SHELF��PRODUCTS	

%3�� �!�MUCH�SMALLER�#OMMAND�AND�#ONTROL�EXERCISE�THAN�,3�

&(3� �THE�3WEDISH�.ATIONAL�$EFENCE�#OLLEGE

&-6� �THE�$EFENCE�-ATERIAL�!DMINISTRATION

&/!� �THE�3WEDISH�.ATIONAL�$EFENCE�2ESEARCH�%STABLISHMENT

(0�!4,%� �(UVUDPROJEKT�!RM©STIDSKRAFTERNAS�4AKTISKA�,EDNINGSYSTEM��THE�MAIN�PROJECT�FOR
THE�ARMED�FORCES�TACTICAL�#OMMAND�AND�#ONTROL�SYSTEM

*ESS� �THE�*AVA�%XPERT�3YSTEM�3HELL��*ESS�IS�A�RULE
BASED�EXPERT�SYSTEM�WRITTEN�ENTIRELY�IN�THE
*AVA�LANGUAGE�AND�DESCENDS�FROM�THE�#,)03�SYSTEM�

+1-,� �+NOWLEDGE�1UERY���-ANIPULATION�,ANGUAGE

,ED&RAM� �,EDNINGSF¶RM¥GA�I�DEN�&RAMTIDA�STRIDEN��#OMMANDING�IN�THE�FUTURE�BATTLEFIELD��)T�IS
A�PROJECT�THAT�RESEARCHES�SUPPORT�FOR�THE�DEVELOPMENT�OF�#OMMAND�AND�#ONTROL�SYSTEMS
FOR�THE�MILITARY�AUTHORITIES��NOW�AND�IN�THE�LONG�TERM�

,3�� �,EDNINGS3YSTEM�VNING��#OMMAND�AND�#ONTROL�EXERCISE

2-)� �2EMOTE�-ETHOD�)NVOCATION

31,� �3TRUCTURED�1UERY�,ANGUAGE

8-,� �%XTENSIBLE�-ARKUP�,ANGUAGE
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!PPENDIX�"�� ,OG�FILE�FOR�SCENARIO
/NE����MINUTES�LONG�SCENARIO�WAS�CONSTRUCTED�BY�TWO�FORMER�OFFICERS�THAT�NOW�WORK�AT
&/!��&ROM�THIS�SCENARIO�A�DEMONSTRATION�LOG�FILE�WAS�CREATED�WITH�THE�MESSAGES
CONCERNING�FIVE�MILITARY�UNITS�IN�BATTLE�DURING�A�PERIOD�OF�ABOUT����MINUTES��4HE�WHOLE
LOG�FILE��IN�3WEDISH	�CAN�BE�FOUND�BELOW��!S�IS�APPARENT�THAT�EVEN�SMALL�FILES�WITH�LITTLE
INFORMATION�LIKE�THIS�CAN�BE�HARD�TO�UNDERSTAND�WITHOUT�HELP�FROM�COMPUTERS�

4HE�CATEGORIES�ARE��FROM�LEFT�TO�RIGHT	��REFERENCE��TIME��SECONDS��UNIT��ROLE��ACTIVITY��TYPE�OF
MESSAGE��FROM�TO��UNIT��ROLE��FILE�FORMAT��TIME�NUMBER�AND�CONTENTS�

2EF 4ID S %NHET 0ERSON !KTIVITET 4YP &R¥N�4ILL %NHET 0ERSON &ILFORMAT 4IDS
NR

)NNEH¥LL

1 859 37 514 UndC Skriver rapport txt 900 0855 Två strv.Komp vid STRÄNGNÄS
FLYGPLATS frr mot GRUNDBRO

2 900 4 514 UndC Sänder rapport till L1 UndC txt 900 0855 Två strv.Komp vid STRÄNGNÄS
FLYGPLATS frr mot GRUNDBRO

3 900 33 L1 UndC tar emot rapport från 514 UndC txt 900 0855 Två strv.Komp vid STRÄNGNÄS
FLYGPLATS frr mot GRUNDBRO

4 901 2 L1 UndC öppnar rapport från 514 UndC txt 900 0855 Två strv.Komp vid STRÄNGNÄS
FLYGPLATS frr mot GRUNDBRO

5 902 11 L1 UndC sänder rapport till 513 UndC txt 900 0855 Två strv.Komp vid STRÄNGNÄS
FLYGPLATS frr mot GRUNDBRO

5,01 902 11 L1 UndC sänder rapport till L3 UndBef
2

txt 900 0855 Två strv.Komp vid STRÄNGNÄS
FLYGPLATS frr mot GRUNDBRO

5,02 902 11 L1 UndC Sänder rapport till Div UndC txt 900 0855 Två strv.Komp vid STRÄNGNÄS
FLYGPLATS frr mot GRUNDBRO

5,10 903 0 L1 UndC Skriver rapport

6 903 30 L1 UndC Sänder rapport till 514 UndC txt 901 Med TidsNr. 0855 konfirmeras

6,1 904 514 UndC tar emot rapport från L1 UndC txt 901 Med TidsNr. 0855 konfirmeras

6,2 903 Div UndC tar emot rapport från L1 UndC txt 900 0855 Två strv.Komp vid STRÄNGNÄS
FLYGPLATS frr mot GRUNDBRO

7 904 Div UndC öppnar rapport från L1 UndC txt 900 0855 Två strv.Komp vid STRÄNGNÄS
FLYGPLATS frr mot GRUNDBRO

7,1 902 19 L3 UndC tar emot rapport från L1 UndC txt 900 0855 Två strv.Komp vid STRÄNGNÄS
FLYGPLATS frr mot GRUNDBRO

8 905 L3 UndC öppnar rapport från L1 UndC txt 900 0855 Två strv.Komp vid STRÄNGNÄS
FLYGPLATS frr mot GRUNDBRO

8,1 903 33 512 UndC tar emot rapport från L1 UndC txt 900 0855 Två strv.Komp vid STRÄNGNÄS
FLYGPLATS frr mot GRUNDBRO

9 906 512 UndC öppnar rapport från L1 UndC txt 900 0855 Två strv.Komp vid STRÄNGNÄS
FLYGPLATS frr mot GRUNDBRO

10 905 514 UndC öppnar rapport från L1 UndC txt 901 Med TidsNr. 0855 konfirmeras

11 905 50 514 StriC Skriver oleat ppt 906 Karbild över nya läget

11,1 907 512 StriC Skriver Ori till L1 StriC txt 907 ORI: ingen kontakt med Fi

12 908 512 StriC Sänder Ori till L1 StriC txt 907 ORI: ingen kontakt med Fi

13 908 512 StriC Sänder Ori till L3 StriC txt 907 ORI: ingen kontakt med Fi

13,1 906 Div UndBef
1

Skriver oleat till L1 UndBef
2

ppt 905 Karbild över Div. Läge

14 908 Div UndBef
1

Sänder oleat till L1 UndBef
2

ppt 905 Karbild över Div. Läge

15 908 Div UndBef
1

Sänder oleat till L3 UndBef
2

ppt 905 Karbild över Div. Läge

15,1 909 1 L3 Undbef2 tar emot oleat från Div UndBef
1

ppt 905 Karbild över Div. Läge

16 909 12 L3 Undbef2 öppnar oleat från Div UndBef
1

ppt 905 Karbild över Div. Läge

16,1 909 33 L1 Undbef2 tar emot oleat från Div UndBef
1

ppt 905 Karbild över Div. Läge

17 912 L1 Undbef2 öppnar oleat från Div UndBef
1

ppt 905 Karbild över Div. Läge

17,1 909 24 L3 UndBef
2

Skriver Förfrågan till L1 Undbef
2

txt 909 Fråga: har Ni fått Div. Lägebild med tidsnr0 905

18 910 2 L3 UndBef Sänder Förfrågan till L1 Undbef txt 909 Fråga: har Ni fått Div. Lägebild med tidsnr0 905
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19 910 45 L1 Undbef2 tar emot Förfrågan från L3 UndBef
2

txt 909 Fråga: har Ni fått Div. Lägebild med tidsnr0 905

20 913 55 L1 Undbef2 öppnar Förfrågan från L3 UndBef
2

txt 909 Fråga: har Ni fått Div. Lägebild med tidsnr0 905

20,1 914 9 L1 undBef2 Skriver förfrågan till L3 Undbef
1

txt 909 Svar på meddelande med tidsnr 0909: JA

21 915 19 L1 undBef2 sänder förfrågan till L3 Undbef
1

txt 909 Svar på meddelande med tidsnr 0909: JA

21,1 915 55 L3 UndC tar emot rapport från L1 UndC txt 909 Svar på meddelande med tidsnr 0909: JA

22 916 6 L3 UndC öppnar rapport från L1 UndC txt 909 Svar på meddelande med tidsnr 0909: JA

22,1 909 32 div StriC Skriver förfrågan till l3 StriC txt 908 läget vid mekb11 frågas

23 910 11 div StriC Sänder förfrågan till l3 StriC txt 908 läget vid mekb11 frågas

24 911 l3 StriC Sänder oleat till 512 chef ppt 905 Kartbild över div läge

24,1 912 512 chef tar emot oleat från l3 StriC ppt 905 Kartbild över div läge

25 912 512 chef öppnar oleat från l3 StriC ppt 905 Kartbild över div läge

26 912 514 StriC Sänder oleat till l3 undbef2 ppt 906 Kartbild över nya läget

26,1 913 l3 undbef2 tar emot oleat från 514 StriC ppt 906 Kartbild över nya läget

27 913 l3 undbef2 öppnar oleat från 514 StriC ppt 906 Kartbild över nya läget

28 913 512 StriC skriver order txt 913 Bataljonsorder

29 915 Div StriC radio förfrågan till l3 StriC läget vid mekb11 frågas

30 915 l3 StriC radio svar på
förfrågan

från Div StriC läget vid mekb11 redogörs

30,1 915 514 StriC Skriver Ori till l1 StriC txt 914 ori: fientligt fältarbetsfordon bekämpat vid
BRÅTORP. Fortsätter framryckning

31 915 514 StriC Sänder Ori till l1 StriC txt 914 ori: fientligt fältarbetsfordon bekämpat vid
BRÅTORP. Fortsätter framryckning

32 915 514 StriC Sänder Ori till l3 StriC txt 914 ori: fientligt fältarbetsfordon bekämpat vid
BRÅTORP. Fortsätter framryckning

33 915 514 StriC Sänder Ori till 512 StriC txt 914 ori: fientligt fältarbetsfordon bekämpat vid
BRÅTORP. Fortsätter framryckning

33,1 916 l3 StriC tar emot Ori från 514 StriC txt 914 ori: fientligt fältarbetsfordon bekämpat vid
BRÅTORP. Fortsätter framryckning

34 916 l3 StriC öppnar Ori från 514 StriC txt 914 ori: fientligt fältarbetsfordon bekämpat vid
BRÅTORP. Fortsätter framryckning

34,1 916 l1 StriC tar emot Ori från 514 StriC txt 914 ori: fientligt fältarbetsfordon bekämpat vid
BRÅTORP. Fortsätter framryckning

35 916 l1 StriC öppnar Ori från 514 StriC txt 914 ori: fientligt fältarbetsfordon bekämpat vid
BRÅTORP. Fortsätter framryckning

35,1 917 512 StriC tar emot Ori från 514 StriC txt 914 ori: fientligt fältarbetsfordon bekämpat vid
BRÅTORP. Fortsätter framryckning

36 917 512 StriC öppnar Ori från 514 StriC txt 914 ori: fientligt fältarbetsfordon bekämpat vid
BRÅTORP. Fortsätter framryckning

37 910 l3 StriC tar emot förfrågan från div StriC txt 908 läget vid mekb11 frågas

38 913 l1 StriC skriver Order ppt 913 Oleatorder till 512 baserad på div lägesbild tnr
0905

39 916 l1 StriC Sänder order till 512 StriC ppt 913 Oleatorder till 512 baserad på div lägesbild tnr
0905

40 916 l1 StriC Sänder ori till 514 StriC ppt 913 Oleatorder till 512 baserad på div lägesbild tnr
0905

41 916 l1 StriC Sänder ori till l3 StriC ppt 913 Oleatorder till 512 baserad på div lägesbild tnr
0905

41,1 917 514 StriC tar emot ori från l1 StriC ppt 913 Oleatorder till 512 baserad på div lägesbild tnr
0905

42 917 514 StriC öppnar ori från l1 StriC ppt 913 Oleatorder till 512 baserad på div lägesbild tnr
0905

42,1 917 l3 StriC tar emot ori från l1 StriC ppt 913 Oleatorder till 512 baserad på div lägesbild tnr
0905

43 917 l3 StriC öppnar ori från l1 StriC ppt 913 Oleatorder till 512 baserad på div lägesbild tnr
0905

43,1 917 512 StriC Skriver förfrågan till l3 StriC txt 916 Föranleder div lägesbild tnr 0905 någon ny order
för vår del?

44 917 512 StriC Sänder förfrågan till l3 StriC txt 916 Föranleder div lägesbild tnr 0905 någon ny order
för vår del?

44,1 918 l3 StriC tar emot förfrågan från 512 StriC txt 916 Föranleder div lägesbild tnr 0905 någon ny order
för vår del?
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45 918 l3 StriC öppnar förfrågan från 512 StriC txt 916 Föranleder div lägesbild tnr 0905 någon ny order
för vår del?

46 919 l3 StriC sänder förfrågan till l1 StriC txt 916 Föranleder div lägesbild tnr 0905 någon ny order
för vår del?

46,1 920 l1 StriC tar emot förfrågan från l3 StriC txt 916 Föranleder div lägesbild tnr 0905 någon ny order
för vår del?

47 920 l1 StriC öppnar förfrågan från l3 StriC txt 916 Föranleder div lägesbild tnr 0905 någon ny order
för vår del?

48 921 l1 StriC Sänder order till 512 StriC ppt 913 Oleatorder till 512 baserad på div lägesbild tnr
0905

48,1 922 512 StriC tar emot order från l1 StriC ppt 913 Oleatorder till 512 baserad på div lägesbild tnr
0905

49 922 512 StriC öppnar order från l1 StriC ppt 913 Oleatorder till 512 baserad på div lägesbild tnr
0905

49,1 923 512 StriC Skriver ori till l1 StriC txt 923 Ori: 512. Påbörjar framryckning

50 923 512 StriC Sänder ori till l1 StriC txt 923 Ori: 512. Påbörjar framryckning

51 923 512 StriC Sänder ori till l3 StriC txt 923 Ori: 512. Påbörjar framryckning

52 923 512 StriC Sänder ori till Div StriC txt 923 Ori: 512. Påbörjar framryckning

53 923 512 StriC Sänder ori till 514 StriC txt 923 Ori: 512. Påbörjar framryckning

53,1 923 l1 StriC tar emot ori från 512 StriC txt 923 Ori: 512. Påbörjar framryckning

54 923 l1 StriC öppnar ori från 512 StriC txt 923 Ori: 512. Påbörjar framryckning

54,1 925 l3 StriC tar emot ori från 512 StriC txt 923 Ori: 512. Påbörjar framryckning

55 925 l3 StriC öppnar ori från 512 StriC txt 923 Ori: 512. Påbörjar framryckning

55,1 926 div StriC tar emot ori från 512 StriC txt 923 Ori: 512. Påbörjar framryckning

56 926 div StriC öppnar ori från 512 StriC txt 923 Ori: 512. Påbörjar framryckning

56,1 924 514 StriC tar emot ori från 512 StriC txt 923 Ori: 512. Påbörjar framryckning

57 924 514 StriC öppnar ori från 512 StriC txt 923 Ori: 512. Påbörjar framryckning

57,1 925 514 StriC skriver ori till Div StriC txt 924 Ori: Vi är i strid med fientligt pansarskyttekompani
vid GRUNDBRO

58 925 514 StriC Sänder ori till Div StriC txt 924 Ori: Vi är i strid med fientligt pansarskyttekompani
vid GRUNDBRO

59 925 514 StriC Sänder ori till l1 StriC txt 924 Ori: Vi är i strid med fientligt pansarskyttekompani
vid GRUNDBRO

60 925 514 StriC Sänder ori till l3 StriC txt 924 Ori: Vi är i strid med fientligt pansarskyttekompani
vid GRUNDBRO

61 925 514 StriC Sänder ori till 512 StriC txt 924 Ori: Vi är i strid med fientligt pansarskyttekompani
vid GRUNDBRO

61,1 928 Div StriC tar emot ori från 514 StriC txt 924 Ori: Vi är i strid med fientligt pansarskyttekompani
vid GRUNDBRO

62 928 Div StriC öppnar ori från 514 StriC txt 924 Ori: Vi är i strid med fientligt pansarskyttekompani
vid GRUNDBRO

62,1 926 l3 StriC tar emot ori från 514 StriC txt 924 Ori: Vi är i strid med fientligt pansarskyttekompani
vid GRUNDBRO

63 926 l3 StriC öppnar ori från 514 StriC txt 924 Ori: Vi är i strid med fientligt pansarskyttekompani
vid GRUNDBRO

63,1 927 l1 StriC öppnar ori från 514 StriC txt 924 Ori: Vi är i strid med fientligt pansarskyttekompani
vid GRUNDBRO

64 927 l1 StriC öppnar ori från 514 StriC txt 924 Ori: Vi är i strid med fientligt pansarskyttekompani
vid GRUNDBRO

64,1 926 512 StriC öppnar ori från 514 StriC txt 924 Ori: Vi är i strid med fientligt pansarskyttekompani
vid GRUNDBRO

65 926 512 StriC öppnar ori från 514 StriC txt 924 Ori: Vi är i strid med fientligt pansarskyttekompani
vid GRUNDBRO

65,1 927 514 StriC skriver ori till l1 StriC txt 926 Ori: Vår Framryckning är hejdad. 3 egna vagnar
utslagna. Begär understöd av 512.

66 927 514 StriC Sänder ori till l1 StriC txt 926 Ori: Vår Framryckning är hejdad. 3 egna vagnar
utslagna. Begär understöd av 512.

67 927 514 StriC Sänder ori till l3 StriC txt 926 Ori: Vår Framryckning är hejdad. 3 egna vagnar
utslagna. Begär understöd av 512.

68 927 514 StriC Sänder ori till 512 StriC txt 926 Ori: Vår Framryckning är hejdad. 3 egna vagnar
utslagna. Begär understöd av 512.

69 927 514 StriC Sänder ori till Div StriC txt 926 Ori: Vår Framryckning är hejdad. 3 egna vagnar
utslagna. Begär understöd av 512.

69,1 929 div StriC tar emot ori från 514 StriC txt 926 Ori: Vår Framryckning är hejdad. 3 egna vagnar
utslagna. Begär understöd av 512.

70 929 div StriC öppnar ori från 514 StriC txt 926 Ori: Vår Framryckning är hejdad. 3 egna vagnar
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utslagna. Begär understöd av 512.

70,1 929 l3 StriC tar emot ori från 514 StriC txt 926 Ori: Vår Framryckning är hejdad. 3 egna vagnar
utslagna. Begär understöd av 512.

71 929 l3 StriC öppnar ori från 514 StriC txt 926 Ori: Vår Framryckning är hejdad. 3 egna vagnar
utslagna. Begär understöd av 512.

71,1 930 l1 StriC tar emot ori från 514 StriC txt 926 Ori: Vår Framryckning är hejdad. 3 egna vagnar
utslagna. Begär understöd av 512.

72 930 l1 StriC öppnar ori från 514 StriC txt 926 Ori: Vår Framryckning är hejdad. 3 egna vagnar
utslagna. Begär understöd av 512.

72,1 928 512 StriC tar emot ori från 514 StriC txt 926 Ori: Vår Framryckning är hejdad. 3 egna vagnar
utslagna. Begär understöd av 512.

73 928 512 StriC öppnar ori från 514 StriC txt 926 Ori: Vår Framryckning är hejdad. 3 egna vagnar
utslagna. Begär understöd av 512.

74 928 512 StriC radio förfrågan till 514 chef Samverkan avseende understöd. Begäran om
skiss  över läget.

75 928 514 chef radio förfrågan från 512 StriC Samverkan avseende understöd. Begäran om
skiss  över läget.

75,1 930 514 StriC Skriver oleat till 512 StriC ppt 930 Förslag till stridsplan för 512:s understöd av 514
strid vid GRUNDBRO

76 930 514 StriC Sänder oleat till 512 StriC ppt 930 Förslag till stridsplan för 512:s understöd av 514
strid vid GRUNDBRO

77 930 514 StriC Sänder oleat till l1 StriC ppt 930 Förslag till stridsplan för 512:s understöd av 514
strid vid GRUNDBRO

78 930 514 StriC Sänder oleat till l3 StriC ppt 930 Förslag till stridsplan för 512:s understöd av 514
strid vid GRUNDBRO

78,1 930 514 StriC tar emot oleat från 514 StriC ppt 930 Förslag till stridsplan för 512:s understöd av 514
strid vid GRUNDBRO

78,2 930 514 StriC öppnar oleat från 514 StriC ppt 930 Förslag till stridsplan för 512:s understöd av 514
strid vid GRUNDBRO

78,3 931 l3 StriC tar emot oleat från 514 StriC ppt 930 Förslag till stridsplan för 512:s understöd av 514
strid vid GRUNDBRO

79 931 l3 StriC öppnar oleat från 514 StriC ppt 930 Förslag till stridsplan för 512:s understöd av 514
strid vid GRUNDBRO

79,1 931 l1 StriC tar emot oleat från 514 StriC ppt 930 Förslag till stridsplan för 512:s understöd av 514
strid vid GRUNDBRO

80 931 l1 StriC öppnar oleat från 514 StriC ppt 930 Förslag till stridsplan för 512:s understöd av 514
strid vid GRUNDBRO

81 931 512 StriC radio till 514 StriC Bekräftar förslag till stridsplan tnr 930

82 931 514 StriC radio från 512 StriC Svarar på Bekräftar förslag till stridsplan tnr 930

83 929 l1 StriC Sänder order till 512 StriC txt 928 Order: 512 panbat understöder 514 pansskyttbat
anfall mot GRUNDBRO

83,1 930 512 StriC tar emot order från l1 StriC txt 928 Order: 512 panbat understöder 514 pansskyttbat
anfall mot GRUNDBRO

84 930 512 StriC öppnar order från l1 StriC txt 928 Order: 512 panbat understöder 514 pansskyttbat
anfall mot GRUNDBRO

84,2 931 512 StriC skriver ori till l1 StriC txt 930 Ori: Order med tnr 928 redan påbörjad efter
samverkan med 514

85 931 512 StriC Sänder ori till l1 StriC txt 930 Ori: Order med tnr 928 redan påbörjad efter
samverkan med 514

85,1 931 l1 StriC tar emot ori från 512 StriC txt 930 Ori: Order med tnr 928 redan påbörjad efter
samverkan med 514

86 931 l1 StriC öppnar ori från 512 StriC txt 930 Ori: Order med tnr 928 redan påbörjad efter
samverkan med 514

86,1 932 l1 StriC skriver order till 512 StriC txt 931 Order: Stridsplan från tnr 928 gäller.

87 932 l1 StriC Sänder order till 512 StriC txt 931 Order: Stridsplan från tnr 928 gäller.

88 932 l1 StriC Sänder order till 514 StriC txt 931 Order: Stridsplan från tnr 928 gäller.

88,1 933 512 StriC tar emot Order från l1 StriC txt 931 Order: Stridsplan från tnr 928 gäller.

89 933 512 StriC öppnar Order från l1 StriC txt 931 Order: Stridsplan från tnr 928 gäller.

89,1 934 514 StriC tar emot Order från l1 StriC txt 931 Order: Stridsplan från tnr 928 gäller.

90 934 514 StriC öppnar Order från l1 StriC txt 931 Order: Stridsplan från tnr 928 gäller.

90,1 930 l1 undc skriver förfrågan till 514 undc txt 929 Läget vid 514 frågas.

91 930 l1 undc Sänder förfrågan till 514 undc txt 929 Läget vid 514 frågas.

91,1 931 514 undc tar emot förfrågan från l1 undc txt 929 Läget vid 514 frågas.

92 931 514 undc öppnar förfrågan från l1 undc txt 929 Läget vid 514 frågas.

93 931 514 undc radio till l1 undc Redogörelse för läget vid 514.
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94 931 l1 undc radio från 514 undc Redogörelse för läget vid 514.

94,1 932 512 StriC skriver ori till l1 StriC txt 931 Ori: Framryckning enligt stridsplan tnr 928 på
börjad.

95 932 38 512 StriC Sänder ori till l1 StriC txt 931 Ori: Framryckning enligt stridsplan tnr 928 på
börjad.

95,1 933 512 StriC skriver ori till l1 StriC txt 933 Ori: Vi är i strid. Fientligt pansskyttbkompani
bekämpat.

96 933 49 512 StriC Sänder ori till l1 StriC txt 933 Ori: Vi är i strid. Fientligt pansskyttbkompani
bekämpat.

97 934 512 StriC Sänder ori till l3 StriC txt 933 Ori: Vi är i strid. Fientligt pansskyttbkompani
bekämpat.

98 934 512 StriC Sänder ori till 514 StriC txt 933 Ori: Vi är i strid. Fientligt pansskyttbkompani
bekämpat.

99 934 512 StriC Sänder ori till div StriC txt 933 Ori: Vi är i strid. Fientligt pansskyttbkompani
bekämpat.

99,1 933 57 l1 StriC tar emot ori från 512 StriC txt 933 Ori: Vi är i strid. Fientligt pansskyttbkompani
bekämpat.

100 935 5 l1 StriC öppnar ori från 512 StriC txt 933 Ori: Vi är i strid. Fientligt pansskyttbkompani
bekämpat.

100 936 l3 StriC tar emot ori från 512 StriC txt 933 Ori: Vi är i strid. Fientligt pansskyttbkompani
bekämpat.

101 936 52 l3 StriC öppnar ori från 512 StriC txt 933 Ori: Vi är i strid. Fientligt pansskyttbkompani
bekämpat.

101 934 11 514 StriC tar emot ori från 512 StriC txt 933 Ori: Vi är i strid. Fientligt pansskyttbkompani
bekämpat.

102 934 51 514 StriC öppnar ori från 512 StriC txt 933 Ori: Vi är i strid. Fientligt pansskyttbkompani
bekämpat.

102 936 div StriC tar emot ori från 512 StriC txt 933 Ori: Vi är i strid. Fientligt pansskyttbkompani
bekämpat.

103 937 48 div StriC öppnar ori från 512 StriC txt 933 Ori: Vi är i strid. Fientligt pansskyttbkompani
bekämpat.

103 938 49 514 StriC skriver rapport till l1 StriC txt 939 Rapport: Enligt Stridsplan tnr 928:
Järvägsövergång vid GRUNDBRO tagen.
Fortsätter framryckning.

104 940 514 StriC sänder rapport till l1 StriC txt 939 Rapport: Enligt Stridsplan tnr 928:
Järvägsövergång vid GRUNDBRO tagen.
Fortsätter framryckning.

105 940 514 StriC sänder rapport till l3 StriC txt 939 Rapport: Enligt Stridsplan tnr 928:
Järvägsövergång vid GRUNDBRO tagen.
Fortsätter framryckning.

106 940 514 StriC sänder rapport till 512 StriC txt 939 Rapport: Enligt Stridsplan tnr 928:
Järvägsövergång vid GRUNDBRO tagen.
Fortsätter framryckning.

107 940 514 StriC sänder rapport till div StriC txt 939 Rapport: Enligt Stridsplan tnr 928:
Järvägsövergång vid GRUNDBRO tagen.
Fortsätter framryckning.

107 940 35 l1 StriC tar emot rapport från 514 StriC txt 939 Rapport: Enligt Stridsplan tnr 928:
Järvägsövergång vid GRUNDBRO tagen.
Fortsätter framryckning.

108 942 l1 StriC öppnar rapport från 514 StriC txt 939 Rapport: Enligt Stridsplan tnr 928:
Järvägsövergång vid GRUNDBRO tagen.
Fortsätter framryckning.

108 940 34 l3 StriC tar emot rapport från 514 StriC txt 939 Rapport: Enligt Stridsplan tnr 928:
Järvägsövergång vid GRUNDBRO tagen.
Fortsätter framryckning.

109 943 l3 StriC öppnar rapport från 514 StriC txt 939 Rapport: Enligt Stridsplan tnr 928:
Järvägsövergång vid GRUNDBRO tagen.
Fortsätter framryckning.

109 940 52 512 StriC tar emot rapport från 514 StriC txt 939 Rapport: Enligt Stridsplan tnr 928:
Järvägsövergång vid GRUNDBRO tagen.
Fortsätter framryckning.

110 941 2 512 StriC öppnar rapport från 514 StriC txt 939 Rapport: Enligt Stridsplan tnr 928:
Järvägsövergång vid GRUNDBRO tagen.
Fortsätter framryckning.

110 940 32 Div StriC tar emot rapport från 514 StriC txt 939 Rapport: Enligt Stridsplan tnr 928:
Järvägsövergång vid GRUNDBRO tagen.
Fortsätter framryckning.

111 944 Div StriC öppnar rapport från 514 StriC txt 939 Rapport: Enligt Stridsplan tnr 928:
Järvägsövergång vid GRUNDBRO tagen.
Fortsätter framryckning.

111 932 21 l1 undb1 skriver ori till l3 StriC ppt 928 Ori: Stridsplan för 512:s understöd av 514 strid vid
GRUNDBRO

112 933 15 l1 undb1 Sänder ori till l3 StriC ppt 928 Ori: Stridsplan för 512:s understöd av 514 strid vid
GRUNDBRO
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113 933 l1 undb1 Sänder ori till Div StriC ppt 928 Ori: Stridsplan för 512:s understöd av 514 strid vid
GRUNDBRO

113 933 8 l3 StriC tar emot ori från l1 undb1 ppt 928 Ori: Stridsplan för 512:s understöd av 514 strid vid
GRUNDBRO

114 934 l3 StriC öppnar ori från l1 undb1 ppt 928 Ori: Stridsplan för 512:s understöd av 514 strid vid
GRUNDBRO

114 933 21 Div StriC tar emot ori från l1 undb1 ppt 928 Ori: Stridsplan för 512:s understöd av 514 strid vid
GRUNDBRO

115 935 Div StriC öppnar ori från l1 undb1 ppt 928 Ori: Stridsplan för 512:s understöd av 514 strid vid
GRUNDBRO
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!PPENDIX�#�� !GENT�SAMPLE�CODE
4HIS�IS�THE�CODE�FOR�THE�MOBILE�*ESS�AGENT��)T�HAS�BEEN�EDITED�FOR�READABILITY�
/*
 *  MobileAgent
 *
 *
 *  DESCRIPTION
 *  A Java Mobile Agent. This agent travels to a Concordia Server
 *  and retrieves information from the server and the machine
 *  it is running on.  When finished the agent can report the
 *  information.
 *
 */

import java.util.*;
import java.util.zip.*;
import java.net.*;
import java.awt.*;
import java.awt.event.*;
import java.io.*;

import COM.meitca.concordia.*;
import jess.*;

/**
 * A Java mobile agent that retrieve files from another computer that has files
 * that includes a keyword.
 * @see Agent
 * @author Andreas Johansson
 */
public class MobileAgent extends Agent implements JessListener {
   /**
    * A list of information the agent has retrieved.  As the
    * agent travles this member variable PERSISTS from machine
    * to machine.  No special action must be performed by the
    * programmer to save state between stops
    */

    String[] keywords;
    Vector found = null;
    Rete r = null;
    ReteTmpObject rto = null;

    /**
     * Constructs a MobileAgent.  The constructor will be called
     * by the AgentLaunchWizard on the machine where the
     * wizard is run.
     */
    public MobileAgent() {
        found = new Vector();
        keywords = new String[3];
        r = new Rete();
        try{
            DumpFunctions df = new DumpFunctions();
            r.addUserpackage(df);
        }catch(Exception e){
            System.out.println("MobileAgent.constructor: An error occurred.\n" +

                      e.getMessage());
        }
    }

    /**
     * This method gathers information about the server and
     * its host machine.
     */
    public void getServerData() {
        try {

            System.out.println();
            System.out.println();
            System.out.println("Agenten kör");
            System.out.println();

            keywords[0] = "Andreas";
            keywords[1] = "O-998202";

  keywords[2] = "Sune";
  File dir = new File("C:\\Andreas");

  scanDir(dir);

            System.out.println();
            System.out.println("Jess innehåll:");
            r.executeCommand("(assert (framme hos den andra datorn))");
            r.executeCommand("(defrule test (tillbaka igen) => (assert (regeln aktiverad)))");
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            Enumeration rules = r.listDefrules();
            while(rules.hasMoreElements()){

        System.out.println("Rules: " + rules.nextElement().toString());
      }
      Enumeration facts = r.listFacts();
            while(facts.hasMoreElements()){

        System.out.println("Facts: " + facts.nextElement().toString());
  }
  System.out.println();

  } catch (Exception error) {
      System.out.println("MobileAgent.getServerData: An error occurred.\n" +
                          error.getMessage());
  }

        }

   /**
    * This method reports the information gathered during the trip.
    */
   public void reportServerInfo() {

        OccurenceInfo foundData;
        String oldPath = "";

        try{
            System.out.println();
            System.out.println("Agenten är tillbaka.");
            System.out.println();

  System.out.print("Rader med ");
      int n=0;

  while(n < keywords.length && keywords[n] != null){
     if(n > 0)
        System.out.print("eller ");

         System.out.print("\'" + keywords[n++] + "\' ");
  }

            System.out.println("i:");

      Enumeration enum = found.elements();
            while(enum.hasMoreElements()){
                foundData = (OccurenceInfo)enum.nextElement();

      if(!oldPath.equals(foundData.getPath())){
         System.out.println("Funnet i filen " + foundData.getPath());
         oldPath = foundData.getPath();
      }
      System.out.println(foundData.getLineNumber() + ": " + foundData.getLine());

            }

            System.out.println();
            System.out.println("Jess innehåll:");
            r.executeCommand("(assert (tillbaka igen))");
            r.run();
            Enumeration rules = r.listDefrules();
            while(rules.hasMoreElements()){

     System.out.println("Rules: " + rules.nextElement().toString());
      }
      Enumeration facts = r.listFacts();
            while(facts.hasMoreElements()){

     System.out.println("Facts: " + facts.nextElement().toString());
  }
  System.out.println();

  }catch (Exception error) {
     System.out.println("Mobile.reportServerInfo: An error occurred.\n" +
                         error.getMessage());
 }

       }

   /**
    * This method recursivly scans the given directory after the keywords.
    */
   private void scanDir(File dir) {
        try {

  if(dir != null){

     String[] list = dir.list();
     File file;

         int n = 0;

     while(list.length > n){
        file = new File(dir.getPath() + dir.separatorChar + list[n]);
    
        if(file.isFile()){
           if(file.getName().toLowerCase().endsWith(".zip")){
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              ZipFile zip = new ZipFile(file);
              System.out.println("Zip-fil funnen: " + zip.getName() +

   " Packar upp den och undersöker filerna i den...");

                        Enumeration enum = zip.entries();
            
                        while(enum.hasMoreElements()){

                           ZipEntry entry = (ZipEntry)enum.nextElement();
                           System.out.println(file.getCanonicalPath() + "#" + entry.getName());

                 LineNumberReader lnr = new LineNumberReader(new BufferedReader(new
                                           InputStreamReader(zip.getInputStream(entry))));

       parseFile(lnr, file.getCanonicalPath() + "#" + entry.getName(),
                                     found, keywords);

                        }
    zip.close();

           }
                     else{
    

       System.out.println("Scannar fil " + dir.getPath() + dir.separatorChar +
                          list[n]);

                        LineNumberReader lnr = new LineNumberReader(new BufferedReader(new
                                                                          FileReader(file)));
                  parseFile(lnr, file.getCanonicalPath(), found, keywords);
    
                     }
           }
                 else{
              System.out.println(dir.getPath() + dir.separatorChar + list[n] +
                                       " är en katalog. Rekurserar ner...");
                 scanDir(file);
             }

       n++;

                 }
             }
             else
                System.out.println("dir var null!");

             } catch (Exception error) {
                  System.out.println("MobileAgent.scanDir: An error occurred.\n" +
                                     error.getMessage());
             }
         }

/**
         * This method parse a file (sent to a LineNumberReader) looking for lines that
         * contains the keywords.

 */
private void parseFile(LineNumberReader lnr, String filePath,

                                Vector found, String[] keywords){
    try{

       String line;
       int n = 0;
       int m;

           boolean foundInLine;

       while ((line = lnr.readLine()) != null){
          foundInLine = false;
          m=0;

          while(m < keywords.length && keywords[m] != null){
             if(line.toLowerCase().indexOf(keywords[m++].toLowerCase()) > -1)
                foundInLine = true;
          }

if(foundInLine){
   OccurenceInfo oi = new OccurenceInfo();
   oi.setPath(filePath);
   oi.setLine(line);

       oi.setLineNumber(lnr.getLineNumber());
                       found.addElement(oi);
                       n++;
                    }
                 }
                 lnr.close();

    } catch (Exception e) {
        System.out.println("MobileAgent.parseFile: An error occurred.\n" +
                            e.getMessage());
    }

}
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public void prepareForTransport()
{
    try{

          r.executeCommand("(save-facts \"C:/facts.tmp\")");
                  r.executeCommand("(bsave \"C:/bsave.tmp\")");

        File facts = new File("C:\\facts.tmp");
            File bsave = new File("C:\\bsave.tmp");

        BufferedInputStream factsIS = new BufferedInputStream(new FileInputStream(facts));
        BufferedInputStream bsaveIS = new BufferedInputStream(new FileInputStream(bsave));

            rto = new ReteTmpObject((int)facts.length(), (int)bsave.length());
        factsIS.read(rto.facts);
        bsaveIS.read(rto.bsave);
        factsIS.close();
        bsaveIS.close();

            facts.delete();
        bsave.delete();
        r = null;
    }catch(IOException e){
        System.out.println("MobileAgent.prepareForTransport: An IO-error occurred.\n" +
                            e.getMessage());

    }catch(JessException e){
        System.out.println("MobileAgent.prepareForTransport: An Jess-error occurred:\n" +
                            e.getMessage());

    }
}

public void completedTransport()
{
    try{

           r = new Rete();
           DumpFunctions df = new DumpFunctions();
                 r.addUserpackage(df);
                 df.addJessListener(this);

        File facts = new File("C:\\facts2.tmp");
        File bsave = new File("C:\\bsave2.tmp");

            BufferedOutputStream factsOS = new BufferedOutputStream(new
                                                     FileOutputStream(facts));

        BufferedOutputStream bsaveOS = new BufferedOutputStream(new
                                                     FileOutputStream(bsave));
            factsOS.write(rto.facts);

        bsaveOS.write(rto.bsave);
        factsOS.close();
        bsaveOS.close();

            r.executeCommand("(bload \"C:/bsave2.tmp\")");
            r.executeCommand("(load-facts \"C:/facts2.tmp\")");

        facts.delete();
        bsave.delete();

    }catch(Exception e){
        System.out.println("MobileAgent.completedTransport: An error occurred.\n" +
                            e.getMessage());
    }
}

/**
 * Used to reattach the parser to the Jess engine after a bload.
 * @param je
 */
public void eventHappened(JessEvent je) throws JessException
{
    if (je.getType() == JessEvent.BLOAD){
        // Reattach parser to engine   
        r = (Rete) je.getObject();
    }
}

/**
 * The data object that holds information about one found occurence of the keyword.
 */
private class OccurenceInfo implements Serializable
{
    String path;
    String line;
    int lineNumber;

    public void setPath(String path){
        this.path = path;
    }

    public void setLine(String line){
        this.line = line;
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    }

    public void setLineNumber(int lineNumber){
        this.lineNumber = lineNumber;
    }

    public String getPath(){
        return path;
    }

    public String getLine(){
        return line;
    }

    public int getLineNumber(){
        return lineNumber;
    }

}

private class ReteTmpObject implements Serializable
{
    public ReteTmpObject(int size_facts, int size_bsave)
    {
        facts = new byte[size_facts];
        bsave = new byte[size_bsave];
    }

    byte[] facts;
    byte[] bsave;

}

}
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