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Certificates

» Certificates are issued by a Certificate Authority (CA) for webservers to prove 

authenticity 

» Wildcard certificates

» *.example.com

» Multi-domain certificates

» Subject alternative name (SAN) extension 





Example 1

» One private key to validate several (sub)domains

» One compromised key can lead to several domains being compromised



Example 2

» A recent study identified 343,336 unique wildcard domains with a 

wildcard followed by a TLD 

» *.com-deals.online

» *.com.example.com 

» Each such wildcard certificate can be used to target any domain with 

the matching TLD

» amazon.com-deals.online

» apple.com.example.com

R. Roberts et al., You are who you appear to be: A longitudinal study of domain impersonation in TLS certificates, in Proc. ACM CCS, 2019.



Example 3

» A recent study show that TLS certificates shared by multiple domains enables 

HTTPS hijacking attacks, despite state-of-the-art security policies and 

countermeasures

» HTTPS MITM attacks based on the shared TLS certificates

» Hijack ongoing HTTPS connection

» Misconfigured HTTP response headers

» Rerouting encrypted traffic to another flawed server sharing the TLS certificate

» 25% subdomains of Alexa Top 500 websites are affected by these issues

M. Zhang et al., Talking with familiar strangers: An empirical study on https context confusion attacks, in Proc. ACM CCS, 2020.



Contributions

» 10-year longitudinal analysis of the wildcard certificates and multi-domain 

certificates usage on the internet

» High-level analysis of three large certificate datasets

» Capture and highlight substantial differences in the heterogenous wildcard and 

multi-domain certificate practices, by studying certificates along five dimension:

» (1) domain popularity 

» (2) certificate authority 

» (3) certificate type

» (4) certificate validity period

» (5) certificate key type
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» Certificate transparency (CT) logs

» Crt.sh

» Rapid7
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High-level analysis

» Yearly percentage of

wildcard usage

» Chrome removed support 

for validating against the 

subject in 2017

CT log

Rapid7

Crt.sh



High-level analysis

» Yearly average number of

domans in SAN



Impact of factors
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» Yearly percentage of wildcard 

certificates issued for domains 

with different popularity

» SAN (bars)

» Subject (markers)

» Number of domains in SAN 



Domain popularity

» Number of wildcards in SAN
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2019 -

2021

2016 -

2018
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Certificate authority

» Relative certificate frequency 

per top-CA.



Certificate authority

» Relative certificate frequency 

per top-CA.

» Percentage of wildcard

certificates in SAN (bars) 

and in subject field (markers) 

per CA.



Certificate validity period

» Relative certificate frequency 

per validity period.



Certificate validity period

» Relative certificate frequency 

per validity period.

» Percentage of wildcard 

certificates in SAN (bars)

and in subject field (markers) 

per validity period (in days).



Conclusions

» 10-year longitudinal analysis of the wildcard certificates and multi-domain 

certificates usage on the internet

» High-level analysis of three large certificate datasets

» Capture and highlight substantial differences in the heterogenous wildcard and 

multi-domain certificate practices, by studying certificates along five dimension:

» (1) domain popularity 

» (2) certificate authority 

» (3) certificate type

» (4) certificate validity period

» (5) certificate key type
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