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Performance optimization of security functions in IoT devices

The vision of having billions of devices that will improve our personal life and the 
functioning of business and society in general can only be realized when these 
devices can operate and be managed in a trustworthy manner. Although the 
understanding of the importance of this is not really materialized in all IoT (Internet 
of Things) technologies, we see that already today certain commercial products for 
IoT, such as wirelesshart and Zigbee, have security features. Also in standardization 
the importance of security is recognized, and improved standards for IoT are being 
developed, such as object security in IETF instead of TLS. Discussions around the 
design of security functions for IoT circle much around making them more fit for the 
constrained usage conditions of IoT, typically being power consumption and size of 
required hardware. Optimizations take place by looking at very specific security 
functions, e.g. secure communication protocol or a signature scheme, and trying to 
optimize this. In practice these security functions are only one part of the application
of the service the IoT device has to deliver. It would be more natural to aim for a 
more global optimization so that, for example, the total power consumption is kept 
small for the entire service. However developers may not have the means to 
perform such an optimization. Specifically, developers lack tools and methodology to
optimize the power consumption of their application on the device. While this is true 
in general, it is also specifically valid when it comes to choices of security functions 
that work optimally together with the application.

This master thesis project will, in close cooperation with Ericsson Research in Lund,  
investigate how we can develop a framework for developers to implement 
applications that optimally use the available security functions to perform their task,
by suitable coordination (e.g., software caching, adaptation of buffering scheme, 
degree of parallelism, resource management) at the application/library/OS level, 
also taking possible trade-offs between power usage and quality of service into 
consideration (e.g., by adapting encryption levels). Here we primarily investigate 
power consumption and execution time.
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